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A/B TESTING 


A controlled, real-life experiment designed to compare two 
variants of a system or a model, A, and B. 
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ACCURACY 


> ¿> Accuracy is a scoring system in binary classification (i.e., 
“determining if an answer or output is correct or not) and is 
calculated as (True Positives + True Negatives) / (True 
Positives + True Negatives + False Positives + False 
Negatives). 
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ACTIONABLE INTELLIGENCE 


Information you can leverage to support decision making. 
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ACTIVATION FUNCTION 


In the context of Artificial Neural Networks, a function that 
takes in the weighted sum of all of the inputs from the 
previous layer and generates an output value to ignite the 
next layer. 
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ACTIVE LEARNING 


(Active Learning Strategy) 


A special case of Semi-Supervised Machine Learning in 

which a learning agent can interactively query an oracle 

(usually, a human annotator) to obtain labels at new data 
points. 
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ADVERSARIAL MACHINE 
LEARNING 


Adversarial machine learning is a technique employed in 
the field of machine learning that attempts to make models 
more robust by exposing them to adversarial (and 
sometimes malicious) input. 
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oF ADABOOST 


Adaboost is a popular ensemble learning algorithm that 
combines weak classifiers into a strong classifier by 
weighting them according to their accuracy. 
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An intelligent agent is an Al system that can independently 
perceive its environment and act autonomously to reach an 
objective. The environment may be simulated or physical 
and doesn't need repeated prompting to achieve a bigger 
task. 
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Al ALIGNMENT 


Al alignment Is a field that aims to guide Al systems to align 
with humans’ intended goals and ethical principles. 
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Al BIAS 


Al bias happens when machine learning algorithms produce 
prejudiced results. Several factors can result in bias, 
such as: 


When Al systems are either inadvertently or deliberately 
trained with biased data. 
When the algorithm makes incorrect inferences during the 
learning process. 


Al bias is also Known as machine learning bias or simply 
bras. 
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Al DETECTOR 


An Al detector is a tool designed to detect when a piece of 
text (or Sometimes an image or video) was created by 
generative Al tools (e.g., ChatGPT, DALL-E). These tools 
aren't 100% reliable, but they can give an indication of the 
likelihood that a text is Al-generated. 
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ALPHAGO 


AlphaGo ts an Al-powered program designed to play the 
popular board game Go. The game Is Known for its high 
level of complexity, meaning that previous computer 
systems had struggled to play it well. 
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L AUGMENTED INTELLIGENCE 


- « Augmented intelligence is the use of Al to enhance human 
intelligence and inform decision-making instead of the Al 
performing tasks and processing data independently to 
replace humans. 
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Al ETHICS 


A branch of the ethics of technology specific to artificially 
intelligent systems. Biases are prone to play a significant 
role in machine learning based on the data that machines 
are being trained with and range from gender to race to age 
to economic status and everything in between. 
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Al SAFETY 


An interdisciplinary field that's concerned with the 
long-term impacts of Al and how it could progress suddenly 
to a super intelligence that could be hostile to humans. 
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Al FRAMEWORKS 


. « Al frameworks make the creation of machine learning/deep 
. « learning, neural networks, and natural language processing 


(NLP) applications easier and faster by offering ready 
solutions. Some of the most popular open-source 
frameworks include TensorFlow, Theano, PyTorch, Sci-Kit, 
Keras, Microsoft Cognitive ToolKit, and Apache Mahout. 
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Al MODEL GOODNESS 
MEASUREMENT METRICS 


The goodness of Al models built for specific purposes such 
as Classification, prediction, and clustering are measured 
using a set of metrics called Al model goodness 
measurement metrics. These metrics are called Al model 
goodness measurement metrics. These include metrics 
such as accuracy, precision, recall, F-measure, word error 
rate, sentence error rate, mean absolute error, general 
language understanding evaluation (GLUE), etc. 
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Al OPS 


Optimizing IT operations using Al. This involves detecting 
anomalies from IT system logs, metrics, grouping various 
events or alerts, diagnosing problems, and resolving issues 
by learning actions from priori incident, tickets, etc. Al ops 
Is also concerned with monitoring and optimizing 
application performance, and proactively avoiding issues or 
incidents. 


www.cyber-gear.io 


d L 


AUTOMATIC SPEECH 
RECOGNITION (ASR) 


ASR ıs a type of natural language processing that is 
associated with recognizing human speech such as voice 
assistants. 
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AUTOMATION 


Processing according to pre-programmed rules. 
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ALGORITHM 


~~~ An unambiguous specification of a process describing how 


to solve a class of problems that can perform calculations, 
process data and automate reasoning. 
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ALGORITHMIC BIAS 


Unfair or discriminatory outcomes in Al systems caused by 
biased training data or algorithms. 
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ALIGNMENT 


= Tweaking an Al to better produce the desired outcome. This 
can refer to anything from moderating content to 
maintaining positive interactions toward humans. 
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ANNOTATION 


A metadatum Is attached to a piece of data, typically 
provided by a human annotator. 
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ANTHROPOMORPHISM 


When humans tend to give nonhuman objects humanlike 
characteristics. In Al, this can include believing a chatbot ts 
more humanlike and aware than it actually ts, like believing 

it's happy, sad or even sentient altogether. 
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ANAPHORA 


In linguistics, an anaphora Is a reference to a noun by way 
of a pronoun. For example, in the sentence, “While John 
didn't like the appetizers, he enjoyed the entree,” the word 
“he” is an anaphora. 
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oF API 


API stands for an application programming interface via 
which developers can access data and pre-made code 
solutions. 
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ARTIFICIAL NARROW 
INTELLIGENCE (ANI) 


~~~ Also known as weak Al, ANI is a type of artificial intelligence 


that can only focus on one task or problem at a given time 
(e.g. playing a game against a human competitor). This is 
the current existing form of Al. 
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AREA UNDER THE CURVE [AUC)} 


A methodology used in Machine Learning to determine 
which one of several used models has the highest 
performance. 
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or: ARTIFICIAL INTELLIGENCE 


This refers to the general concept of machines acting ~~ 

in a way that simulates or mimics human intelligence. 

Al can have a variety of features, such as human-like 
communication or decision making. 
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ARTIFICIAL GENERAL 
INTELLIGENCE (AGI) 


Also known as strong Al, AGI Is a type of artificial 
intelligence that is considered human-like, and still in its 
preliminary stages (more of a hypothetical existence in 
present day) 
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ARTIFICIAL NEURAL NETWORKS 


An architecture composed of successive layers of simply 
connected units called artificial neurons interweaved with 
non-linear activation functions, which is vaguely 
reminiscent of the neurons in an animal brain. 
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ASSOCIATION RULE LEARNING 


A rule-based Machine Learning method for discovering 
interesting relations between variables in large data sets. 
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AUTOENCODER 


- Atype of Artificial Neural Network used to produce efficient 
representations of data in an unsupervised and non-linear 
manner, typically to reduce dimensionality. 
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AUTONOMOUS 


A machine Is described as autonomous If it can perform its 
task or tasks without needing human intervention. 
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=: AUTOML [AUTOMATED MACHINE 
ee LEARNING) 


Tools and techniques that automate the process of training 


machine learning models. 
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AUTOMATED SPEECH 
RECOGNITION 


A subfield of Computational Linguistics interested in 
methods that enables the recognition and translation of 
spoken language into text by computers. 
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BACKPROPAGATION 
a ZA THROUGH 


A method used to train Artificial Neural Networks to 
compute a gradient that is needed in the calculation of the 
network's weights. 
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BATCH 


The set of examples used in one gradient update of model 
training. 
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a BAYES'S THEOREM 


A famous theorem Is used by statisticians to describe the 
probability of an event based on prior knowledge of 
conditions that might be related to an occurrence. 
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BAYESIAN NETWORKS 


Also known as Bayes network, Bayes model, belief network, 
End decision network, is a graph-based model representing 
a set of variables and their dependencies. 
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oF BAG OF WORDS 


The bag of words model is a simple representation of text 
data used in natural language processing, where the text is 
represented as a vector of word counts or frequencies. 


ww.cyber-gear.io 


BATCH SIZE 


Number of training samples used in one iteration. 
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BING CHAT 


Bing Chat (also called Bing Al) is a chatbot developed by 
Microsoft and integrated into their search engine, Bing, 
from February 7, 2023, onwards. The chatbot was 
developed in collaboration with OpenAl, based on their 
GPT-4 technology. 
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BLACK BOX Al 


A black box Al is an Al system that doesn't show how it 
operates and processes user input. After you provide a 
black box Al input, it will produce an output. However, you 
cannot view Its code and analyze its logic for producing 
such results. 
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BURSTINESS 


Burstiness is a measurement of variation in sentence 
structure in length. Al writing tends to display low levels of 
burstiness, while human writing tends to have higher 
burstiness. 
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BERT 


(aka Bidirectional Encoder Representation from 
Transformers) 


Google's technology. A large scale pretrained model that ts 
first trained on very large amounts of unannotated data. 
The model is then transferred to an NLP task where it Is fed 
another smaller task-specific dataset which Is used to 
fine-tune the final model. 
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BACKWARD CHAINING 


A method where the model starts with the desired output 
and works in reverse to find data that might support tt. 
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BATCH NORMALIZATION 


A technique to improve training speed and stability in neural 
networks. 
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8 BIG DATA 


Datasets that are too large or complex to be used by Nu 
traditional data processing applications. 
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BIAS 


(Inductive Bias, Confirmation Bias) 


Inductive Bias: the set of assumptions that the learner uses 
when predicting outputs given inputs that have not been 
encountered yet. 


Confirmation Bias: the tendency to search for, interpret, 
favor, and recall information in a way that confirms one's 
own beliefs or hypotheses while giving disproportionately 

less attention to information that contradicts tt. 


www.cyber-gear.io 


BIAS-VARIANCE TRADEOFF 


A conflict arises when data scientists try to simultaneously 
minimize bias and variance, which prevents supervised 
algorithms from generalizing beyond their training set. 
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BOOSTING 


A Machine Learning ensemble meta-algorithm for primarily 
reducing bias and variance in supervised learning, and a 
family of Machine Learning algorithms that convert weak 
learners to strong ones. 
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BOUNDING BOX 


The smallest (rectangular) box fully contains a set of points 
or an object. 
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BRUTE FORCE SEARCH 


A search that isn't limited by clustering/approximations; tt 
searches across all inputs. Often more time-consuming and 
expensive, but more thorough. 
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CATAPHORA 


In linguistics, a cataphora is a reference placed before any 
instance of the noun it refers to. For example, in the 
sentence, “Though he enjoyed the entree, John didn't like 
the appetizers,” the word “he” is a cataphora. 
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CATEGORIZATION 


Categorization is a natural language processing function 
that assigns a category to a document. 
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COGNITIVE COMPUTING 


This ts effectively another way to say artificial intelligence. 
It's used by marketing teams at some companies to avoid 
the science fiction aura that sometimes surrounds Al. 
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COMPUTATIONAL LEARNING 
THEORY 


A field within artificial intelligence that Is primarily 
concerned with creating and analyzing machine learning 
algorithms. 
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CHATBOTS 


A chat robot that can converse with a human user through 
text or voice commands. Utilized by e-commerce, 
education, health, and business industries for ease of 
communication and to answer user questions. 
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d CHATGPT 


The chatbot by OpenAl is the fastest consumer app to ever wen 
reach 100m users 
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COMPUTER VISION 


When a machine processes visual input from image files 
(JPEGs) or camera feeds. 
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CHINESE ROOM 


The Chinese room is a philosophical thought experiment 
proposed by John Searle. The reader is asked to imagine an 
Al system that behaves as if it understands Chinese. It 
passes the Turing test, convincing a human Chinese 
speaker that they are speaking to a human being. 


www.cyber-gear.io 


€ o Y TF OW 


CLIP 


CLIP or Contrastive Language-Image Pre-training, Is a 
neural network by OpenAl that learns visual concepts from 
natural language supervision. Capable of learning from 
images and text, CLIP was trained on images with text 
captions from the Internet. 
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a CONSTITUTIONAL AI 


Constitutional Al trains Al systems to align with a set of 
values or principles as defined in a constitution. This 
approach was developed by Al startup Anthropic. 
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COPILOT 


Copilot is Microsoft 365's Al assistant feature that builds on 
OpenAl's GPT-4 large language models (LLMs). 
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CUTOFF DATE 


The cutoff date is the date at which the model's information 
ends. Al models can't recall information past the cutoff 
date. For example, GPT-3.5's cutoff date is September 

2021. 
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COMPUTATIONAL SEMANTICS 


(Semantic Technology) 
Computational semantics is the study of how to automate 


the construction and reasoning of meaning representations 
of natural language expressions. 
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CORPUS 


A large dataset of written or spoken material that can be 
used to train a machine to perform linguistic tasks. 
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CHATBOT 


A computer program or an Al Is designed to interact with 
human users through conversation. 


www.cyber-gear.io 


d %4 


CLASSIFICATION 


The task of approximating a mapping function from input 
variables to discrete output variables, or, by extension, a 
class of Machine Learning algorithms that determine the 

classes to which specific instances belong. 
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CLUSTERING 


. «In Machine Learning, the unsupervised task of grouping a 
set of objects so that objects within the same group (called 
a cluster) are more "similar" to each other than they are to 
those in other groups. 
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CLOUD COMPUTING 


The delivery of computing services, including storage, 
processing, and networking, over the internet. 
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COLD-START 


A potential issue arises from the fact that a system cannot 
infer anything for users or items for which it has not 
gathered a sufficient amount of information yet. 
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COMPOSITE Al 


Composite Al refers to a combination of Al techniques for 
accomplishing the best results. 


www.cyber-gear.io 


COLLABORATIVE FILTERING 


A method used in the context of recommender systems to 
make predictions about the interests of a user by collecting 
preferences from a larger group of users. 
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COMPUTER VISION 


The field of Machine Learning studies how to gain a 
high-level understanding of images or videos. 


www.cyber-gear.io 


= COGNITIVE SCIENCE 


The broader form of study includes Al in addition to 
philosophy, linguistics, psychology, neuroscience, and 
anthropology. All of these combine together to learn how 
the mind functions and when applied to Al, how machines 
can simulate human thought and action. 
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CONFIDENCE INTERVAL 


A type of interval estimate that Is likely to contain the true 

value of an unknown population parameter. The interval is 

associated with a confidence level that quantifies the level 
of confidence of this parameter being in the interval. 
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CONTRIBUTOR 


A human worker providing annotations on the Appen data 
annotation platform. 
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CONVOLUTIONAL NEURAL 
NETWORK (CNN) 


A class of Deep, Feed-Forward Artificial Neural Networks, 
often used in Computer Vision. 
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CENTRAL PROCESSING UNIT 
(CPU) 


The electronic circuitry within a computer carries out the 
instructions of a computer program by performing the basic 
arithmetic, logical, control, and input/output operations 
specified by the instructions. 
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CROSS-VALIDATION 


(k-fold Cross-Validation, Leave-p-out Cross-Validation) 

A collection of processes designed to evaluate how the 

results of a predictive model will generalize to new data 
Sets. 


— k-fold Cross-Validation 
— Leave-p-out Cross-Validation 
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DALL-E 2 


DALL-E 2 Is an impressive text-to-image algorithm that has 
gained massive attention in the recent past. 
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8 DATA MINING 


The process of analyzing datasets in order to discover new su 
patterns that might improve the model. 
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DATA SCIENCE 


Drawing from statistics, computer science, and information 
science, this interdisciplinary field aims to use a variety of 
scientific methods, processes, and systems to solve 
problems involving data. 
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DATASET 


A collection of related data points, usually with a uniform 
order and tags. 
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os DEEPFAKE 


` >» A portmanteau of “deep learning” and “fake,” a deepfake is 
an Al-generated image, audio, or video depicting fake 
events. It uses powerful machine learning and Al to 
manipulate or create deceiving content. 
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vA 


A discriminator in a generative adversarial network (GAN) is 
a Classifier that tries to identify real data from fake data 
created by the generator. The goal is for the discriminator to 
improve its ability to distinguish real from fake, as the 
generator tries to improve at creating fakes. 


DISCRIMINATOR 
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DATA ARCHITECT 


A data architect is a practitioner of data architecture, a data 
management discipline concerned with designing, creating, 
deploying, and managing an organization's data 
architecture. Data architects often work with data scientists 
on Al projects. 
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DATA LAKE 7 


Since data Is at the core of every Al use case or solution, 
aggregating all the data needed to build machine learning 
and inference models are absolutely critical. The process of 
assimilating all the data (structured and unstructured) ina 
consolidated repository Is referred to as a data lake. 
sentiment analysis and natural language processing. 
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ts DATA LABELING 


The process of annotating data to provide ground truth for Nu 
supervised learning. 
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DATA MANAGER 


A data manager Is an individual concerned with legally 
acquiring the right kind of data for training Al systems by 
working with data scientists. A data manager works with 

data architects to ensure that acquired data Is properly 4 

versioned and stored for analysıs and audit purposes. 
A data manager Is also concerned with the governance of 

the data per legal and organizational requires s ar 
ensuring that the lifecycle of the data is managec 
accordingly. 
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x DATA SCIENTIST 
` e © A data scientist is an individual, organization, or application 
that performs statistical analysis, data mining, and retrieval 


processes on a large amount of data to identify trends, 
figures, and other relevant information. 
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DEEP LEARNING 


A function of artificial intelligence that imitates the human 
brain by learning from the way data Is structured, rather 
than from an algorithm that's programmed to do one 
specific thing. 
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n. DATA 

`e. (Structured Data, Unstructured Data, Data augmentation) 

The most essential ingredient to all Machine Learning and 
Artificial Intelligence projects. 
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DATA PREPROCESSING 


Cleaning and transforming raw data to prepare it for 
analysis or modeling. 
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es DIFFUSION 


` e» A method of machine learning that takes an existing piece 
of data, like a photo, and adds random noise. Diffusion 
models train their networks to re-engineer or recover that 
photo. 
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DROPOUT 


A regularization technique in neural networks that prevents 
overfitting by randomly dropping neurons during training. 
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EDGE COMPUTING 


A decentralized computing paradigm where data 
processing occurs closer to the data source or endpoint 
devices. 
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ELIZA 


ELIZA was an early chatbot developed in the 1960s by MIT 

computer scientist Joseph Weizenbaum. ELIZA played the 

character of a psychotherapist, with the user acting as Its 
patient. 
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EMBODIED AGENTS 


Embodied agents, also referred to as embodied Al, are Al 
agents with a physical body that perform specific tasks In 
the physical environment. 
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As EMERGENCE 


eo Emergence describes capabilities that arise in Al systems 
unpredictably as they become more complex. A system's su 
emergent properties are not observable in its individual 
parts. 
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EU Al ACT 


The EU Al Act is a regulatory framework for responsible Al 
deployment in a way that doesn't conflict with data privacy 
rights. 
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EXPLAINABLE AI 


Explainable Al is Al that can explain its decisions and 
reasoning. 
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EMERGENT BEHAVIOR 


When an Al model exhibits unintended abilities. 
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END-TO-END LEARNING, OR EeE 


A deep learning process in which a model is instructed to 
perform a task from start to finish. It's not trained to 
accomplish a task sequentially but instead learns from the 
inputs and solves tt all at once. 


www.cyber-gear.io 


ETHICAL CONSIDERATIONS 


An awareness of the ethical implications of Al and issues 
related to privacy, data usage, fairness, misuse and other 
Safety issues. 
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ETHICS IN Al 


The study of moral and ethical issues related to the design 
and use of artificial intelligence. 
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EXPERT SYSTEM 


A computer program designed to mimic the 
decision-making abilities of a human expert in a specific 
domain. 
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UNSTRUCTURED DATA 


Raw, unprocessed data. Textual data is a perfect example of 
unstructured data because it is not formatted into specific 
features. 
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STRUCTURED DATA 


Data processed in a way that it becomes ingestible by a 
Machine Learning algorithm and, if in the case of 
Supervised Machine Learning, labeled data; data after it has 
been processed on the Appen data annotation platform. 
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DATA AUGMENTATION 


The process of adding new information derived from both 
internal and external sources to a data set, typically through 
annotation. 
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DECISION TREE 


A category of Supervised Machine Learning algorithms 
where the data Is iteratively split with respect to a given 
parameter or criteria. 
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DEEP BLUE 


A chess-playing computer developed by IBM, better known 
for being the first computer chess-playing system to win 
both a chess game and a chess match against a reigning 

world champion under regular time controls. 
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DEEP LEARNING 


(Deep Reinforcement Learning) 


A broader family of Machine Learning methods based on 
learning data representations, as opposed to task-specific 
algorithms. Deep Learning can be supervised, 
semi-supervised or unsupervised. 
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DIMENSIONALITY 


(Dimensionality Reduction, Curse of Dimensionality) 


Dimensionality Reduction: the process of reducing the 
number of random variables under consideration by 
obtaining a set of principal variables. Also, see Feature 
Selection. 


Curse of Dimensionality: a phenomenon that arises when 
analyzing and organizing data in high-dimensional spaces 
due to the fact that the more the number of dimensions 
increases, the sparser the amount of available data 
becomes. 
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DIGITAL ECOSYSTEM 


Several software platforms or cloud services that work in 
tandem across a network. 
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EMBEDDING 
(Word Embedding) 


One instance of some mathematical structure contained 
within another instance, such as a group that is a subgroup. 
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ENSEMBLE METHODS 


La Statistics and Machine Learning, ensemble methods use 
multiple learning algorithms to obtain better predictive 
performance that could be obtained from any of the 
constituent learning algorithms alone. Unlike a statistical 
ensemble in statistical mechanics, which is ope oa inite 
a machine learning ensemble consists of only acon 
finite set of alternative models but typica a alla 
much more flexible structure to exist among t 
alternatives. | 
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ENTITY ANNOTATION 


The process of labeling unstructured sentences with 
information so that a machine can read them. This could 
involve labeling all people, organizations, and locations ina 
document, for example. 
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ENTITY EXTRACTION 


An umbrella term referring to the process of adding 
structure to data so that a machine can read it. Entity 
extraction may be done by humans or by a 
machine-learning model. 


www.cyber-gear.io 


a ENTROPY 


The average amount of information conveyed by a su 
stochastic source of data. 
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EPOCH 


In the context of training Deep Learning models, one pass 
of the full training data set. 
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ETHICAL Al Lo 


> © Ethical Al refers to Al that refers to ethical guidelines related 


to fundamental values, like: 


Individual rights 
Privacy 
Non-discrimination 
Non-manipulation 
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EXPERT LEARNING 


Expert Learning Is the process of using Al to learn from 
experts in a given field. 
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FACE RECOGNITION 


Face Recognition Is the process of identifying a person 
from an image or video. 
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FRECHET N DISTANCE 


FID is a metric for evaluating the quality of images created 
by generative Al. 
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i: FEATURE ENGINEERING 


The process of selecting and transforming relevant data Nu 
features to improve model performance. 
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FEATURE 


(Feature Selection, Feature Learning) 


A variable is used as an input to a model. 
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FEATURE LEARNING 


-An ensemble of techniques meant to automatically discover 
the representations needed for feature detection or 
classification from raw data. 
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FALSE POSITIVE 


An error due to the fact a result did reject the null 
hypothesis when it shouldn't have. 
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FALSE NEGATIVE 


An error Is due to the fact a result did not reject the null 
hypothesis when it should have. 
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FEED-FORWARD (NEURAL) 
NETWORKS 


An Artificial Neural Network wherein connections between 
the neurons do not go backward or form a cycle. 
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FORWARD CHAINING 


- « A method in which a machine must work from a problem to 


find a potential solution. By analyzing a range of 
hypotheses, the Al must determine those that are relevant 
to the problem. 
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a: FOOM 
'* “Also known as fast takeoff or hard takeoff. The concept that 
if someone builds an AGI that it might already be too late to 
save humanity. 
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F-SCORE 


©. A measure of a model's accuracy considering both the 
: precision and the recall to compute the score. More 
specifically, the F-Score is the harmonic average of the 
precision and recall, where it reaches its maximal value at 1 
(perfect precision and recall) and minimum at 0. 
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GARBAGE IN, GARBAGE OUT 


A principle stating that whenever the input data Is flawed, it 
will lead to misleading results and produces nonsensical 
output, a.k.a. "garbage". 
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GENERATIVE Al 


Using Al to create text, images, voice, video and computer 
code. 
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GENERAL DATA PROTECTION 
REGULATION (GDPR} 


A regulation in EU law on data protection and privacy for all 
individuals within the European Union aims to give control 
to citizens and residents over their personal data. 
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GENERATIVE PRE-TRAINED Ke 
TRANSFORMER (GPT) 


Generative pre-trained transformer or GPT is a type of large 

language model (LLM) that's trained to generate content. 

First launched by OpenAl in 2018, GPT now has GPT-4 as 
its latest model as of this writing. 
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GRAPHICS PROCESSING UNIT 
(GPU) 


A GPU is a type of processor that Is suited to powering Al 
hardware because it can perform more simultaneous 
computations than a CPU. 


www.cyber-gear.io 


GENERAL Al 


Al that could successfully do any intellectual task that can 


be done by any human being. This is sometimes referred to 


as strong Al, although they aren't entirely equivalent terms. 
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GENETIC ALGORITHM 


A search heuristic inspired by the Theory of Evolution 
reflects the process of natural selection where the fittest 
individuals are selected to produce offspring of the 
following generation. 
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GENERATIVE ADVERSARIAL 
NETWORKS (GANS) 


A class of Artificial Intelligence algorithms used in 
Unsupervised Machine Learning implemented as the 
combination of two Neural Networks competing with each 
other in a zero-sum game framework. 
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GOOGLE BARD 


An Al chatbot by Google that functions similarly to ChatGPT 
but pulls information from the current web, whereas 
ChatGPT ts limited to data until 2021 and isn't connected to 
the internet. 
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GUARDRAILS 


Policies and restrictions placed on Al models to ensure data 
is handled responsibly and that the model doesn't create 
disturbing content. 
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a GRAPHIC PROCESSING UNIT 
e (GPU) 


A specialized electronic circuit designed to rapidly 
manipulate and alter memory to accelerate the rendering of 
images thanks to Its parallel processing architecture, which 

allows it to perform multiple calculations simultaneously. 
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GRADIENT DESCENT 


An optimization algorithm used to train machine learning 
models by minimizing a loss function. 
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4 GROUND TRUTH 


A piece of information obtained through direct observation Nu 
as opposed to inference. 
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HALLUCINATION 


An incorrect response from Al. Can include generative Al 
producing answers that are incorrect but stated with 
confidence as If correct. The reasons for this aren't entirely 
known. 
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HEURISTIC 


A computer science technique designed for quick, optimal, 
solution-based problem solving. 
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HUMAN-IN-THE-LOOP 


Human-in-the-loop (HITL) is a branch of artificial 
intelligence that leverages both human and machine 
intelligence to create machine learning models. In a 
traditional human-in-the-loop approach, people are 

involved in a virtuous circle where they train, tune, and test 
a particular algorithm. 
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HUMAN FEEDBACK 


Human Feedback is being used to improve the results of the 
machine learning models. 
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HYPERPARAMETER 


(Hyperparameter Tuning) 
- A configuration, external to the model and whose value 
cannot be estimated from data, that data scientists 
continuously tweak during the process of training a model. 


— The process of manually determining the optimal 
configuration to train a specific model. 
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HYBRID Al 


Hybrid Al is a combination of human insight and Al, such as 
machine learning and deep learning. 
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HYPERPARAMETERS 


Parameters that aren't learned from the data but set prior to 
training. 
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INTENT 


Commonly used in training data for chatbots and other 
natural language processing tasks, this Is a type of label 
that defines the purpose or goal of what Is said. 

For example, the intent for the phrase "turn the volume 
down” could be "decrease volume”. 
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IMAGENET 


A large visual dataset made of 14 million URLs of 
hand-annotated images organized in twenty-thousand 
(20,000) different categories, designed for use in visual 
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IMAGE RECOGNITION 


The problem in Computer Vision of determining whether an 
image contains some specific object, feature, or activity. 
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INFERENCE 


The process of making predictions by applying a trained 
model to new, unlabeled instances. 
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an INFORMATION RETRIEVAL 


The area of Computer Science studies the process of 
searching for information in a document, searching for 
documents themselves, and also searching for metadata 
that describes data, and for databases of texts, images, or 
sounds. 
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JASPER 


Jasper Is an Al platform that enables businesses to build, 
deploy, and manage Al applications. 
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JUPYTER NOTEBOOK 


An open-source web application that allows the creation 
and sharing of documents containing live code, equations, 
visualizations, and narrative text. 
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K-MEANS CLUSTERING 


A popular clustering algorithm that partitions data into 
clusters based on similarity. 
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K-NEAREST NEIGHBORS 


K-Nearest Neighbors is a supervised machine learning 
algorithm for classification and regression. 
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KERAS 


A high-level neural networks API running on top of 
TensorFlow, Theano, or CNTK. 
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KNOWLEDGE ENGINEERING 


Knowledge engineering Is the field of Al that aims to ~ 
emulate a human expert's knowledge in a certain field. 
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LABELED DATA 


Data that has been labeled with a specific category or class. 
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‘a (Hidden Layer) 


. » A series of neurons in an Artificial Neural Network process a 
set of input features, or, by extension, the output of those Nu 
neurons. Hidden Layer. a layer of neurons whose outputs 
are connected to the inputs of other neurons, therefore not 
directly visible as a network output. 
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LARGE LANGUAGE MODEL 


Al models like GPT that can understand and generate text. 
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LARGE LANGUAGE MODEL META 
Al (LLAMA) 


LLaMA is a family of open-source large language models 
(LLMs) launched by Meta Al in 2023. 
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LABEL 


A part of training data that identifies the desired output for 
that particular piece of data. 
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LINEAR ALGEBRA 


Linear algebra Is the key branch in mathematics when it 
comes to artificial intelligence and machine learning 
algorithms. 


www.cyber-gear.io 


LINGUISTIC ANNOTATION 


Tagging a dataset of sentences with the subject of each 
sentence, ready for some form of analysis or assessment. 
Common uses for linguistically annotated data include 
sentiment analysis and natural language processing. 
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LIMITED MEMORY 


Systems with short-term memory limited to a given 
timeframe. 
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LEARNING-TO-LEARN 


A new direction within the field of Machine Learning 
Investigating how algorithms can change the way they 
generalize by analyzing their own learning process and 

improving on It. 
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LEARNING-TO-RANK 


The application of Machine Learning to the construction of 
ranking models for Information Retrieval systems. 
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LEARNING RATE 


~~ Ascalar value is used by the gradient descent algorithm at 


each Iteration of the training phase of an Artificial Neural 
Network to multiply with the gradient. 
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LOGIT FUNCTION 


The inverse of the sigmoidal "logistic" function is used in 
mathematics, especially in statistics. 
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LONG SHORT-TERM MEMORY 
NETWORKS 


A variation of the Recurrent Neural Network was proposed 
as a solution to the vanishing gradient problem. 
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LOSS FUNCTION 


A mathematical function that measures the difference 
between predicted and actual values, used in training 
models. 
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MACHINE LEARNING 


The subfield of Artificial Intelligence often uses statistical 
techniques to give computers the ability to “learn”, 1.e., 
progressively improve performance on a specific task, with 
data, without being explicitly programmed. 
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MACHINE INTELLIGENCE 


An umbrella term for various types of learning algorithms, 
including machine learning and deep learning. 
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MACHINE LEARNING 


This subset of Al is particularly focused on developing 
algorithms that will help machines to learn and change in 
response to new data, without the help of a human being. 

Machine translation: The translation of a text by an 
algorithm, independent of any human involvement. 
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or: MIDJOURNEY 


~ MidJourney is a new Al art generator that turns text intoan 
image. And not just any image, but a realistic, creative, or 
abstract masterpiece unlike we've never seen before! 
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e: MODEL 


A broad term referring to the product of Al training, created Nu 
by running a machine learning algorithm on training data. 
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MOATS 


Moats are mechanisms that prevent competitors from 
copying a proprietary LLM. An LLM's moats are training 
data, model weights and the cost of training. 
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MODEL COLLAPSE 


Model collapse is when low-quality, Al-generated content 
contaminates the training set for future models. 
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MACHINE LEARNING LIFECYCLE 
MANAGEMENT 


DevOps for Machine Learning systems. 
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MACHINE TRANSLATION 


A subfield of computational linguistics that studies the use 
of software to translate text or speech from one language to 
another. 
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MICROSOFT BING 


A search engine by Microsoft that can now use the 
technology powering ChatGPT to give Al-powered search 
results. It's similar to Google Bard in being connected to the 
internet. 
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ML OPS 


ML ops or machine learning operations Is the process of 
taking an experimental machine learning model into a 
production web system. Machine learning models are 

tested and developed in isolated experimental systems. 
When an algorithm Is ready to be launched, ML ops ts 

practiced between data scientists, DevOps, and machine 
learning engineers to transition the algorithm to production 
systems. 
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MODEL 


A model is an abstract representation of what a Machine 
Learning system has learned from the training data during 
the training process. 
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MONTE CARLO 


An approximate methodology that uses repeated random 
Sampling to generate synthetic simulated data. 
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MULTI-MODAL LEARNING 


A subfield of Machine Learning aiming to interpret 
multimodal signals together and build models that can 
process and relate information from multiple types of data. 
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MULTIMODAL Al 


A type of Al that can process multiple types of inputs, 
including text, images, videos and speech. 
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MULTI-TASK LEARNING 


` A subfield of Machine Learning that exploits similarities and 
differences across tasks to solve multiple tasks at the same 
time. 
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7 NAIVE BAYES 


A family of simple probabilistic classifiers based on 
applying Bayes’ theorem with strong independence 
assumptions between the features. 
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NAMED ENTITY RECOGNITION 


A subtask of Information Extraction that seeks to identify 
and classify named entities in text into predetermined 
categories such as the names, locations, parts of speech, 
etc. 
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NATURAL LANGUAGE 
PROCESSING (NLP) 


The area of Artificial Intelligence studies the interactions 
between computers and human languages, in particular 
how to process and analyze large amounts of natural 
language data. 
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NEURAL NETWORK 


Also called a neural net, a neural network is a computer 
system designed to function like the human brain. Although 
researchers are still working on creating a machine model 
of the human brain, existing neural networks can perform 
many tasks involving speech, vision, and board game 
Strategy. 


www.cyber-gear.io 


NEURAL STYLE TRANSFER 


A technique that combines the content of one image with 
the style of another. 
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NEURAL STYLE TRANSFER 


A technique that combines the content of one image with 
the style of another. 
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NATURAL LANGUAGE 
GENERATION (NLG) 


This refers to the process by which a machine turns 
structured data into text or speech that humans can 
understand. Essentially, NLG is concerned with what a 
machine writes or says as the end part of the 
communication process. 
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NATURAL LANGUAGE 
UNDERSTANDING (NLU) 


As a subset of natural language processing, natural 
language understanding deals with helping machines 
recognize the intended meaning of language — taking into 
account its subtle nuances and any grammatical errors. 
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NEURON 


A unit in an Artificial Neural Network processes multiple 
input values to generate a single output value. 
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OBJECT DETECTION 


Object Detection is the process of identifying and locating 
objects In an Image or video. 
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OPENAI 


The start-up behind ChatGPT and Dall-E is already valued 
at $29b. 
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OPTICAL CHARACTER 
RECOGNITION 


The conversion of images of printed, handwritten, or typed 
text into a machine-friendly textual format. 


Abandonment: When the collection gets enough demand, 
the owner removes the website, the Discord group, and the 
media content. Once holders find out, they'll try to sell the 
NFTs as quickly as possible. The creator profits from the 
Sale rush. 
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OPTIMIZATION 


The selection of the best element (concerning some 
criterion) from some set of available alternatives. 
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a OVERFITTING 
The fact that a model unknowingly identified patterns in the 
~" “noise and assumed those represented the underlying 
structure; is the production of a model that corresponds too 
closely to a particular set of data, and therefore fails to 


generalize well to unseen observations. 
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PATTERN RECOGNITION 


An area of Machine Learning focusing on the (supervised OF 
unsupervised) recognition of patterns in the data. 
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PARAMETER 


A variable inside the model that helps it to make 
predictions. A parameter’s value can be estimated using 
data and they are usually not set by the person running the 
model. 
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PARAMETERS 


Numerical values that give LLMs structure and behavior, 
enabling It to make predictions. 
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PREDICTIVE ANALYTICS 


By combining data mining and machine learning, this type 
of analytics is built to forecast what will happen within a 
given timeframe based on historical data and trends. 
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8 PROMPT CHAINING 


An ability of Al to use information from previous 
interactions to color future responses. 
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PROMPT ENGINEER 


A person that specializes in interacting with Generative Al 
models in order to generate the best output. 
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PYTHON 


A popular programming language used for general 
programming. 
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4 PYTORCH 


An open-source machine learning framework developed by ~ 
Facebook. 
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PATHWAYS LANGUAGE MODE A 
(PALM) 


PaLM Is Google's transformer-based large language model. 
It can perform various tasks, including: 


Commonsense and arithmetic reasoning 


Explaining jokes 
Generating codes 
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ye PATHWAYS LANGUAGE MODEL 
‘ie [PALM} 


PaLM Is Google's transformer-based LLM, based on similar 
technology to GPT-3 and GPT-4. The Google Bard chatbot 
runs on PaLM. 
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PERPLEXITY 


a Perplexity is a measurement of how unpredictable 
`< < (perplexing) a text is. A text with high perplexity is more 
likely to read unnaturally or be nonsensical than a text with Core 
low perplexity. Al writing tools tend to produce text with r 
elatively low perplexity, as this gives them a higher chance 
of making sense. 
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PREDICTIVE Al 


Predictive Al is a method of analyzing data using statistical 
algorithms to predict upcoming outcomes. 
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PROMPT 


A prompt Is a human user's input to an Al system, which 
will generate an output or result. 
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PROMPT ENGINEERING 


Prompt engineering Is the process of crafting and refining 
prompts for a generative Al model. Al users utilize prompt 
engineering to improve the output from the Al model. 
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POOLING 
(Max Pooling) 


The process of reducing a matrix generated by a 
convolutional layer to a smaller matrix. 
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PERSONALLY IDENTIFIABLE 
INFORMATION 


Any piece of information that can be used on its own or in 
combination with some other information to Identify a 
particular individual. 
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PRECISION 


The number of correct positive results is divided by the 
number of all positive results returned by a classifier. 
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PREDICTION 


The inferred output of a trained model is provided with an 
Input instance. 


www.cyber-gear.io 


PREPROCESSING 


The process of transforming raw data into a more 
understandable format. 
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PRE-TRAINED MODEL 


A model, or the component of a model, that has been 
preliminary trained, generally using another data set. See 
also: Transfer Learning. 
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PRESCRIPTIVE ANALYTICS 


Prescriptive analytics Is a type of data analytics, the use of 
technology to help businesses make better decisions 
through the analysis of raw data. Specifically, prescriptive 
analytics factors information about possible situations or 
scenarios, available resources, past performance, and 
current performance, and suggests a course of action or 
Strategy. It can be used to make decisions on any time 
horizon, from immediate to long term. 
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PRINCIPAL COMPONENT 
oF ANALYSIS 


A process that uses an orthogonal transformation to 
convert a set of observations of possibly correlated 
variables into a set of linearly uncorrelated variables called 
principal components. 
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PRIOR 


The probability distribution would represent the preexisting 
beliefs about a specific quantity before new evidence Is 
considered. 
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QUANTUM COMPUTING 


Quantum computing has the potential to dramatically 
accelerate the evolution of Al. 
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Q-LEARNING 


Q-learning Is a type of reinforcement learning that enables 
Al models to learn and improve iteratively over time. 
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QUILLBOT 


QuillBot is a company Known for Its powerful paraphrasing 
tool. It also offers a variety of other Al writing tools (e.g., 
grammar checker, summarizer) and a plagiarism checker. 
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RECOMMENDATION ENGINE ~ 


poe - A recommendation engine is an Al algorithm that is used to 
"serve users content based on their preferences. Social sites Nu 
such as TikTok, and streaming platforms, such as Spotify 
and YouTube, use recommendation engines to personalize 
user feeds. 
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REINFORCEMENT LEARNING 
FROM HUMAN FEEDBACK [(RLHF}) 


Reinforcement learning from human feedback (RLHF) is a 
tactic that trains Al models with direct human feedback. 
Instead of getting a reward or punishment, the Al models 

get feedback from humans, typically in the form of ranking 

the models’ behaviors. 
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ROBOT 


A robot is a machine that is capable of carrying out actions 
automatically (sometimes autonomously). Robots usually 
contain computer systems that are programmed to allow 
them to carry out their tasks. The study and design of 
robots Is called robotics. 
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RANDOM FOREST 


An ensemble learning method that operates by 
constructing a multitude of decision trees at training time 
and outputting a combined version (such as the mean or 

the mode) of the results of each tree. 
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REACTIVE MACHINES 


Reactive machines can analyze, perceive, and make 
predictions about experiences, but do not store data; they 
react to situations and act based on the given moment. 
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RECALL 


The fraction of all relevant samples that are correctly 
classified as positive. 
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RECTIFIED LINEAR UNIT 


A unit employing the rectifier function as an activation 
function. 
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RECURRENT NEURAL NETWORKS 


A class of Artificial Neural Networks where connections 
between neurons form a directed graph along a sequence, 
allowing It to exhibit dynamic temporal behavior for a time 
sequence and to use its internal state (memory) to process 

Sequential signals. 
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REGRESSION 
(Linear Regression, Logistic Regression) 4 
A set of statistical processes for estimating the 
relationships among variables. 


Linear Regression: a simple type of regression taking a 


linear combination of features as an input, and outputting a 


Ve 


continuous value. 


Logistic Regression: a type of regression generating a 
probability for each possible discrete label value ina 
classification problem by applying a sigmoid function to a 
linear prediction. 
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8 REGRESSOR 


A feature, is an explanatory variable used as an input to a su 
model. 
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REGULARIZATION 


The process of introducing additional information to 
prevent overfitting. 
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REINFORCEMENT LEARNING | 


The subfield of Machine Learning Is inspired by human 
behaviour studying how an agent should take action in a 
given environment to maximize some notion of cumulative 
reward. 
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REINFORCEMENT LEARNING 
AGENT 


An entity that interacts with an environment and learns to 
make decisions to maximize a reward. 
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M REPRODUCIBILITY (CRISIS OF) 


A methodological crisis in science in which scholars have 
~~ found that the results of many scientific studies are difficult 
or impossible to replicate or reproduce on subsequent 
investigation, either by independent researchers or by the 
Original researchers themselves. 
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RESTRICTED BOLTZMANN 
MACHINES 


A restricted Boltzmann machine (RBM) is a generative 
stochastic artificial neural network that can learn a 
probability distribution over its set of inputs. 
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RECOMMENDATION SYSTEM 


Al systems that provide personalized recommendations, 
often used in e-commerce and content platforms. 
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ROBOTICS 


Focused on the design and manufacturing of robots that 
exhibit and/or replicate human intelligence and actions. 
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... ROBOTIC PROCESS AUTOMATION 
(RPA) 


Uses software with artificial intelligence and machine 
learning capabilities to perform repetitive tasks once 
completed by humans. 
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SCIKIT-LEARN 


An open-source machine learning library for Python. 
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SEMI-SUPERVISED LEARNING 


A class of supervised learning techniques that also 
leverages available unlabeled data for training, typically 
using a small number of labeled instances in combination 
with a larger amount of unlabeled rows. See also 
Supervised Learning and Unsupervised Learning. 
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SEMANTIC ANALYSIS 


` > > Amore sophisticated form of Natural Language Processing, 
©- this concept is focused on the process of stringing words 
together as well as the way that language is understood 
through cultural context. This could function as a help to 
create eBooks and blog posts, with the potential to replace 
human writers or content marketers (!). Wait, what? 


a 
= 
E 
> 


— 


ww.cyber-gear.io 


SENTIMENT ANALYSIS 


The use of natural language processing, text analysis, 
computational linguistics, and biometrics to systematically 
identify, extract, quantify, and study affected states and 
subjective information. 
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SEMANTIC ANNOTATION 


Tagging different search queries or products with the goal su 
of improving the relevance of a search engine. 
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SINGULARITY 


In the field of Al, singularity refers to the event where the Al 
becomes self-aware and starts to evolve on its own out of 
control. 
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SPEECH RECOGNITION 


The technology that enables machines to transcribe and 
understand spoken language. 
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STRONG Al 


This field of research is focused on developing Al that is 
equal to the human mind when it comes to ability. General 
Al is a similar term often used interchangeably. 


www.cyber-gear.io 


STATISTICAL DISTRIBUTION 


In statistics, an empirical distribution function is the 
distribution function associated with the empirical measure 
of asample. This cumulative distribution function is a step 
function that jumps up by 1/n at each of the n data points. 
Its value at any specified value of the measured variable is 
the fraction of observations of the measured variable that 

are less than or equal to the specified value. 


www.cyber-gear.io 


STOCHASTIC PARROT 


An analogy of LLMs that illustrates that the software 
doesn't have a larger understanding of meaning behind 
language or the world around tt, regardless of how 
convincing the output sounds. The phrase refers to how a 
parrot can mimic human words without understanding the 
meaning behind them. 
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STYLE TRANSFER 


The ability to adapt the style of one image to the content of 
another, allowing an Al to interpret the visual attributes of 
one image and use it on another. For example, taking the 

self-portrait of Rembrandt and re-creating it in the style of 

Picasso. 
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SUPERVISED LEARNING 


The Machine Learning task of learning a function mapping 
an input to an output based on example input-output pairs. 


www.cyber-gear.io 


SUPPORT VEGTOR MACHINES 


A class of discriminative classifiers formally defined by a ons 
separating hyperplane, where for each provided labeled 
training data point, the algorithm outputs an optimal 
hyperplane that categorizes new examples. 
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SYNTHETIC DATA 


Data is generated artificially when real data cannot be 
collected in sufficient amounts, or when original data 
doesn't meet certain requirements. 
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TENSORFLOW 


An open-source library, popular among the Machine 
Learning community, for data flow programming across a 
range of tasks. It is a symbolic math library and Is also used 
for machine learning applications such as neural networks. 
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TEST DATA 


The unlabeled data is used to check that a machine learning 
model is able to perform its assigned task. 
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TEMPERATURE 


Parameters set to control how random a language model's 
output Is. A higher temperature means the model takes 
more risks. 
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TEXT-TO-IMAGE GENERATION 


Creating images based on textual descriptions. 
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TECHNOLOGICAL SINGULARITY 


The singularity describes a point in the future where 
advanced Al becomes more intelligent than humans and 
technological growth becomes uncontrollable. 
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TEST SET 


An error due to the fact a result did reject the null 
hypothesis when it shouldn't have.Subset of data used to 
evaluate the final model's performance. 
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TOKEN 


A token Is the basic unit of text that an LLM uses to 
understand and generate language. It may be a word or 
parts of a word. Paid LLMs, such as GPT-4's API, charge 

users by token. 
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TRAINING SET 


Subset of data used to train a model. 
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a VALIDATION SET 


Subset of data used to tune hyperparameters and model Nu 
choices. 


ww.cyber-gear.io 


VARIATIONAL AUTOENCODER 


Variational autoencoders are a generative Al model 
architecture commonly used for signal analysis and finding 
efficient coding of input data. They are comparable to GANs 
in that they pit two neural networks against each other -- an 

encoder and a decoder. 
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TIME SERIES 


(Time Series Data) 


A sequence of data points is recorded at specific times and 
indexed accordingly to their order of occurrence. 
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TESTING 


(Testing Data) 


In the context of Supervised Machine Learning, the process 
of assessing the final performance of a model using 
hold-out data. 
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TOPIC MODELING 


A category of Unsupervised Machine Learning algorithms 
that uses clustering to find hidden structures in textual 
data, and interpret them as topics. 
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TRAINING DATA 


In the context of Supervised Machine Learning, the 
construction of algorithms that can learn from and make 
predictions from data. 
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d TRANSFORMER 


A type of neural network architecture used for natural ~ 
language processing. It's the T in GPT. 
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TRANSFER LEARNING 


An area of Machine Learning that focuses on using 
knowledge gained to solve a specific problem and apply 
this knowledge to a different but related problem. 


ww.cyber-gear.io 


TRANSFORMER MODEL 


A neural network architecture and deep learning model that 
learns context by tracking relationships in data, like in 
sentences or parts of images. So, instead of analyzing a 
sentence one word at a time, it can look at the whole 
sentence and understand the context. 
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TURING TEST 


A test developed by Alan Turing to evaluate a machine's 
ability to exhibit intelligent behavior equivalent to that of a 
human. The test consists in having the machine chat with a 
human. If a human evaluator witnessing the conversation 
from outside the room where the test takes place can't 
reliably tell the machine from the human apart, the machine 
Is said to have passed the Turing test. 
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UNCERTAINTY 


A range of values is likely to enclose the true value. 
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UNDERFITTING 


«+ The fact that a Machine Learning algorithm fails to capture 


the underlying structure of the data properly, typically 
because the model is either not sophisticated enough, or 
not appropriate for the task at hand; the opposite of 
Overfitting. 
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UNSUPERVISED LEARNING 


The area of Machine Learning consists in inferring a 
function that describes the structure of unlabeled data. 
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VALIDATION 


The process of using hold-out data to evaluate the 
performance of a trained model; by opposition to the 
testing phase which is used for the final assessment of the 
model's performance, the validation phase is used to 
determine if any iterative modification needs to be made to 
the model. 
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VALIDATION DATA 


œ Structured like training data with input and labels, this data 


is used to test a recently trained model against new data 
and to analyze performance, with a particular focus on 
checking for overfitting. 
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VARIATION 


Also called queries or utterances, these work in tandem 
with intents for natural language processing. Variation Is 
what a person might say to achieve a certain purpose or 
goal. For example, if the intent is "pay by credit card,” the 
variation might be "I'd like to pay by card, please.” 
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VANISHING/EXPLODING 
GRADIENTS 


A dreaded difficulty and a major obstacle to recurrent net 
performance that data scientists face when training 
Artificial Neural Networks with gradient-based learning 
methods and back propagation, due to the neural network's 
weights receiving an update proportional to the partial 
/ derivative of the error function concerning the current 
weight in each iteration of training. 
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VARIANCE 


An error due to sensitivity to small fluctuations in the 
training set is computed as the expectation of the squared 
deviation of a random variable from its mean. 
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VOICE RECOGNITION 


The ability of a computer to recognize and respond to 
spoken commands. 
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WEAK Al 


Also called narrow Al, this is a model that has a set range of 
skills and focuses on one particular set of tasks. Most Al 
currently in use Is weak Al, unable to learn or perform tasks 
outside of its specialist skill set. 
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WEAK SUPERVISION 


Weak Supervision Is a form of Al training that uses noisy 
data. 
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WEAK Al, AKA NARROW Al 


Al that's focused on a particular task and can't learn beyond 
its skill set. Most of today's Al is weak Al. 
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WHISPER 


In Al speak, Whisper Is a multilingual automatic speech 
recognition tool developed and launched by OpenAl in 
2022. It can recognize speech in different languages, 
identify a language, and translate speech into another 

language. 
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YIELD OPTIMIZATION 


Maximizing the output of a process while minimizing the 
resources used. 


www.cyber-gear.io 


ZERO SHOT LEARNING 


Zero Shot Learning is a type of Al that can learn without any 
labeled data. 
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ABI (APPLICATION BINARY 
INTERFACE) 


An interface between two binary program modules, often 
one program Is a library and the other is being run by a user. 
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ACCOUNT 


A public and private keypair that “holds” your funds. 


Your funds are actually stored on the blockchain, not in the 
wallet or account. Just like your Reddit account has a 
username (public) and password (private), so does your 
Ethereum account-the difference being that you are the 
custodian of your Ethereum keys, while Reddit holds your 
login information for their site. For additional security, you 
can use a password to encrypt your private key which 
would result in a username (public) and password (private) 
and password for that password (private + more secure). 

See also ‘keystore file’. 
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ADDRESS / PUBLIC KEY 


Used to send and receive transactions on a blockchain 
network. An address Is an alphanumeric character string, 
which can also be represented as a scannable QR code. In 
Ethereum, the address begins with Ox. For example: 
0x06A85356DCb5b30 7096 726FB86A 78c59D38e08ee. 
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AIR-GAPPING 


A method for securing computers in which the device does 
not connect to the internet or any other open networks. 
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AIRDROP 


A token distribution method used to send cryptocurrency or 
tokens to wallet addresses. Sometimes airdrops are used 
for marketing purposes in exchange for simple tasks like 

reshares, referrals, or app downloads. 
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ALTCOIN 


Any digital currency alternative to Bitcoin. Many altcoins are 
forks of Bitcoin with minor changes (e.g., Litecoin). 
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ALPHA 


Alpha is valuable information shared before it hits the gen- 
eral public on upcoming drops, news, updates, and more. 
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AMA 


Ask Me Anything. 
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APE IN 


To invest in an NFT without too much research, often based 
on FOMO. 
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AR 


Augmented Reality is the tech used to create an overlay of 
digital information of visuals, sounds and haptics. 
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ATH 


All-Time High of a crypto asset. 
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ATL 


All-Time Low of a crypto asset. 
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ATOMIC SWAP 


A cross-chain trading mechanism that enables users to 
exchange one cryptocurrency for another without the need 
for a centralized exchange. 


www.cyber-gear.io 


AVATAR 


A profile pictures style NFT that can also represent a 3D 
version that can be used in blockchain gaming and the 
metaverse. 
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AML 
(ANTI-MONEY LAUNDERING) 


A set of international laws enacted to diminish the potential 
for criminal organizations or individuals to launder money. 
These rules and laws are applied to cryptocurrencies with 

varying effects in different jurisdictions. 
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API (APPLICATION 
PROGRAMMING INTERFACE) 


A software intermediary that allows two separate 
applications to communicate with one another. APIs define 
methods of communication between various components. 
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ASIC (APPLICATION SPECIFIC 
INTEGRATED CIRCUIT) 


ASICs are silicon chips designed to do a specific task. In 
ASIC use for mining cryptocurrencies, the ASIC will perform 
a calculation to find values that provide a desired solution 
when placed into a hashing algorithm. 
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ATTESTATION 


Under the Proof of Stake mechanism (on the Beacon 
Chain), every validator other than the one proposing a new 
block will provide an attestation, or vote, in favor of a block 

with which it agrees, hereby forming consensus and 
confirming the block and the transactions it contains. See 

also ‘Proof of Stake’. 


www.cyber-gear.io 


BEACON CHAIN 


The Beacon Chain (always capitalized) is one element in the 
infrastructure being built to scale Ethereum, and is the 
foundation for a transition from a Proof of Work (PoW) 

consensus mechanism to Proof of Stake (PoS). For more 
information, see this guide. 
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BITCOIN (BTC) 


A decentralized blockchain that specifically transacts 
tokens between accounts. 


Bitcoin ts the original blockchain-based cryptocurrency. 


Bitcoin uses Unspent Transaction Outputs (UTXOs) to store 
data and a Proof-of-Work (PoW) consensus algorithm. 
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BEAR MARKET 


A market condition in which prices are falling and investor 
sentiment is negative. 
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BULL MARKET 


A market condition in which prices are rising and investor 
sentiment is positive. 


www.cyber-gear.io 


BLOCK 


Think of a blockchain as consisting of a ledger that is being 
constantly updated, and those changes synced between 
any number of different nodes (indeed, “distributed ledger 
technology” is another phrase used to describe it). 


After a certain number of transactions have been added to 
the ledger and consensus has been reached among the 
nodes that the transactions are valid, then they are 
cryptographically locked into a “block” and officially 
recorded. This “block” forms the basis for the next one; in 
this way, they are all linked together in a chain, 
hence-blockchain. 
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BLOCK, CANONICAL 


A block that has been included in the primary blockchain 
and is directly or indirectly referenced by future blocks. 
Blocks that are not canonical may have been valid but were 
discarded in favor of the canonical block. 
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BLOCK EXPLORER 


A tool that allows users to view and search the contents of 
the blockchain. 
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BLOCK, GENESIS 


The original block in a blockchain. The genesis block has a 
block height of zero, and all other blocks are intrinsically 
linked to tt. 


Genesis blocks can be configurable to create a fork of a 
chain for purposes such as pre-loading accounts with 
tokens for a test network or specifying different block 

parameters. 


www.cyber-gear.io 


BLOCK HEIGHT 


The number of blocks connected together in the 
blockchain. For example, Height 0 would be the very first 
block, which ts also called the Genesis Block. 
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BLOCK REWARD 


The reward given to a miner after it has successfully hashed 
a transaction block. Block rewards can be a mixture of 
coins and transaction fees. The composition depends on 
the policy used by the cryptocurrency in question, and 
whether all of the coins have already been successfully 
mined. The current block reward for the Bitcoin network is 
12.5 bitcoins per block. 
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BLOCK TIME 


When we talk about ‘block time’, we're referring to how long 
it takes for a block of transactions (see ‘block’) to be 
confirmed by the network, either by miners under PoW or by 
validators under PoS. See also ‘Proof of Work’, ‘Proof of 

Stake’. 
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BLOCKCHAIN 


A method of storing data in discrete sections (blocks) that 
are linked together. Blockchains specify criteria for what 
data can be stored in a block and reject invalid data. 


The submission of blocks to a decentralized blockchain ts 
governed by its consensus mechanism. 
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BLOCKCHAIN 1.0 


The generation of blockchain technology that focused on 
performing simple token transactions. Blockchain 1.0 
chains have limited scope and ability, but served to prove 
the fundamental technologies of blockchains and show that 
a market existed for those technologies. 


Bitcoin was the first of the Blockchain 
1.0 generation. 
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BLOCKCHAIN 2.0 


The generation of blockchain technology that enabled 
smart contracts and generalized processing on chain. 
Blockchain 2.0 chains are typically built on Turing-complete 
programming languages and provide expanded capabilities 
beyond simple peer-to-peer (P2P) value exchange. 


Ethereum was the first of the Blockchain 
2.0 generation. 
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BLOCKCHAIN 3.0 


The generation of blockchain technology that focuses on 
scalability and interoperability. This generation of 
blockchain typically enables the use of smart contracts. 


Blockchain 3.0 chains are currently in early 
development with no front-runners as of yet. 
Two promising Blockchain 3.0 projects are SkyCoin 
and EOSIO. 
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BOUNTY / BUG BOUNTY 


A reward offered for exposing vulnerabilities and issues in 
computer code. 
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BRAIN WALLET 


A blockchain account generated from a seed phrase or 
password or passphrase of your choosing. Humans are not 
capable of generating enough entropy, or randomness, and 

therefore the wallets derived from these phrases are 
insecure; brain wallets can be brute forced by super fast 
computers. For this reason, brain wallet are insecure and 
should not be used. See also ‘Seed phrase / Secret 
Recovery Phrase’. 


www.cyber-gear.io 


BTD 


Buy The Dip. 
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BUIDL 


Ostensibly coined (see what we did there) by Gitcoin's Kevin 
Owocki. It reflects the Ethereum-focused mindset of not 
Just Investing in a cryptocurrency as a store of value, but 
rather investing in it as an ecosystem and a platform for 
public goods and software; it complements, in this sense, 

the now-infamous HODL. 
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BYTECODE 


Bytecode is a “low-level” computer language, that is, meant 
to be processed by a computer, rather than a “high-level”, 
more human-readable, language. In Ethereum, higher-level 
Solidity is compiled into Ethereum bytecode, which Is read 
by the Ethereum Virtual Machine (EVM). 
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BYZANTIUM FORK 


A “hard fork" in the Ethereum network that occurred In 
October of 2017. For detailled information, see here; see 
also “hard fork". 
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BYZANTINE FAULT TOLER, 


INCE 


The ability of a network to properly reach consensus at any 
time, assuming that no more than 1/3 of its actors are 
malicious. 
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BFT 


A property of a distributed system in which it can continue 
to function correctly even if some of its components fail or 
behave maliciously. 
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INTERLEDGER PROTOCOL (ILP) 


A protocol that enables payments between different 
ledgers and networks. 
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CERTIFICATE AUTHORITY (CA) 


A centralized authority that correlates identities with a 
public/private key pair in a private key infrastructure. 
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CENTRALIZED EXCHANGE (CEX) 


A cryptocurrency exchange that is controlled by a 
centralized authority. 
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CEX 


Centralized Exchange. 
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CMC 


Coinmarketcap. 


www.cyber-gear.io 


CT 


Crypto Twitter. 
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CLIENT (ETHEREUM) 


An Ethereum client is software that accesses the Ethereum 
blockchain via a local computer and helps to process 
transactions. A client usually includes a cryptocurrency 
software wallet. 
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CLOSED SOURCE 


Closed source software is proprietary software with source 
code that cannot be accessed by the public. The compiled 
binaries may be available in the form of an executable 
program (files that end in .exe, .dpkg, etc.) but are not 
human-readable or available for modification by anyone but 
the original software developer. 
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CODEFI 


Derived from “Commerce & Decentralized Finance”, Codefi, 
part of ConsenSys, is building a suite of commerce and 
financial applications. 
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COIN 


A coin, in cryptocurrency, is a representation of digital asset 
value that is generated via its own independent blockchain. 
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COLD WALLET / COLD 
STORAGE 


An offline wallet that is never connected to the internet. 


These wallets protect cryptocurrencies from getting hacked 
online. 
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COLD STORAGE 


A method of storing cryptocurrencies offline to protect 
them from hackers. 


www.cyber-gear.io 


COMMAND-LINE INTERFACE 
(CLI) 


A text-based user interface. 


CLIs can provide more core functionality and access to 
system resources than a graphical user interface (GUI), but 
at the cost of usability. Because of this, CLIs are generally 
directed toward developers over the average user. They can 
be used to demonstrate the functionality underlying a 
program without expending development time building a 
more robust user interface. 
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CONFIRMATION 


A confirmation happens when the network has verified the 
blockchain transaction. Under a Proof of Work (PoW) 
consensus mechanism, this happens through a process 
known as mining; under Proof of Stake (PoS), the process Is 
known as validation. Once a transaction Is successfully 
confirmed it theoretically cannot be reversed or double 
Spent. The more confirmations a transaction has, the harder 
it becomes to perform a double spend attack. 
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CONSENSUS 


The process used by a group of peers, or nodes, ona 
blockchain network to agree on the validity of transactions 
submitted to the network. Dominant consensus 
mechanisms are Proof of Work (PoW) and Proof of Stake 
(PoS). 
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CONSENSYS 


Short for Consensus Systems, ConsenSys is the software 
engineering leader of the blockchain space. But you're here, 
so you already knew that. 
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CONSORTIUM 


A private blockchain network run by a company or a group 
of companies. Consortium chains deal with information 
that would not be appropriate for public release but still 

needs to be immutably communicated between two parties. 
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CRYPTO 


Even though this prefix Is originally Greek, our current usage 
comes from cryptography. Technologies that are referred to 
with the blanket term of “crypto” tech are underlain by 
cryptographic tools and processes (such as public/private 
key pairs) that enable them, and enable them to be secure. 
Of course, “cryptocurrency” often gets shortened to simply 
“crypto”, so this emerging field is full of instances where 
something “crypto” is being added to or shortened. 
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CRYPTOCURRENCY 


Digitally distributed and traded currencies for which proof 
of ownership Is established via cryptographic methods. For 
example, Ether cannot be transferred from an account 
without having control of the private key that Is associated 
with that account. 


www.cyber-gear.io 


CRYPTOGRAPHY 


A method for secure communication using code. 
Symmetric-key cryptography is used by various blockchain 
networks for transfer of cryptocurrencies. Blockchain 
addresses generated for wallets are paired with private keys 
that allow transfer of cryptocurrency. Paired public and 
private keys allow funds to be unlocked. 
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CROSS-CHAIN 


Refers to the ability of different blockchain networks to 
communicate and exchange data with each other. 
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CURRENC 


A system of abstract representations of the ability to 
reconcile debts that is generally accepted or in use. Money 
is a currency. In the United States of America, the U.S. 
Dollar is the national currency. 
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DAO 


A Digital Decentralized Autonomous Organization (DAO, 
pronounced like the Chinese concept) is a powerful and 
very flexible organizational structure built on a blockchain. 


Alternatively, the first known example of a DAO is referred to 
as The DAO. The DAO served as a form of investor-directed 
venture capital fund, which sought to provide enterprises 
with new decentralized business models. Ethereum-based, 
The DAO's code was open source. The organization set the 
record for the most crowdfunded project in 2016. Those 
funds were partially stolen by hackers. The hack caused an 
Ethereum hard-fork which lead to the creation of Ethereum 
Classic. 
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DAPP 


Short for decentralized application, a software application 
that runs on a blockchain network. 
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DCA 


Dollar Cost Averaging. 
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DEFI 


Decentralized Finance 
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DEGEN 


Short for “Degenerate”- someone who Is over enthusiatsic 
about a project or invests without doing any prior research 
or due diligence. 
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DECENTRALIZATION 


The transfer of authority and responsibility from a 
centralized organization, government, or party to a 
distributed network. 
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DECENTRALIZED APPLICATION 
(DAPP) 


An open source, software application with backend code 
running on a decentralized peer-to-peer network rather 
than a centralized server. You may see alternate spellings: 
dApps, DApps, Dapps, and Dapps. 
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DECENTRALIZED EXCHANGE 
(DEX) 


A decentralized exchange Is a platform for exchanging 
cryptocurrencies based on functionality programmed on 
the blockchain (1.e., in smart contracts). The trading is 
peer-to-peer, or between pools of liquidity. This ts in 
contrast with a centralized exchange, which is more akin to 
a bank or investment firm that specializes in 
cryptocurrencies. There are important technical and 
regulatory differences between the two which are 
constantly evolving. 
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DEPOSIT 


Digital property put into a contract involving a different 
party such that if certain conditions are not satisfied that 
property is automatically forfeited to the identified 
counterparty. 
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DERIVE / DERIVATION 


To derive something is to obtain it from an original source. 
In the context of crypto-technology, we often discuss 
“deriving” wallets and accounts from seed phrases / Secret 
Recovery Phrases. 
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DECENTRALIZED 
AUTONOMOUS ORGANIZATION 
(DAO) 


A company or group of like-minded entities that operate 
based on the rules set forth in a smart contract. DAOs are 
used to transform business logic into software logic 
recorded on a blockchain. 
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This is shorthand for the Ethereum Developers’ Conference. 
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DIFFICULTY 


The concept outlining how hard it is to verify blocks ina 
blockchain network during Proof of Work mining. In th 
Bitcoin network, the difficulty of mining adjusts every 2016 
blocks. This is to keep block verification time at ten 
minutes. 
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DIFFICULTY BOMB 


The difficulty bomb, along with the Beacon Chain and 
others, is an element of Ethereum's upgrade to Ethereum 
2.0 and a Proof of Stake (PoS) consensus mechanism. As 

the name indicates, the difficulty bomb is a mechanism that 
will increase the block verification difficulty, making it more 
expensive and difficult—eventually, prohibitively so—to mine 

a new block. The intention Is to force the shift to PoS 

consensus. See also ‘Proof of Stake’. 
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DIGITAL ASSET 


A digital commodity that is scarce, electronically 
transferable, and intangible with a market value. 
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DIGITAL IDENTITY 


An online or networked identity adopted by an individual, 
organization, or electronic device. 
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DIGITAL SIGNATURE 


A code generated by public key encryption and attached to 
an electronically transmitted document in order to verify the 
contents of the document. 
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DIAMOND HANDS 


When someone holds a crypto asset or an NFT regardless 
of any bad press It may receive. Similar to HODL. 
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RAPH 


DIRECTED ACYCLIC ¢ 
(DAG) 


A directed graph structure (e.g., flow chart) that has no 
recursive routes (i.e., traversing the graph will never go 
twice through the same route or branch). 
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DISTRIBUTED DENIAL OF 
SERVICE (DDOS) ATTACK 


A type of cyber-attack in which the perpetrator 
continuously overwhelms the system with requests in order 
to prevent service of legitimate requests. 
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DISTRIBUTED LEDGER 


A type of database which spreads across multiple sites, 
countries, or institutions. Records are stored sequentially in 
a continuous ledger. Distributed ledger data can be either 
“permissioned” or “unpermissioned” to control who can 
view It. 
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DOUBLE SPEND 


An event during which someone on the Bitcoin network 
tries to send a specific bitcoin transaction to two different 
recipients at once. However, as each bitcoin transaction Is 
confirmed, double spending becomes almost impossible. 
The more confirmations that a particular transaction has, 
the decreased likelihood of double spending successfully. 
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DOUBLE SPEND ATTACK 


A malicious attempt to convince two separate parties that 
one of two conflicting transactions Is valid. In such a 
situation, both transactions appear individually valid, but 
their combination is not. Thus, only one is included in the 
blockchain. 


Due to the nature of blockchain reorganizations (natural 
forks), simply showing that a transaction is included in a 
block is not enough to verify that it is immutable. 
Transactions are only immutable once they have reached a 
depth in the chain where a chain reorganization Is unlikely 
to affect them. 
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DYOR 


Do Your Own Research 
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EIP (ETHEREUM IMPROVEMENT 
PROPOSAL) 


EIPs describe standards for the Ethereum platform, 
including core protocol specifications, client APIs, and 
contract standards. They are, precisely, proposals for 
modifications to the network and the way it functions. 
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ENCRYPTED VS UNENCRYPTED 
KEYS 


As discussed elsewhere, public and private crypographic 
key pairs are one of the technologies that underpins crypto- 
currencies and “crypto” tech in general. In MetaMask, an 
unencrypted private key is 64 characters long, and It is used 
to unlock or restore wallets. An encrypted Key Is also 64 let- 
ters long and Is a regular private key that has gone through 
the process of encryption. 
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ENUM 


Short for ‘enumeration’ - a fixed list of possible values. 
The list of US states could be considered an enum. 
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ENCRYPTION 


There are many types of encryption, but for our purposes, it 
is a process that combines the text to be encrypted 
(plaintext) with a shorter string of data referred to as “a key 
in order to produce an output (ciphertext). This output can 
be “decrypted” back into the original plaintext by someone 
else who has the key. There are many types of encryption, 
but for our purposes, It is a process that combines the text 
to be encrypted (plaintext) with a shorter string of data 
referred to as “a key” in order to produce an output 
(ciphertext). This output can be “decrypted” back into the 
original plaintext by someone else who has the key. 
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ENTERPRISE ETHEREUM 
ALLIANCE (EEA) 


A group of Ethereum core developers, startups, and large 
companies working together to commercialize and use 
Ethereum for different business applications. 
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ENTROPY 
In the context of cryptography, ‘entropy’ refers to 


‘randomness’; generally, the more random something Is 
(the more entropy it has), the more secure it is. 
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EOA 


Externally Owned Account 
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EOSIO 


EOS Is a Blockchain 3.0 chain that focuses on transaction 
throughput. It uses a Delegated Proof-of-Stake (DPoS) 
consensus mechanism and web assembly (WASM) for 

smart contracts. 
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EPOCH 


An epoch, in general, is a measure of time, or of blockchain 
progression, on a given blockchain. For the Ethereum 
Beacon Chain, an epoch consists of 32 slots, each lasting 
12 seconds, for a total of 6.4 minutes per epoch. There is 
additional functionality built upon the epoch measure in the 
Beacon Chain to help ensure security and proper operation 
of the Chain. 
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ERC-20 


A standard for fungible tokens on the Ethereum network. 
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ERC-721 


A standard for non-fungible tokens (NFTs) on the 
Ethereum network. 
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ERC-20 TOKEN STANDARD 


ERC is the abbreviation for Ethereum Request for Comment 
and is followed by the assignment number of the standard. 
ERC-20 is a technical standard for smart contracts which Is 
used to issue the majority of tokens (in particular, 
cryptocurrency tokens) extant on Ethereum. This list of 
rules states the requirements that a token must fulfill to be 
compliant and function within the Ethereum network. 
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Explain It (to me) Like I'm 5. 
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ERC-721 TOKEN STANDARD 


As stated above, this is another standard for Ethereum 
smart contracts, which allows for the issuance of a 
non-fungible token, also Known as an NFT. This token 
Standard Is used to represent a unique digital asset that is 
not interchangeable. 
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ETHER (ETH) 


Ether is the native currency of the Ethereum blockchain 
network. Ether—also referred to as ETH (pronounced with a 
long “e”, like “teeth” without the “t")—functions as a fuel of 

the Ethereum ecosystem by acting as a medium of 
incentive and form of payment for network participants to 
execute essential operations. The cryptocurrency of 

Ethereum has a lowercase e. The plural of ether Is just 
ether; its abbreviation is ETH, with a space: | have 10 ETH. 
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ETHEREUM 


Ethereum is a decentralized Blockchain 2.0 chain. It was 
the first major smart contract platform and has widespread 
support from Fortune 500 companies through the Ethereum 

Enterprise Alliance (EEA). 


Ethereum currently uses a Proof-of-Work (PoW) consensus 
algorithm, but future changes to the protocol will update it 
to a more scalable algorithm, most likely based on 
Proof-of-Stake (PoS). 
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ETHEREUM ENTERPRISE 
ALLIANCE (EEA) 


A collection of medium- to large-sized companies that have 
publicly committed to supporting the development of 
Ethereum and the creation of applications for the protocol. 


Double spend attacks can be mitigated by waiting to ensure 


that a transaction is confirmed by the network and Is 
acceptably immutable before acting on tt. 
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The Ethereum Name Service is a protocol to assign 
human-readable and easy-to-remember addresses to 
Ethereum addresses and assets, homologous to the 
traditional internet's DNS. 
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ERC 


-thereum Request for Comment, or ERC, is a bit of a 
misnomer, as it is used to refer to suggestions for 
modifications that have already made it through the 
Ethereum Improvement Protocol (EIP) process and have 
been made standard on Ethereum. An ERC is, essentially, a 
set of standards for a given operation or topic on the 
Ethereum network. 
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EVM (ETHEREUM VIRTUAL 
MACHINE) 


The EVM ts a virtual machine that operates on the Ethereum 
network. It is Turing complete and allows anyone, anywhere 
to execute arbitrary EVM bytecode. All Ethereum nodes run 
on the EVM. It is home for smart contracts based on the 
Ethereum blockchain. 
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EWASM 


A web assembly (WASM) version implemented by the 
Ethereum Virtual Machine that provides additional 
functionality for blockchains. 
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EXCHANGE 


A place to trade cryptocurrency. Centralized exchanges, 
operated by companies like Coinbase and Gemini, function 
as intermediaries, while decentralized exchanges do not 
have a central authority. 
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EXCHANGE, DECENTR/ 


\LIZED 


A cryptocurrency exchange that is hosted entirely through a 
DApp on a blockchain. 


Decentralized exchanges typically do not allow the 
exchange of cryptocurrency to fiat. Decentralized 
exchanges are more difficult than standard exchanges to 
regulate or sanction. 
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FAUCET 


A faucet Is an application, sometimes a very simple 
website, other times more complex, that dispenses 
cryptocurrency for use on test networks only. These faucets 
are used by developers to test out dapps or smart contracts 
before deploying them on Ethereum Mainnet, or users who 
want to practice an action on the blockchain with no risk. 
Tokens dispensed by a test faucet stay on the test networks 
and cannot be exchanged for mainnet equivalents. 
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FIAT 


A nationally adopted currency with government support, 
such as U.S. Dollars or Euros. Fiat currencies are desirable 
due to their legal status and traditional use. 
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FINANCIAL CRIMES 
ENFORCEMENT NETWORK 
(FINCEN) 


The U.S. federal agency responsible for investigating and 
prosecuting financial crimes, such as money laundering. 


FinCEN regulations cover many aspects of cryptocurrency 
use. 
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FINAL, FINALITY 


A transaction Is considered “final” once it can no longer be 
changed. In a sense, this happens once there are sufficient 
confirmations of the transaction, but for all intents and 
purposes, a transaction Is final once the block that contains 
it is mined or validated. Keep in mind that this reflects a 
fundamental rule of blockchains: unlike traditional financial 
systems where charges can be “reversed”, there Is no 
“undoing” a transaction on the blockchain. Once finality is 
reached, the transaction Is immutable. 
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FINNEY 


A denomination of ether. 
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FLIP 


To mint an NFT and sell soon after for a profit. 
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FLIPPENING 


This has not happened yet, but some people believe 
Ethereum will be more valuable than Bitcoin in the future. 
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FLOOR 


The lowest price of an NFT within a particular collection. 
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FOMO 


Fear of Missing Out. 
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FORK 


A fork creates an alternative version of a blockchain, and 
are often enacted intentionally to apply upgrades to a 
network. Soft Forks render two chains with some 
compatibility, while Hard Forks create a new version of the 
chain that must be adopted to continue participation. In the 
instance of a contentious Hard Fork, this can create two 
versions of a blockchain network. 
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FORK, HARD 


A fork that is permanently incompatible with the original 
network. 


Hard forks typically change transaction data structures, 


consensus algorithms, or add/remove blocks that would 
not have otherwise been included. 
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FORK, SOFT 


A fork that is compatible with the data on the original chain. 
Blocks created on the original chain after a soft fork would 


be valid on the forked chain; however the reverse does not 
have to be true. 
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FUD 


Fear, Uncertainty, Doubt. 
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GAMEFI 


A term used in blockchain games that have a financial 
return for players. 
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GM/GN 


Good Morning / Good Night. 
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GMI 


Gonna make tt. 
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GAS 


A measure of the computational steps required for a 
transaction on the Ethereum network. This then equates to 
a fee for network users paid in small units of ETH specified 

as Gwei. See also “ether (denominations)”. 
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The gas limit is the maximum amount you're willing to pay 
for any given transaction to go through the Ethereum 
network. Another way of looking at it is as a “rough 
estimate” of how much computing power your transaction 
will take. 
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GAS PRICE 


The gas price is what it sounds like: the cost the network is 
paid for the computational work being performed in a given 
transaction. It is paid in units of ETH called Gwei. 
Depending on network congestion, the gas price may vary 
significantly. 
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GENESIS BLOCK 


The initial block of data computed tn the history of a 
blockchain network. 
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GOSSIP PROTOCOL 


A process by which actors in a network exchange 
information with all other members. 


When an actor receives new information, it relays it to every 
other actor it's connected to that does not already have that 
information. Since all actors are cumulatively connected, 
eventually they all receive the information. 
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GRAPHICAL USER INTERFACE 
(GUI) 


A way of displaying information to the user through stylized, 
on-screen elements, such as windows and taskbars. 
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GWEI 
A minuscule and common denomination of ETH, and the 


unit in which gas prices are often specified. See ‘ether 
(denominations)' entry for more information. 
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HALVING 


Many cryptocurrencies have a finite supply, which makes 

them a scarce digital commodity. For example, the total 

amount of Bitcoin that will ever be issued is 21 million. The 

number of bitcoins generated per block is decreased 50% 

every four years. This is called “halving.” The final halving 
will take place in the year 2140. 
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HARD FORK 


A hard fork occurs when there Is a change in the blockchain 
that is not backward compatible (not compatible with older 
versions), thus requiring all participants to upgrade to the 
new version in order to be able to continue participating on 
the network. See also “fork”. 
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HARDWARE WALLET 


A physical device that can be connected to the web and 
interact with online exchanges, but can also be used as cold 
storage (not connected to the internet). 
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HASH 


The output of a cryptographic function that maps inputs to 
specific, but seemingly arbitrary, outputs. Hashes are used 
to efficiently identify data. 
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HASH COLLISION 


Two inputs that map to the same output hash. 


While hash collisions are possible, providing two sets of 
meaningful data whose hashes collide is nearly impossible. 
Hashes are one-way streets; they can be constructed from 

data, but data cannot be reconstructed from hashes. 
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HASHGRAPH 


A decentralized ledger that uses a gossip protocol to 
communicate transactions and a tangle-style consensus 
mechanism. 
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HASHRATE 


The rate at which a particular machine can perform a 
specific hashing function. 


Hashrate is similar to general CPU speed, but where 
processor speed is measured based on the number of 
arbitrary instructions a machine can carry out per second, 
hashrate is measured based on the number of times a 
machine can perform that specific function per second, 
allowing application-specific integrated circuits (ASIC) to 
have a much higher hashrate than a processor with the 
same clock speed. 
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HASH FUNCTION 


A cryptographic function that maps inputs to specific, but 
seemingly arbitrary, outputs. 


Hash functions and their qualitative differences are an 
incredibly important field of research in cryptography. 
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HD WALLET 


Hierarchical Deterministic wallets were first created for 
Bitcoin, and enable the creation of a very large number of 
accounts based on an initial seed phrase. This technology 

was later adopted in Ethereum wallets; when restoring a 

MetaMask wallet from the Secret Recovery Phrase, for 

example, if you “create” accounts, they will be the same 

accounts as previously created from that same phrase; they 
are derived from it. 
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HEXADECIMAL 


Hexadecimal is a base 16, rather than base 10, counting 
system. Used all over Ethereum for a variety of things, a 
hexadecimal string is comprised of the numbers 0 12345 
6 7 89 and letters ABC DEF. 
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HODL 


Hold On for Dear Life. 
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HOT WALLET / HOT STORAGE 


A wallet that is directly connected to the internet at all 
times, for example one that is held on a centralized 
exchange. Hot wallets are considered to have lower security 
than cold storage systems or hardware wallets. 
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HYPERLEDGER 


Hyperledger is an ecosystem of open-system tools, 
libraries, and products designed to enable and support 
enterprise-grade blockchain technology. In general, the 
products focus on creating solutions for permissioned 

blockchains—that is, non-public blockchains, with 
alternative consensus mechanisms other than Proof of 
Work (PoW) or Proof of Stake (PoS). 


That said, there are use cases where such institutions 
would want to integrate with public blockchains, and for 
that reason Hyperledger Besu and Hyperledger Burrow are 
actively developed projects, the former being a Java-based 
Ethereum client, the latter being a smart contract platform 
which supports EVM bytecode. 
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IDENTICON / 
ADDRESSIDENTICON / 
ADDRESSICON 


The colorful blob of colors that corresponds to your 

address. It is an easy way to see If your address Is correct. 

More specifically, you can choose between Jazzicons 
(created by the MetaMask team!) or blockies. 


www.cyber-gear.io 


Initial Game Offering. 
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INO 


Initial NFT Offering. 
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INITIAL COIN OFFERING (ICO) 


Much like an initial public offering of stock, an initial coin 
offering is a way for a tokenized business to generate 
investment from the public. 


ICOs are regulated by the Securities and Exchange 
Commission (SEC), even if the tokens are not specifically 
securities because the language used in promoting a sale 

can serve to classify tokens as a security offering. 
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INTEROPERABILITY 


The ability of different blockchain networks to 
communicate 
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IMMUTABLE 


Refers to the fact that once data Is added to the 
blockchain, it cannot be changed or deleted. 
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IMMUTABILITY 


The inability to be altered or changed. This is a key element 
of blockchain networks: once written onto a blockchain 
ledger, data cannot be altered. This immutability provides 
the basis for commerce and trade to take place on 
blockchain networks. 
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INSTANTIATE(D) 


To provide an instance of or concrete evidence in support of 
(a theory, concept, claim, or the like). 
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INVARIANT 


A function, quantity, or property that remains unchanged 
when a specified transformation Is applied. 
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INITIAL COIN OFFERING (ICO) 


Much like an initial public offering of stock, an initial coin 
offering is a way for a tokenized business to generate 
investment from the public. 


ICOs are regulated by the Securities and Exchange 
Commission (SEC), even if the tokens are not specifically 
securities because the language used in promoting a sale 

can serve to classify tokens as a security offering. 
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INTERPLANETARY FILE SYSTEM 
(IPFS) 


A decentralized file storage and referencing system for the 
Ethereum blockchain. IFPS Is an open source protocol that 
enables storing and sharing hypermedia (text, audio, visual) 
in a distributed manner without relying on a single point of 
failure. This distributed file system enables applications to 
run faster, safer and more transparently. 
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Inter Planetary File System 
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ITO 


Initial Token Offering. 
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JOMO 


Joy of Missing Out. 
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KEYSTORE FILE 


A keystore file is a special, encrypted version of a private 
key in JSON format. See also ‘private key’. 
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KNOW YOUR CUSTOMER (KYC) 


A process in which a business must verify the identity and 
background information (address, financials, etc) of their 
customers. For example, current regulations and laws 
require banks and other financial institutions to Keep and 
report customers’ personal information and transactions. 
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LAYER 2 


Layer 2 is a set of upcoming scaling solutions for Ethereum. 
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LEDGER NANO S 


A hardware wallet that is used to store cryptocurrencies 
offline. 
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LIGHT CLIENT 


A client that downloads only a small part of the blockchain, 
allowing users of low-power or low-storage hardware like 
Smartphones and laptops to maintain almost the same 
guarantee of security by sometimes selectively 
downloading small parts of the state. 
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LIQUID DEMOCRACY 
(DELEGATIVE DEMOCRACY) 


A government system where votes can be delegated or 
proxied to other individuals such as friends, politicians, or 
subject matter experts. For example, in a liquid democracy, 
Bernadette could give Ahmad her vote and Ahmad would 
then vote for both himself and Bernadette. A liquid 
democracy has been explored as a governance mechanism 
for Decentralized Autonomous Organizations where every 
participant is able to vote or delegate their vote to another 
Individual. 
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LIQUIDITY 


The availability of liquid assets to a company or market. An 
asset Is considered more liquid if it can easily be converted 
into cash. The harder the ability to turn an asset into cash 
the more illiquid the asset. For example, stocks are 
considered relatively liquid assets as they can be easily 
converted to cash while real estate is considered an illiquid 
asset. The liquidity of an asset affects its risk potential and 
market price. 
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LIGHTNING NETWORK 


A scaling solution for Bitcoin that allows for instant and 
low-cost transactions. 
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METAVERSE 


A virtual world or several worlds that host games, events, 
offices and much more. 
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MINT 


To add a digital asset to the blockchain. Mainly used in 
NF Ts. 
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Mixed Reality. 
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MAINNET 


The primary network where actual transactions take place 

on a specific distributed ledger. For example, The Ethereum 

mainnet is the public blockchain where network validation 
and transactions take place. 
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MARKET CAP 


Short for Market Capitalization, this term refers to the total 
value held in a particular industry, market, company, or 
asset. For a publicly traded company, the market cap Is the 
total dollar market value of a company's outstanding 
shares. For Bitcoin or Ethereum, the total market cap Is a 
reflection of the current existing supply times the market 
price. 
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MERKLE TREE 
A tree in which every leaf node is labelled with the hash of a 


data block and every non-leaf node is labelled with the 
cryptographic hash of the labels of its child nodes. 
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MESH 


ConsenSys Mesh is a network of loosely coupled, tightly 
aligned teams, products, and investments advancing the 
Ethereum ecosystem and the arrival of Web 3.0. 
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METAMASK 


MetaMask, either in its mobile app form on 10S and Android, 
or in its browser extension form, Is a tool to access and 
interact with blockchains and the decentralized web. Its 

functions include that of a wallet, a dapp permissions 
manager, and token swap platform. 
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MINING 


The process by which blocks or transactions are verified 
and added to a blockchain using a Proof of Work (PoW) 
consensus mechanism. In order to verify a block a miner 
must use a computer to solve a cryptographic problem. 
Once the computer has solved the problem, the block ts 
considered “mined” or verified. In the Bitcoin or Ethereum 
PoW blockchains, the first computer to mine or verify the 
block receives bitcoin or ether as a reward. 
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MINING POOL 


A collection of miners who come together to share their 
processing power over a network and agree to split the 
rewards of a new block found within the pool. 
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Browser for installing and using Dapps. 


www.cyber-gear.i 


MOONING 


A term used to describe a rapid and significant increase in 
the price of a particular cryptocurrency. 
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MSP (MEMBERSHIP SERVICE 
PROVIDER) 


A Hyperledger Fabric blockchain network can be governed 
by one or more MSPs. 
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MULTI SIGNATURE (MULTISIG) 


A crypto-asset wallet that requires multiple Keys to access. 
Typically, a specified number of individuals are required to 
approve or “sign” a transaction before they are able to 
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NGMI 


Not Gonna Make It. 
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NFT 


When discussing Non-Fungible Tokens (NFTs), “fungibility” 
refers to an object's ability to be exchanged for another. For 
example, an individual dollar is considered fungible as we 
can trade dollars with one another. Artwork Is usually 
deemed non-fungible as paintings, sculptures, or 
masterpieces are likely to be unequal in quality or value. A 
non-fungible token is a type of token that Is a unique digital 
asset and has no equal token. This is in contrast to 
cryptocurrencies like ether that are fungible in nature. 
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Someone who doesn't invest in crypto. 
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NOOB 


A person who is new to crypto, NFTs and the rest of the 
blockchain. 
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NODE (FULL NODE) 


Any computer connected to the blockchain network is 
referred to as anode. A full node is a computer that can 
fully validate transactions and download the entire data of a 
specific blockchain. In contrast, a “lightweight” or “light” 
node does not download all pieces of a blockchain's data 
and uses a different validation process. 
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NONCE 


The word ‘nonce’ has a few different meanings, and in 
different contexts, it ends up getting used a lot of different 
ways. Originally formed from a contraction of a phrase 
meaning “not more than once", on the Ethereum mainnet, 
"nonce" refers to a unique transaction Identification number 
that increases in value with each successive transaction in 
order to ensure various Safety features (such as preventing 
a double-spend). Note that due to its broader use in 
cryptography, you may encounter ‘nonce’ being used 
differently on other sidechains or decentralized projects. 
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NOTHING AT STAKE PROBLEM’ 


This is caused by validator nodes approving all transactions 
on old and new software after a hard fork occurs. 
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NPM (NODE PACKAGE 
MANAGER) 


Default package manager runtime environment node.js. 
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OG 


Original Gangster Is a term used to describe very early 
adopters and investors of blockchain tech. 
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OTC 


Over the Counter are private deals in crypto between two 
parties. 
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OAUTH PROTOCOL 


Open Authorization Is a standard that is used by third party 
services to keep and distribute users information without 
exposing their password. 
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OMMER BLOCK 


Under the Proof of Work (PoW) consensus mechanism, 
miners received rewards for being the first to mine a new 
block. However, at times a block would be mined just after, 
and in competition with, the last block; this block, known as 
an ommer and previously as an uncle, could get rolled into 
subsequent blocks and the miner of the original ommer 
would get a partial block reward. All of this functionality is 
deprecated as of the Beacon Chain. 


www.cyber-gear.io 


ON-CHAIN GOVERNANCE 


A system for managing and implementing changes to a 
cryptocurrency blockchain. 
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OPTIMISTIC ROLLUP 


A rollup that assumes the validity and good faith of 
transactions, and only runs a fraud proof in the case of 
fraud being alleged. 
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ORACLE 


Typically, an oracle is any entity or person that Is relied on to 
report the outcome of an event. In a blockchain network an 
oracle (human or machine) helps communicate data to a 
smart contract which can then be used to verify an event or 
specific outcome. 
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ORDERER NETWORK 


A computer network that allows nodes to share resources. 
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ORACLES 


A mechanism that allows smart contracts to interact with 
external data sources. 
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P2P (PEER-TO-PEER) 


P2P refers to interactions that happen between two parties, 
usually two separate individuals. A P2P network can be any 
number of individuals. In regards to a blockchain network, 
individuals are able to transact or interact with each other 
without relying on an intermediary or single point of failure. 


www.cyber-gear.io 


PoE 


rn is another term for GameFi used in 
blockchain gaming. 
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P2P 


Peer-to-Peer. 


www.cyber-gear.io 


PAPER HANDS 


NFT collectors who sell too early. 
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PFP 


Profile Picture. 
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PERMISSIONED BLOCKCHAIN 


A blockchain network that is controlled by a centralized 
authority and requires permission to participate. 
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PERMISSIONLESS BLOCKCHAIN 


A blockchain network that Is open to anyone and does not 
require permission to participate. 
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POAP 


Proof of Attendance Protocol. 
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PUMP N DUMP 


A term used when an asset Is hyped in order to raise the 
price only for a fraudulent group to then “dump” or sell their 
assets at a much higher price. 
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PARITY 


Parity Technologies is the name of a blockchain technology 
company that is developing a number of significant projects 
in the Ethereum space; however, one of its first projects was 
an Ethereum client, now Known as Parity Ethereum; often 
this client is simply referred to as ‘Parity’. 
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PERMISSIONED LEDGER 


A blockchain network in which access to ledger or network 
requires permission from an individual or group of 
individuals, as opposed to a public blockchain. 
Permissioned ledgers may have one or many owners. 
Consensus on a permissioned ledger is conducted by the 
trusted actors, such as government departments, banks, or 
other known entities. Permissioned blockchains or ledgers 
contain highly-verifiable data sets because the consensus 
process creates a digital signature, which can be seen by all 
parties. A permissioned ledger is much easier to maintain 
and considerably faster than a public blockchain. For 
example, Quorum or Hyperledger Besu are permissioned 
ledgers that can be more easily set up for large enterprises. 
In contrast, the public Ethereum blockchain Is a 
permissionless ledger which anyone can access. 
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PKI (PUBLIC KEY 
INFRASTRUCTURE) 


A set of roles, policies, and procedures needed to create, 
manage, distribute, use, store, and revoke digital certificates 
and manage public-key encryption. 
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PLASMA 


Plasma is a term that Is used to refer to one of the scaling 
solutions being deployed to create Layer 2 of the Ethereum 
network. A Plasma network functions similarly to an 
Optimistic rollup, inasmuch as It relies on Layer 1 Ethereum 
mainnet to maintain the record of transactions, and as the 
source for arbitration or fraud resolution. However, a 
Plasma network differs in other important technical ways 
from rollups, and Is currently limited to simple operations, 
such as swaps and token transfers. 
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POA, POS, POW 


Acronyms standing for Proof of X consensus mechanisms: 
Assignment, Stake, Work. The "o" is lowercase since you 
wouldn't capitalize "of" when writing out the phrase. See 

also ‘consensus’, ‘Proof of Authority’, ‘Proof of Stake’, 
‘Proof of Work’. 
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POS/POW HYBRID 


A hybrid consensus model that utilizes a combination of 
Proof of Stake (PoS) and Proof of Work (PoW) consensus. 
Using this Hybrid consensus mechanism, blocks are 
validated from not only miners, but also voters 
(stakeholders) to form a balanced network governance. 
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PRIVATE BLOCKCHAIN 


A blockchain or distributed ledger that has a closed network 
where participants are controlled by a single entity. A 
private blockchain requires a verification process for new 
participants. A private blockchain may also limit which 
individuals are able to participate in consensus of the 
blockchain network. See also ‘permissioned ledger’. 
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PRIVATE CURRENCY 


A currency or token issued by a private individual or firm. 
Typically, the token or currency ts limited to use within the 
network of that particular firm or individual. This ts not to be 
confused with a "privacy cryptocurrency” which are 
cryptocurrency with specific privacy features, such as 
hidden user identities. 
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PRIVATE KEY 


A private key is an alphanumeric string of data that, in 
MetaMask, corresponds to a single specific account ina 
wallet. Private keys can be thought of as a password that 
enables an individual to access their crypto account. Never 
reveal your private key to anyone, as whoever controls the 
private key controls the account funds. If you lose your 
private Key, then you lose access to that account. 
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PRAGMA(S) OR PRAGMA-LINE 


Defines which compiler version the smart contract uses. 
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PRIVATE BLOCKCHAIN 


Blockchain that can control who has access to it. Contrary 
to a public blockchain a Private Blockchain does not use 
consensus algorithms like POW or POS, instead they use a 
system known as byzantine fault tolerant(BFT). BFT is nota 
trustless system which makes a BFT system less secure. 
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PROOF OF ACTIVITY 


Active Stakeholders who maintain a full node are rewarded. 
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PROOF OF BURN 
Miners send coins to an inactive address essentially 


burning them. The burns are then recorded on the 
blockchain and the user is rewarded. 
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PROOF OF CAPACITY 
Plotting your hard drive (storing solutions on a hard drive 


before the mining begins). A hard drive with the fastest 
solution wins the block. 
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PROOF OF ELAPSED TIME 


Consensus algorithm in which nodes must wait for a 
randomly chosen time period and the first node to complete 
the time period is rewarded. 
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PROOF OF STAKE (POS) 


A consensus mechanism in which an individual or 
“validator” validates transactions or blocks. Validators 
“stake” their cryptocurrency, such as ether, on whichever 
transactions they choose to validate. If the individual 
validates a block (group of transactions) correctly then the 
individual receives a reward. Typically, if a validator verifies 
an incorrect transaction then they lose the cryptocurrency 
that they staked. PoS requires a negligible amount of 
computing power compared to Proof of Work consensus. 
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PROOF OF WORK (POW) 


A consensus algorithm which requires a user to “mine” or 

solve a complex mathematical puzzle in order to verify a 

transaction. “Miners” are rewarded with Cryptocurrencies 
based on computational power. 
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ROTOCOL 


A set of rules that dictate how data is exchanged and 
transmitted. This pertains to cryptocurrency in blockchain 
when referring to the formal rules that outline how these 
actions are performed across a specific network. 
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PUBLIC BLOCKCHAIN 


A globally open network where anyone can participate in 
transactions, execute the consensus protocol to help 
determine which blocks get added to the chain, and main- 
tain the shared ledger. 
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PUB/SUB 


Publish/Subscribe 
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PUBLIC KEY CRYPTOGRAPHY 


Encryption that uses two mathematically related keys. A 
public and private Key. It is impossible to derive the private 
key based on the public key. 
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PUBLIC KEY 


In cryptography, you have a Keypair. the public and private 
key. You can derive a public key from a private Key, but 
cannot derive a private key from a public key. The public 
key, therefore, is obtained and used by anyone to encrypt 
messages before they are sent to a known recipient with a 
matching private key for decryption. By pairing a public key 
with a private key, transactions not dependent on trusting 
involved parties or intermediaries. The public key encrypts a 
message into an unreadable format and the corresponding 
private key makes It readable again for the intended party, 
and the intended party only. 
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PUMP AND DUMP 


A type of market manipulation in which a group of investors 
artificially inflate the price of a cryptocurrency and then sell 
it off for a profit. 
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PRIVACY COIN 


A cryptocurrency that is designed to protect the privacy 
and anonymity of its users. 
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PROOF OF ELAPSED TIME 


A consensus mechanism in which nodes are chosen 
randomly to validate transactions based on the amount of 
time they have waited. 
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PROOF OF HISTORY 


A consensus mechanism in which nodes use a verifiable 
delay function to determine their turn to validate 
transactions. 
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QUANTUM COMPUTING 
ORAE ee a E a lh 


another party that they know a particular piece of 
information without revealing the information itself. 
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QUANTUM PROOF 


A blockchain resistant to attacks from quantum computers. 
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RAIDEN NET\ 


/ORK 


A scaling solution for Ethereum that allows for off-chain 
transactions. 
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REKT 


Meaning wrecked, is when someone loses all of their 
Investment. 
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RELAYER 


Any party or entity which hosts an off-chain orderbook. 
Relayers help traders discover counter-parties and 
cryptographically move orders between them. Ox is an 
example of a popular Ethereum relayer protocol. 
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REST API (REPRESENTATIONAL 
STATE TRANSFER API) 


Defines restraints based on http. 
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ROLLUPS 


Rollups (pronounced “roll ups”) are one element in the set 
of tools and infrastructure being built as Layer 2, the scaling 
solutions for the Ethereum network. They consist, in 
general, of solutions in which the transaction data Is still 
kept on Layer 1, the original Ethereum network, while 
transaction computation occurs on a side network, freeing 
up computational power on Layer. There are different ways 
of approaching this problem from a technical point of view, 
namely Zero Knowledge, or ZK, rollups, and Optimistic 

rollups. 
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RPC 
(REMOTE PROCEDURE CALLS) 


A protocol that is used from one program to request a 
Service on another program located on a network. 
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RUG PULL 


Similar to the traditional financial scam of a pyramid 
scheme, a ‘rug pull’ is a cryptocurrency or crypto-token 
based scam in which the creators of the token create hype, 
through injecting liquidity into their token, airdropping, and 
other schemes, and once investors pile in and boost the 
price of the token up to a certain point, the creators 
liquidate their share of the tokens, leaving their investors 
with next to nothing. 
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SATS 


Standing for “Satoshis", SATS are a denomination of a 
Bitcoin. 
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To promote an NFT or coin, usually on social media. 
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SWEEP FLOOR 


Buying multiple NFTs of the same collection at their floor 
price. 
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SATOSHI NAKAMOTO 


A pseudonymous individual or entity who created the 
Bitcoin protocol, solving the digital currency issue of the 
“double spend.” Nakamoto first published their white paper 
describing the project in 2008 and the first Bitcoin software 
was released one year later. 
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SCALABILITY 


A change in size or scale to handle a network's demands. 
This word is used to refer to a blockchain project's ability to 
handle network traffic, future growth, and capacity in Its 
intended application. 
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SDK 


A software development kit provides the necessary tools for 
a developer to create software on a specific platform. 
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SEED (PHRASE) / SECRET 
RECOVERY PHRASE 


The seed phrase, mnemonic, or Secret Recovery Phrase is a 
crucial part of public blockchain technology, originally 
created for Bitcoin, and goes by many names. However, 
they all refer to a set of ordered words which correspond to 
determined values. These values never change, and 
therefore the same string of words in the same order will 
always produce the same number-this is the underlying 
functionality that allows seed phrases to back up wallets. 
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Functioning by itself, not controlled by any other party other 
than itself. Self-executing smart contracts cut costs/ 
overhead by removing the need for an arbitrator and trust 
toward a third party. 
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SERIALIZATION 


The process of converting a data structure into a sequence 
of bytes. Ethereum internally uses an encoding format 
called recursive-length prefix encoding (RLP). 
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SHARDING 


Sharding refers to splitting the entire network into multiple 
portions called “shards.” Each shard would contain its own 
independent state, meaning a unique set of account 
balances and smart contracts. Usually, shards must be 
tightly coupled and side-chains must be loosely coupled. 
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SIDECHAINS 


A sidechain is what it sounds like — it is a separate 
blockchain that is Ethereum-compatible. While a sidechain 
is a sort of scaling tool, as a class they aren't part of Layer 

2; they simply represent a way in which developers can 
build and enable cheaper transactions for the user (on the 
sidechain, in sidechain-native tokens or currencies) while 
maintaining compatibility with the Ethereum network. This 

often requires routing tokens through a special portal or 
bridge, as sending tokens from a sidechain to Ethereum 
mainnet or vice versa would result in token loss. 
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SLASHING CONDITION 


Under a Proof of Stake (PoS) consensus mechanism, a 
slashing condition Is one that causes the validator's deposit 
to be destroyed when they trigger It. 
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SLOT 
A slot, on the Ethereum Beacon Chain, is a 12-second 


period of time during which a new block may (or may not) 
be proposed. Every 32 slots composes an epoch. 
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SMART CONTRACT 


Self executing contract with the terms of agreement written 
into the code. 
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SOFT FORK 


A change to the software protocol where only previously 
valid blocks/transactions are made invalid. Since old nodes 
will recognize the new blocks as valid, a soft fork is 
backward-compatible. However, this can result in a 
potential divide in the blockchain, as the old software 
generates blocks that read as invalid according to the new 
rules. 
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SOLIDITY 


The programming language developers use to write smart 
contracts on the Ethereum network. Try it out on Remix. 


www.cyber-gear.io 


STABLECOIN 


Any cryptocurrency pegged to a stable asset, like fiat 
currency or gold. It theoretically remains stable in price as it 
is measured against a Known amount of an asset less 
subject to fluctuation. Always spelled as one word. 
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STATE 
The set of data that a blockchain network strictly needs to 


keep track of, and that represents data currently relevant to 
applications on the chain. 
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STATE CHANNELS 


State channels are part of the set of tools and platforms 
Involved in scaling Ethereum and enabling Layer 2. While a 
complex topic, state channels are essentially methods 
through which the current ‘state’ of the blockchain can be 
exported, and based on that any given number of 
transactions can take place off-chain, and then be moved 
back onto the main Ethereum chain. 
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STO 
Short for security token offering, a fundraising method in 


which tokens are sold that are backed by real-world 
assets. 
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SZABO 


A denomination of ETH. 
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TGE 


Token Generation Event. 
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TLT 


Think Long Term. 
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TPS 


Transactions Per Second. 
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Transaction. 
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TXID 
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TESTNET 


An alternative blockchain developers use to test 
applications in a near-live environment. 
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TESTNET KOVEN 


Ethereum testnet that uses Proof of Authority consensus, 
available through MetaMask. 


www.cyber-gear.io 


TOKEN 


A token represents an asset built on an existing blockchain. 
There are many types; see also ‘ERC-20' and ‘ERC- 721’ 
entries. 
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TRANSACTION BLOCK 


A collection of transactions on a blockchain network, 
gathered into a set or a block that can then be hashed and 
added to the blockchain. 
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TRANSACTION FEE 


A small fee imposed on some transactions sent across a 
blockchain network. The transaction fee is awarded to the 
miner that successfully hashes the block containing the 
relevant transaction. 
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TRUSTLESS 


‘Trustless’ is a term that gets used a lot in the decentralized 
web, and it deserves some explanation. Traditionally, to call 
something ‘trustless' would sound like a negative thing. In 
the context of decentralized technology, it has a more 
technical meaning: since everyone has a copy of the ledger 
of all transactions ever executed, there is no need for a 
third-party repository of ‘truth’ in whom trust resides. We 
don't rely on some centralized server somewhere that could 
be hacked or changed arbitrarily; anyone can verify the 
transactions themselves. In a way, the rules and assurances 
built into the blockchain provide the basis for greater trust, 
because the system works the same for everyone. 
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TREZOR 


A hardware wallet that is used to store 
cryptocurrenciesoffline. 
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TURING COMPLETE 


Any machine that can calculate on a level equal to a 
programmable computer is Turing Complete, or 
computationally universal. The EVM, despite not existing on 
a single physical computer, is Turing Complete. 
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UTILITY 


A token with a use case such as a currency, digital 
collectables, exclusive access, governance, and many more. 
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VALIDATOR 


A participant in Proof of Stake (PoS) consensus. On the 
Beacon Chain, validators need to stake 32 ETH, that ts to 
submit a sort of security deposit, in order to get included in 
the validator set. 
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VALIDITY PROOF 


The proof submitted along with certain types of rollups to 
prove that the transactions are valid. 
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VALIDIUM 


One of the technologies developed for Layer 2 scaling of the 
Ethereum network. 
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VIPER 


A programming language created to be a formal 
introduction to smart contracts. 
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VR 


Virtual Reality. 
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WALLET 


A designated storage location for digital assets 
(cryptocurrency) that has an address for sending and 
receiving funds. The wallet can be online, offline, or on a 
physical device. 
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WEN... 


Short for “when”, this is often used as spammers on CT and 
communities eager to see a quick return of 1000x, “ wen 
lambo, wen moon wen token” etc 


www.cyber-gear.io 


WGMI/ WAGMI 


We Gonna Make It / We All Gonna Make It. 
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WHALE 


Someone who holds a vast amount of a particular 
cryptocurrency. 
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WHITELIST 


An exclusive list that allows people the first opportunity to 
mint an NFT. 
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WEB3 / WEE 3.0 


Web3, or Web 3.0, are terms used synonymously with 
“the decentralized web" and are often used to refer, broadly, 
to the blockchain and decentralized technology ecosystems 

as a whole. 
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XR 


Extended Reality. 
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YOLO 


You Only Live Once, a popular term which, when used in 
crypto, means to take a gamble on an investment/trade. 
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ZEPPELIN (OR OPEN ZEPPELIN) 


Community of like minded Smart Contract developers. 
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ZK-SNARK 


Zero-Knowledge Succinct Non-interactive ARguments of 
Knowledge are an incredible technology, and vital to the 
scaling of blockchain technology and the decentralized 

web. They are mathematically complex and can be 
daunting; this explanation from the Ethereum Foundation Is 
a good primer. 
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ZERO ADDRESS 


The Zero Address is an address on the Ethereum network 
that is the recipient of a special transaction used to register 
the creation of a new smart contract on the network. 
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ZK 


Zero Knowledge. 
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A type of zero-knowledge cryptography which allows 


someone to prove that they know something without 
disclosing any additional information. 
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ZK-ROLLUPS 


A Layer 2 scalability solution that allows blockchains to 
validate transactions faster. 
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1.1 


One of One Is a term used for unique art NFT digital 
collectables. 
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2FA 


Two-Factor Authentication. 
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51% ATTACK 


If more than half the computer power or mining hash rate 
on a network is run by a single person or a single group of 
people, then a 51% attack Is in operation. This means that 
this entity has full control of the network and can negatively 
affect a cryptocurrency by taking over mining operations, 
Stopping or changing transactions, and double-spending 
coins. 
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91% ATTACK 


A majority attack that occurs when more than half of the 
computer power on a network is run by a single person or a 
single group of people. The entity has full control of the 
network and can negatively affect a cryptocurrency 
by halting mining, stopping or changing transactions and 
reusing coins. 
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ADDRESSES 


A unique address that identifies where a cryptocurrency sits 
on the blockchain. It's this location at which the coin's 
ownership data is stored and where any changes are 
registered when it is traded. Addresses look different 
among cryptocurrencies but are usually a string of more 
than 30 characters. 
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ASSET-BACKED TOKENS 


Asset-backed tokens reflect an underlying physical asset 
such as gold. 
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ASSET TOKENS 


These tokens represent assets such as a debt or equity 
claim on the Issuer, for example, a share in future company 
earnings or future capital flows, and may be tradable 
as investments. 
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ASIC 


An “application-specific integrated circuit” — a silicon chip 
dedicated to a specific purpose rather than general purpose 
use, such as performing the hash algorithm, used to secure 
a proof-of-work blockchain. ASICs are more efficient at 
performing those specific purpose tasks than general 
purpose chips (it is now only viable to mine Bitcoin using an 
ASIC). 
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AIRDROP 


A marketing campaign that refers to the expedited 
distribution of a cryptocurrency through a population of 
people. It can occur when the creator of a cryptocurrency 
provides its coin to low-ranked traders or existing 
community members in order to build its use and 
popularity. They can be given away for free or in exchange 
for simple tasks like sharing news of the coin with friends. 
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ALGORITHM 


Mathematic instructions coded into and implemented by 
computer software to produce a desired outcome. 
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ALL-TIME HIGH 


Highest price ever achieved by a cryptocurrency. 
Abbreviated to ATH. 
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ALTCOIN 


An altcoin Is any coin that's not Bitcoin. Altcoins can be 
anything from the second-most popular coin, Ethereum, to 
any of the thousands of coins with very minimal market 
value. Experts say you should largely stick to the bigger, 
more mainstream cryptocurrencies as an investment. 
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ALL-TIME LOW 


Lowest price ever achieved by a cryptocurrency. 
Abbreviated to ATL. 
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ANTI-MONEY LAUNDERING 


International laws and regulations designed to prevent 
criminals from laundering money through cryptocurrencies 
into real-world cash. Also referred to by initialsm AML. 
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APPLICATION-SPECIFIC 
INTEGRATED CIRCUIT 


Computer hardware — similar to a graphics card or a 
CPU - designed to mine cryptocurrency. ASICs are built 
specifically to solve hashing problems efficiently. 
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ARBITRAGE 


The act of buying from one exchange and then selling it to 
the another exchange If the margin between the two Is 
profitable. Multiple exchanges trade in the same 
cryptocurrency at any given tie, and they can do so at 
different rates. 
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ATOMIC SWAP 


A way of letting people directly and cost-effectively 
exchange one type of cryptocurrency for another, at current 
rates, without needing to buy or sell. 
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BAG 


A large quantity of units in a certain cryptocurrency. 
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BEAR, BEARISH 


lf the price of a cryptocurrency has a negative price 
movement. 
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BEAR TRAP 


This Is a trick played by a group of traders aimed at 
manipulating the price of a cryptocurrency. The bear trap Is 
set by this group all selling their cryptocurrency at the same 

time, which bluffs the market into thinking there is a drop 
incoming. As a result, other traders sell their assets, further 
driving the price down. Those who set the trap then release 
it, buying back their assets, which are now at a lower price. 
The overall price then rebounds, allowing them to make a 
profit. 
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BITCOIN 


The first and most valuable cryptocurrency, launched on 
Jan. 3, 2009. While its value has climbed steadily since 
then, it has seen wild fluctuations. In the past months alone, 
the price of Bitcoin has fluctuated from a record high of 
$60,000 to below $30,000. 
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BITS 


A sub-unit of one Bitcoin. There are 1 million bits in one 
Bitcoin 
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BIP 


A “Bitcoin Improvement Proposal” — a technical design 
document providing information to the Bitcoin community, 
describing new proposed features, processes or 
environments affecting the Bitcoin protocol. Suggested 
changes to the protocol are submitted as a BIP. 

The BIP author is responsible for soliciting feedback. 
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BITCOIN MAXIMALIST 
A person or entity that believes only the Bitcoin 


cryptocurrency deserves to survive longterm out of all 
cryptocurrencies on the market. 
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BLOCK 


Packages of data recorded on the blockchain. The block 
provides a lot of important information about the block, 
including its hash, the hash of the previous block, the 
nonce, timestamp, the difficulty and the block reward. 
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BLOCKSPACE 


As block size Is typically limited, there is a limit on the 
number of transactions that can be processed at a time. 
This creates a supply and demand market between miners, 
mining pools and users of a blockchain. The commodity of 
this market is often referred to as “blockspace,” and Is often 
in relation to where such blockspace is in high demand and 
thus at a premium cost in gas fees (e.g., as is the case with 
Ethereum blockspace). 
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BITCOIN CASH 


A peer-to-peer electronic cash system that formed from a 
fork of the original Bitcoin. Where Bitcoin is widely accepted 
as too volatile to be useful as a currency, Bitcoin Cash Is 
designed to be better optimized for transactions. 
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BLOCK EXPLORER 


An online tool for exploring the blockchain of a 
cryptocurrency, where you can watch and follow, live, all the 
transactions happening on the blockchain. Block explorers 

can serve as blockchain analysis and provide information 
such as total network hash rate, coin supply, transaction 
growth, etc. 
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BLOCK HEIGHT 


Refers to the number of blocks connected in the 
blockchain. For example, Height 0 would be the very first 
block, which is also called the genesis block. 
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BLOCK REWARD 


A form of incentive for the miner who successfully 
calculates the hash (verification) in a block. Verification of 
transactions on the blockchain generates new coins in the 
process, and the miner is rewarded with a portion of these. 
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BULL/BULLISH 


If the price of a cryptocurrency has a positive price 
movement. 
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BURNED 


If a coin in any particular cryptocurrency has been made 
unspendable, it is said to be burned. 
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BUY WALL 


When a large limit order has been placed to buy when a 
cryptocurrency reaches a certain value, then that Is a buy 
wall. This can prevent a cryptocurrency from falling below 
that value, as demand will likely outstrip supply when the 

order is executed. 
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BLOCK 


Groups of data within a blockchain. On cryptocurrency 
blockchains, blocks are made up of transaction records as 
users buy or sell coins. Each block can hold only a certain 

amount of information. Once it reaches that limit, a new 
block is formed to continue the chain. 
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BLOCKCHAIN 


A digital form of record keeping, and the underlying 
technology behind cryptocurrencies. A blockchain is the 
result of sequential blocks that build upon one another, 
creating a permanent and unchangeable ledger of 
transactions (or other data). 
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CAP 


Shorthand for market capitalization 
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CENTRAL LEDGER 


When a single entity has control of all financial records, it Is 
considered to be a central ledger. This is how banks 
operate. 
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CHAIN LINKING 


Each cryptocurrency has its own blockchain — the digital 
ledger that stores all transaction records. Chain linking Is 
the process that occurs If you transfer one cryptocurrency 
to another. This requires the transaction to be lodged in two 
separate blockchains, so they must link together to achieve 
the goal. 
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CHAIN TIP 


The most recent block added to a growing blockchain. 
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CHAMELEON HASH 


A cryptographic hash function that could enable authorized 
administrators under an agreed governance model to edit 
or modify a transaction block in the blockchain without 
compromising the integrity of the blockchain. 
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COLD STORAGE 


The use of offline hardware devices to Keep private keys 
used to access cryptocurrency offline in order to make it 
resistant to hacking, e.g., by using a USB drive (using 
software installed on the drive) or hardware wallet. 
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CORDA 


An open-source permissioned DLT platform created by R3. 
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CRYPTOASSET 


A digital asset. Includes cryptocurrencies and tokens. 
Depending on the particular characteristics of the 
cryptoasset, It may or may not be a regulated product. 
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CRYPTO TRADING BOTS 


Automated cryptocurrency trading software that executes 
trade orders extremely quickly, based on a preset algorithm 
of buy-and-sell rules. 
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CIPHER 


The name given to the algorithm that encrypts and decrypts 
information. 
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CIRCULATING SUPPLY 


The total number of coins in a cryptocurrency that are in the 
publicly tradable space is considered the circulating supply. 
Some coins can be locked, reserved or burned, therefore 
unavailable to public trading. 
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CONFIRMED 
When a transaction has been confirmed, it means it has 


been approved by the network and permanently appended 
to the blockchain. 


www.cyber-gear.io 


CONSENSUS 


When a transaction Is made, all nodes on the network verify 
that it is valid on the blockchain, and if so, they have a 
consensus. 
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CONSENSUS PROCESS 


Refers to those nodes that are responsible for maintaining 
the blockchain ledger so that a consensus can be reached 
when a transaction Is made. 
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CONSORTIUM BLOCKCHAIN 


A privately owned and operated, yet publicly transparent, 
blockchain. 
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CRYPTOGRAPHIC HASH 
FUNCTION 


This process happens on a node and involves converting an 
input — such as a transaction — into a fixed, encrypted 
alphanumeric string that registers Its place in the 
blockchain. This conversion is controlled by a hashing 
algorithm, which is different for each cryptocurrency. 
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CRYPTOGRAPHY 


The process of encrypting and decrypting information. 
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COIN 


A representative store of digital value that lives on a given 
blockchain or cryptocurrency network. Some blockchains 
have the same name for both the network and the coin, like 
Bitcoin. Others can have different names for each, like the 
Stellar blockchain, which has a native coin called Lumen. 
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COINBASE 
A popular centralized cryptocurrency exchange. Coinbase 


made history recently as the first cryptocurrency exchange 
to go public on the Nasdaq. 
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COLD WALLET/COLD STORAGE 


A secure method of storing your cryptocurrency completely 
offline. Many cold wallets (also called hardware wallets) are 
physical devices that look similar to a USB drive. This kind 
of wallet can help protect your crypto from hacking and 
theft, though it also comes with its own risks — like losing It, 
along with your crypto. 
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CRYPTOCURRENCY 


A type of currency that's digital and decentralized. 
Cryptocurrency can be used to buy and sell things, or as a 
long-term store of value. 
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DAO 


Acronym for “decentralized autonomous organization” 
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DAPP 


Shorthand for “decentralized application” 
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DECENTRALIZED APPLICATION 


A computer program that utilizes a blockchain for data 
Storage, runs autonomously, Is not controlled or operated 
from a single entity, is open source and has its use 
incentivized by the reward of fees or tokens. 
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DECENTRALIZED EXCHANGE 


A peer-to-peer exchange that allows users to buy and sell 
cryptocurrency and other cryptoassets without a central 
intermediary involved. 


www.cyber-gear.io 


EIP 


An acronym for “Ethereum Improvement Proposal,” which 
is typically followed by the assignment number of the 
standard (e.g., “EIP-20"), and which refers to a protocols 
and specifications design document for the Ethereum 
network. EIPs are typically related to core functionality of 
the Ethereum network, as opposed to application layer 
specifications. 
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ERC 


An acronym for “Ethereum Request for Comment,” which Is 
typically followed by the assignment number of the 
standard (e.g., “ERC-20"), and which refers to a 
Standardization document containing application layer 
specifications that programmers use to write 
Ethereum-based smart contracts. Different ERC standards 
have emerged with different. 
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ERC-20 


An ERC standard detailing the protocol for the issue and 
transfer and other aspects of fungible tokens on the 
Ethereum network. 
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ERC-721 


One of the ERC standards used to build non-fungible or 
unique tokens on the Ethereum blockchain. While most 
tokens are fungible (every token is the same as every other 
token), ERC-721 tokens are unique. 
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ERC-1155 
An ERC standard for the specifications of a smart contract 


interface that can represent any number of fungible and 
non-fungible token types in single transactions. 
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DECENTRALIZED AUTONOMOUS 
ORGANIZATION 


Refers to organizations that are run by an application 
(computer program) rather than direct human input. Control 
of this application Is granted to everyone rather than a 
single central entity. 
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DECRYPTION 


Turning encrypted cipher text back into plain text. 
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DEFLATION 


When the demand for a particular cryptocurrency 
decreases, bringing down the price of its economy. 
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DEPTH CHART 


This graph plots the requests to buy (known as bids) and 
the requests to sell (known as asks) on a chart. Because 
you can put a limit order on your buy or sell transaction, the 
depth chart shows the crossover point at which the market 
is most likely to accept a transaction in a timely fashion. 
It also shows If there are any significant buy walls or sell 
walls in play. 
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DETERMINISTIC WALLET 


This type of wallet is created by producing multiple keys 
from a seed. If you lose this wallet, your wallet key can be 
recovered from the seed. Plus, when you make 
transactions, instead of producing new keys each time, you 
use variations from the seed, which makes it more 
transferable 
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DIFFICULTY 


When someone refers to difficulty in the cryptocurrency 
Space, they are referring to the cost of mining in that 
moment in time. The more transactions that are trying to be 
confirmed at any single moment in time, divided by the total 
power of the nodes on the network at that time, defines the 
difficulty. The higher the difficulty, the greater the 
transaction fee — this is a fluid measurement that moves 
over time. 
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DIGITAL COMMODITY 


An intangible, hard-to-get asset that Is transferred 
electronically and has a certain value. 
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DIGITAL CURRENCY 


Another term for digital commodity. 
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DIGITAL SIGNATURE 


Used to confirm that a document being transmitted 
electronically is authentic. They generally appear as a code 
generated by a public key encryption. 
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DISTRIBUTED LEDGER 


A ledger that is stored in multiple locations so that any 
entries can be accessed and checked by multiple parties. 
In cryptocurrency, this refers to the blockchain being held 
onmultiple nodes on the network, all of which are checked 

simultaneously. 
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DOUBLE SPEND 


This occurs when someone tries to send a cryptocurrency 
to two different wallets or locations at the same time. 
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DUMP 


The term used to describe selling all (or a lot) of your 
cryptocurrency. 
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DUMPING 


When a lot of people dump at once, causing a sharp 
downward movement in a cryptocurrency’s price. 
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DUST TRANSACTION 


Sometimes people will look to slow the network by 
deliberately flooding it with minor transactions that are 
incredibly small. These minuscule amounts are referred to 
as a dust transaction. 
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DYOR 


Acronym for “do your own research". 
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DECENTRALIZATION 


The principle of distributing power away from a central 
point. Blockchains are traditionally decentralized because 
they require majority approval from all users to operate and 
make changes, rather than a central authority. 
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DECENTRALIZED APPLICATIONS 
(DAPPS) 


Applications designed by developers and deployed on a 
blockchain to carry out actions without intermediaries. 
Decentralized finance activities are often completed using 
decentralized apps. Ethereum is the main network 
supporting activities in decentralized finance. 
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DIGITAL GOLD 


Experts sometimes compare specific cryptocurrencies to 
real gold based on the way it can store and increase in 
value. Bitcoin is commonly referred to as digital gold. 
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ETHEREUM 
The second largest cryptocurrency by trade volume, 
Ethereum Is a crypto network and software platform that 
developers can use to create new applications, and has an 
associated currency called ether. 
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EXCHANGE 


A cryptocurrency exchange Is a digital marketplace where 
you can buy and sell cryptocurrency. 
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ETHER (ETH) 


The native token used to operate the Ethereum platform. 
Ether provides the incentive for nodes to validate blocks on 
the Ethereum network that contain the smart contract code. 
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FIAT CURRENCY 


Money declared by a government to be legal tender 
(e.g., GBP or USD). 


www.cyber-gear.io 


FUD 


An acronym for “fear, uncertainty and doubt,” being a jargon 
term used in the cryptoasset industry to describe 
propaganda tactics and the spread of disparaging 

information about a crypto project or token, especially a 
competing one. 
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FORK 


When a blockchain's users make changes to Its rules. 
These changes to the protocol of a blockchain often result 
in two new paths — one that follows the old rules, and a 
new blockchain that splits off from the previous one. 
(Example: a fork of Bitcoin resulted in Bitcoin Cash). 
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GAS 


A fee that developers have to pay to the Ethereum network 
in order to use the system. Gas Is paid in ether, the native 
cryptocurrency of Ethereum. 
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GENESIS BLOCK 


The first block of a cryptocurrency ever mined. 
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GAS LIMIT 


The maximum amount of units of gas that the user is 
willing to spend on a transaction. The transaction must 
have enough gas to cover the computational resources 

needed to execute the code. All unused gas Is refunded at 
the end of the transaction. 
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GAS PRICE 


The price that a user Is willing to pay for a transaction in 
terms of GWel. 
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GWEI 


Each Ether ts divisible into 1018 sub-units, called Wei. 1 
GWel = 1 gigaWei = 1 billion Wei, or 1 billionth of an Ether. 
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HODL 


Stands for “Hold On for Dear Life” though the term 
originated from a user typo on a Bitcoin forum in 2013. 
It refers to a passive investment strategy in which people 
buy and hold onto cryptocurrency — instead of trading 
it — in the hopes that it increases in value. 
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HASH 


A unique string of numbers and letters that identify blocks 
and are tied to crypto buyers and sellers. 
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HOT WALLET 


A software-based cryptocurrency wallet connected to the 
Internet. While more convenient for quickly accessing your 
crypto, these wallets are a bit more susceptible to hacking 
and cybersecurity attacks than offline wallets — just as files 
you store in the cloud may be more easily hacked than 
those locked in a safe in your home. 
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HARD FORK 


A fork that can render previously invalid types of 
transactions valid, and vice versa. This type of fork requires 
all nodes and users to upgrade to the latest version of the 

protocol software. Therefore, a hard fork is a permanent 
change to the rules of the previous version 

of the blockchain, and nodes using the previous version will 
not recognize the new version. A hard fork y ai 
implemented to correct security vulnerabilities, a 
functionality or reverse transactions (see D DAO). Bi Bit tcoll 
Cash is a hard fork of Bitcoin. 


INITIAL COIN OFFERING (ICO) 


A way that funds are raised for a new cryptocurrency 
project. ICOs are similar to Initial Public Offerings (IPOs) of 
Stocks. 
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JUST 


under halfway now — are you still with us? 
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KEYS 


Public key cryptography uses public and private Keys to 
encrypt and decrypt data. In the context of cryptocurrencies 
and, more specifically, Bitcoin, a private Key is a secret 
number that relates to a user's Bitcoin address. The private 
key enables a user to spend Bitcoins as It generates a 
digital signature, mathematically confirming the user has 
the right to issue each transaction that they send out. The 
Bitcoins are sent to another user's public key address and 
become their property, because their private key cannot be 
identified from their public key. 
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LAYER 1 BLOCKCHAIN 


Describes a blockchain network that is the fundamental 
blockchain network in its relevant ecosystem for on-chain 
transactions. As a defining feature, Layer 1 networks can 

validate and finalize transactions without the need for 
another network (e.g., the Bitcoin or Ethereum networks). 

Developers can create Layer 2 networks atop of Layer 1 

networks, often done to improve transaction efficiencies or 

speed. The Bitcoin Lightning Network is an example of a 

Layer 2 network. 
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LEDGER 


A database that records transactions. 
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LEGAL SMART CONTRACT 


A type of smart contract that can be used to define and 
perform the obligations of a legally binding contract. 
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METAVERSE 


Science fiction author Neal Stephenson coined the term 
“metaverse” in his 1992 cyberpunk novel “Snow Crash." 
There is no market consensus on the meaning of metaverse 
as broadly used today, but references to a metaverse tend 
to be used to describe a digital environment 
that provides enhanced immersive experiences. 
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MINTING 


The process of creating new tokens in a blockchain 
network, typically used in reference to the creation of 
non-fungible tokens. In the context of NFTs, this term also 
incorporates the linking of digital content to non-fungible 
tokens on a blockchain network, as a means of 
creating a digital asset. 
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MARKET CAPITALIZATION 


Cryptocurrency market capitalization refers to the total 
value of all the coins that have been mined. You can 
calculate a crypto's market cap by multiplying the current 
number of coins by the current value of the coins. 
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MINING 


The process whereby new cryptocurrency coins are made 
available and the log of transactions between users Is 
maintained. 
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MINTING 


The process of creating new tokens in a blockchain 
network, typically used in reference to the creation of 
non-fungible tokens. In the context of NFTs, this term also 
incorporates the linking of digital content to non-fungible 
tokens on a blockchain network, as a means of 
creating a digital asset. 
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NODE 


A computer that connects to a blockchain network. 
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NON-FUNGIBLE TOKENS [NFTS] 


Non-fungible tokens are units of value used to represent the 
ownership of unique digital items like art or collectibles. 
NFTs are most often held on the Ethereum blockchain. 
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NICK SZABO 


The computer scientist credited with coining the term 
“smart contract.” 
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NONCE 
In cryptography, an arbitrary string of numbers that can 


only be used once. The nonce is an important concept in 
proof-of-work mining, as used by Bitcoin, for example. 
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OFF-CHAIN 


Activity that happens, or data that Is stored, outside the 
blockchain ledger, but may be referenced from tt. 
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ORACLE 


A trusted off-chain agent for a distributed ledger system 
that can submit information to be used by on-chain smart 
contracts. For example, an oracle might link to a third-party 
verified source of weather data, travel timetables, stock 
market information, registry information, or to a physical 
Internet of Things device. 
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PAYMENT TOKENS 


Digital tokens that enable the token holder to acquire goods 
or services from the token issuer (i.e., performs as virtual 
currency). 
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PEER-TO-PEER 


Two users interacting directly without a third party or 
intermediary. 
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PRIVATE KEY 
The encrypted code that allows direct access to your 


cryptocurrency. Like your bank account password, you 
should never share your private key. 
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PERMISSIONED 


A DLT system where only pre-authorized nodes can finalize 
transactions into the ledger. Consortium blockchains are 
permissioned systems. 
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PERMISSIONLESS 


A DLT system where all nodes can access, submit and be 
selected to finalize transactions into the ledger. 
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PHYGITAL 


A term combining physical and digital (pronounced 
“fidge-it-al"). The concept of using technology to bridge the 
digital world with the physical world with the purpose of 
providing a unique interactive experience for the user. 
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POAP 


An acronym for “Proof of Attendance Protocol.” A POAP 
NFT is a type of NFT that shows that you attended a 
particular event or experience — a digital memento. 
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PRE-SALE 


Tokens are offered for sale to a limited set of participants 
before they are made available to the general public via an 
ICO. 
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PRIVATE BLOCKCHAIN/DLT 


A blockchain/DLT that ts only accessible to certain 
participants. Only pre-authorized nodes can access and 
submit transactions or finalize transactions. A private 
blockchain/DLT ts always a permissioned blockchain/DLI. 
Company blockchains are private systems. 
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PUBLIC BLOCKCHAIN/DLT 


A blockchain/DLT system that permits anyone with a 
computer to create a node. A public blockchain can be 
permissioned or permissionless. 
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PROOF-OF-STAKE 


An alternative to proof-of-work. 

Mining requires a lot of computing power, which translates 
to high electricity usage. Proofof-stake seeks to address 
this by limiting what you can mine to the stake of the 
particular cryptocurrency that you own (for example, if you 
own 1% of all Ether available, then you can only mine 1% of 
the blocks. This also mitigates the risk that miners create 
competing forks because this would devalue each miner's 
stake). 
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PROOF-OF-WORK 


Proof-of-work involves using computer processing power 
to perform repeated hash operations with different nonce 
values to find a resulting hash below the required difficulty. 
Finding such a hash allows the miner to add a block of 
transactions to the chain tip of a growing blockchain. Those 
involved in mining (“miners”) are incentivized to use their 
computing resources to mine by receiving block rewards. 
Because this is difficult and consumes large amounts of 
electricity, it is an effective way of securing the blockchain 
from attempted rewriting of history (e.g., to double-spend) 
or breaking consensus. 
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PUBLIC KEY 


A cryptographic key used to encrypt messages. A user can 
“sign” data with their private key and anyone who knows 
the user's public key can verify that the signature Is valid. 
However, encrypted messages can be deciphered only by 
using the paired private key, which cannot be calculated 
from knowing the public key. A Bitcoin wallet address ts a 
hashed version of the user's public key. 
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QUANTUM COMPUTING 


Quantum computing Is seen as a possible threat to the 
security of blockchain systems because quantum 
computers are expected to be able to make decrypting 
information encrypted using certain mathematical 
principles (such as prime factorization) far easier. These 
principles underpin many of the encryption methods (such 
as the SHA-256 hash) used in not only the blockchain 
industry, but also in securing information transmitted 
over the internet. 
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REGULATORY SANDBOX 


A controlled space set up by regulators, such as the UK's 
Financial Conduct Authority, to allow authorized and 
unauthorized firms to test innovative products services, 
business models and delivery mechanisms in the real 
market with real consumers. 
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SATOSHI NAKOMOTO 


The pseudonymous creator of Bitcoin. No one knows the 
true identity of Nakomoto — or if it's more than one person. 
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SMART CONTRACT 


An algorithmic program that enacts the terms of a contract 
automatically based on its code. One of the main value 
propositions of the Ethereum network is its ability to 
execute smart contracts. 
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STABLECOIN OR DIGITAL FIAT 


A stablecoin pegs Its value to some other non-digital 
currency or commodity. A digital fiat represents a fiat, or 
government-backed currency on the blockchain. 
(Example: Tether, which is pegged to the U.S. dollar) 
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SHA-296 HASH 


A "Secure Hash Algorithm 2” function that produces 
256-bit long output values. The cryptographic hash 
algorithm used in proof-of-work mining to secure Bitcoin 
and many other blockchain-based cryptocurrencies 
(notably not Ethereum, Monero, or Ripple). 
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SIDE CHAIN 


A blockchain that is connected to a parent (primary) 
blockchain and allows a user to use the cryptoassets 
securely within that blockchain, but also transfer 
cryptoassets to and from the parent blockchain. 
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SOFT FORK 


Unlike a hard fork, in a soft fork, the fork is a software 
upgrade that is backwardscompatible, 1.e., existing nodes 
will recognize the new code and still be able to function 
on the network, but cannot take advantage of the new 
features on offer. Because of this reduced functionality, soft 
forks incentivize those who have not upgraded to upgrade. 
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TIMESTAMP 


Each block contains a timestamp of when it was created. 
This provides an indication of when a transaction was 
added to the chain. 
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TOKEN 


A unit of value on a blockchain that usually has some other 
value proposition besides just a transfer of value 
(like a coin). 
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UTILITY TOKENS 


A token that provides users with digital access to an 
application, product or service (think 
membership card). 
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VITALIK BUTERIN 


Programmer who invented Ethereum in 2015. 
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VERIFICATION 


Transaction verification is a mathematical process of 
checking that a transaction submitted to a node Is a 
permitted unique transfer of unspent value (see 
Double-spending) and that the correct private key has been 
used to sign the transaction. Block verification checks 
additional parameters involved in the consensus process, 
for example, that the block has been correctly mined and 
has an appropriate timestamp. 
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WEBS 


An envisaged version of the internet that is decentralized 
and based on peer-to-peer technologies, such as public 
blockchains, and decentralized participants, such as DAOs, 
and that incorporates digital assets and currencies in a 
token-based economy. 
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WALLET 


A place to store your cryptocurrency holdings. Many 
exchanges offer digital wallets. Wallets may be hot (online, 
software-based) or cold (offline, usually on a device). 
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WHALE 


A term used to describe extremely wealthy investors or 
traders who have enough funds to manipulate the market. 
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WHITELIST 


Prior to an ICO, interested parties can sign up/register their 

involvement and intent to purchase or even purchase under 

pre-sale conditions. The list of these parties is referred to as 
the whitelist. 
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WHITE PAPER 


A detailed explanation of a cryptocurrency, designed to 
offer satisfactory technical information, explain the purpose 
of the coin and set out a roadmap for how it plans to 
succeed. It's designed to convince investors that It's a good 
choice ahead of an ICO. 
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XRP 
XRP Is the native cryptocurrency of the Ripple platform. 


Unlike Bitcoin, XRP is pre-mined, 1.e., it was all introduced 
at its inception. 
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YIKES 


With this much jargon, you can see why blockchain causes 
so much head-scratching. 
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ZERO KNOWLEDGE PROOF 


A cryptographic method by which one party can prove (the 
prover) to another party (the verifier) that they know secret 
information, without revealing the secret information (for 
example, by way of analogy, in the case of identity, being 
able to prove that you are over 21 without revealing your 
actual age or date of birth). 
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ZERO CONFIRMATION 
TRANSACTION 


Alternative phrasing for an unconfirmed transaction. 
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AUGMENTED 
REALITY [AR] 


Augmented Reality (AR) is a technology that allows 
you to add information to the visual environment 
around you. Examples include recognizing and adding 
information to objects or generating digital holograms 
in physical space. This is in contrast to virtual reality 
which is a completely immersed experience. 
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ANNTA R 
An avatar may be a simple 2D representation (e.g., as 
is used in social media to identify the user) or a 3D 
representation (such as used in many games and 
metaverse experiences). In games and the metaverse, 
avatars are frequently modifiable with customized 
physical traits and virtual items such as clothing and 
accessories. 
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BLOCKCHAIN 


A blockchain is a distributed ledger that uses 
cryptography to validate transactions. Ihe advantage 
of blockchain is that financial transactions can be 
recorded in a decentralized, trustless, and 
permissionless manner, without requiring any central 
authority that controls it. 


The first major blockchain application was the = 
cryptocurrency Bitcoin, invented by creator Satoshi 


Nakamoto in 2009. i 
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In 2015, the Ethereum blockchain introduced the 
concept of smart contracts, which allows 
programmatic exchanges of value. This has enabled 
new forms of decentralized software to be created 
including decentralized finance (Deri), decentralized 
autonomous organizations (DAUs) and non-fungible 
tokens (NFIs). 
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_ CREATOR ECØNØMY 
CAAA 
The creator economy is the combination of software 
and marketplaces that make it possible for creative 
people and teams to add content to the metaverse. 
This ranges from individual assets (e.g., a piece of 
artwork) up to an entire system (e.g., a game, virtual 
world, mod, or crafted experience). 
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Virtual economies within virtual worlds may allow 
participants to craft individual virtual items, customize 
avatars, or even make entirely new mods or terrain. 
One of the enablers of the creator economy is 
Low-Code Platforms. 
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CRYP TOCURRENC Y 


A cryptocurrency is a form of virtual currency that 
uses cryptographic algorithms and blockchain to 
implement the classic functions of money: a store of 
value, unit of account, and a medium of exchange. 
Popular examples include Bitcoin and Ethereum. 
Typically, cryptocurrencies are not backed by a 
centralized institution government authority. 
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DECENTRALIZATION 


Decentralization is the set of technologies, design 
patterns, and practices that shift power and control 
away from centralized authorities (such as walled 
gardens and financial institutions). 


The internet was originally designed as a highly 
decentralized network. For some technologies, such as 
the domain name system (DNS) or the World Wide 
Web, it still is. But over time, the need for simplicity 
and access to audiences eventually favored many 
powerful, centralized platforms. 
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However, as new technologies built on open source, 
Open standards, and blockchain emerge, this power 
dynamic may shift back towards individual creators 
and projects, potentially increasing disruptive 
Innovation. 
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DIGITAL T WIN 


A digital twin is a virtual version of a real-life object or 
structure. The term was first introduced in the 1991 
book Mirror Worlds by David Gelernter, digital twin 
technology was first used by NASA to run simulations 
of space capsules in 2010. Microsoft, in particular, 
has emphasized the need for digital twin technology in = 
building the metaverse. 
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EXTENDED 
REALITY [XR] 


Extended reality is a catch-all term for VR, AR, and 
MR, concepts that often overlap. Eventually, the lines 
between VR, AR, and MR might blur as the metaverse 

becomes a reality, making XR a more appropriate 

term. 
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FREE- TO-PLAY 


Free-to-play (F2P) is a monetization model used by a 
large number of online games. 


F2P virtual economies allow participants to begin 
playing for free. [hey may then earn certain types of 
virtual items or virtual currency. Some items and 
currency may only be available through a real-money 
purchase, which is how many games in F2P generate 
their revenue. Many games also generate revenue 
from displaying advertising. 
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MASSIVELY 
MULTIPLAYER @NLINE 
R@LE—PLAYING 
GAME [MMORPG] 


MMORPGs are interactive games that form the basis 
of what many feel will be the metaverse. Millions of 
people interact in shared spaces—playing games, 
building things, visiting virtual shops, and even going 
to concerts. Examples include Fortnite, Roblox, 
Minecraft, or the NFIbased Axie Infinity. 
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ME TA MASK 


A meta mask is your identity for the metaverse. It is 
ananonymous graphic representation to be yourself in 
a new and interesting way, opening up a range of 
conversations and interactions which may be 
uncomfortable or impossible in a traditional setting. 
Ultimately, the metaverse allows you to be anywhere, 
anytime, and with anyone in a realistic setting. 


More information at 
www.buymetamask.com 
g MeTA MASK 
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METWERSE _~CO 


The Metaverse is a collective virtual shared space, 

created by the convergence of virtually enhanced = 

physical reality and physically persistent virtual space, 
including the sum of all virtual worlds, augmented 

reality, and the internet. 


The word metaverse is a portmanteau of the prefix 
“meta and universe and is typically used to 
describe the concept of a future iteration of the 
internet, made up of persistent, shared, 3D virtual 
@ linked into a perceived virtual universe. 
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MIRROR VW GRLD 


A mirrorworld is a digitally rendered version of the 
real world where there are virtual counterparts of 
real-life people, places, and things. Mirrorworlds are 
often found in sci-fi, including Netflix's Stranger 
Things, The Matrix film series, the novel, and film 
Ready Player One. The metaverse could be a 
mirrorworld designed to precisely reflect the physical 
world, or could resemble an entirely invented world 

one might encounter in a video game. 
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MIXED REALITY [MR] 


Mixed reality incorporates elements of VR and AR, but 
the exact definition is murky. A person can interact 
with virtual and real-world objects, and virtual objects 
can interact with real-world ones. For example, the 
snapchat hot dog can dance across a table without 
falling off the edges. 
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NEAL STEPHENSON 


Stephenson is a science fiction writer who coined the 
term metaverse’ in his popular 1994 novel Snow 
Crash. In the novel, the metaverse is a persistent 
virtual world navigated by the aptly-named 
protagonist Hiro Protagonist. 
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N@NFUNGIBLE 3z~2«C 
T@KENS(NFTS] ~ 


A non-fungible token (NFT) is a way to assign 
Ownership to asset on the blockchain. It is 
implemented using a smart contract. 


An easy way to think about the distinction between 
NFIs and a cryptocurrency is that currency is fungible, 
i.e., you don t care about one unit or another. For 
example, if you have a dollar bill you re normally 
willing to exchange it for any other, regardless of the 

serial number on the bill; this is what makes it 


fungible. 
r 
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A non-fungible asset would be a house you live in—it 
has unique properties that make it distinct from all 
others. Similarly, the title system for real estate is a 

non-digital means of tracking ownership that is a 
helpful metaphor for NFIs. 
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OCULUS AND HORIZON 
W ØORKROOMS 


Facebook bought Oculus for $2.3 billion in 2014. 
While it's been a leading VR platform for years, Oculus 
may now be the portal for many hoping to peek at 
Facebook's vision for the metaverse. Facebook has 
already introduced a virtual work experience called 
Horizon Workrooms, a sort-of VR version of Zoom with 
legless avatars. 
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PLAY- TO-EARN 


Play-to-Earn (P2E) is an economic model used by 
some blockchain-based games. 


In the virtual economy of a P2E game, players may 
earn virtual items or virtual currency by playing the 
game. These items and currency may be sold to others 
via decentralized marketplaces. 
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SECOND LIFE 


An online virtual world, introduced in 2003, Second 
Life is an early example of social experiences in the 
metaverse. Although not quite an MMORPG (it's not 
designed for game-play}, Second Life remains an 
openworld social network with avatars. Ihe metaverse 
might resemble a VR version of Second Life. 
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SKEUBMORPHIC 
DESIGN 


The wonky term essentially means that virtual objects 
will be made to closely resemble real-world ones. Ihe 
metaverse could resemble the physical world, in that it 
will often appear tethered to the physics and designs 
of our reality, but it doesnt have to be identical to it. 
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SPATIAL COMPUTING 


Spatial computing is the technology that immerses 
humans into the computing environment, and adds 
computing to objects in the spatial environment 
around us. 


This includes technology for generating output (such 
as 3D graphics or spatial audio); technology like 
image recognition and gesture recognition for 
facilitating interaction in these environments: 
advanced user interfaces for synthesizing the data 
from digital twins; and geospatial information to 
merge local-scale information with the rest of the 
world. 
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VIRTUAL 
REALITY [VR] 


VR is an immersive experience where one puts on a 
headset and sees, and can operate within, a digital 
world. VR currently uses full headsets rather than 
glasses, immersing the user in a 360° virtual world 
that they can move around in, as long as they dont 
bump into physical walls. 
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WEBS 


Web3 is a collection of design patterns and methods 
in which Web-based applications use peer-to-peer or 
blockchain-based platforms for storing data rather 
than centralized servers and walled-garden platforms. 


A Web3 wallet is a browser plug-in that allows you to 
access cryptocurrencies and interact with smart 
contracts on web pages. 
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NFT 
GLOSSARY 
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1:1 


A 1:1 NFT, which is pronounced “one of one,” is a singular, 
one-of-a-kind NFT as opposed to an NFT that Is a part of a 
multi-edition collection. 
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10K PROJECT 4 


- « Approximately 10,000 avatars are included in a 10k project. 
- + As a result of the CryptoPunks collection's pioneering work 
in 2017, new NFTs have emerged. Although they don’t all 
have exactly 10,000 avatars in their collection, it is used to 
describe this type of collection rather than the number of 
avatars. 
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AIRDROP (OR DROP) 


An airdrop is a crypto marketing strategy that works like a 
giveaway, but with a few differences. It's a tactic that 
rewards users who meet certain conditions, such as 

following their media channels, buying their token, 
or joining a limited waitlist. 
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ALLOWLIST 


A list of wallet addresses compiled by an NFT project 
before minting that guarantees certain people a spot. This 
is sometimes also referred to as a “whitelist,” though that 

term has been largely phased out. 
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ALPHA 


Alpha refers to future announcements kept in secret to 
avoid price manipulation. Like insider information. Users 
who somehow find “alpha” can invest early and profit the 

most.Often, the NFT community are divided into those who 
own the NFT and those who don't (but who just follow the 
project). NFT owners are the first to receive announcements 
and aren't allowed to sell those secrets. The alpha nearly 
guarantees a positive return of investment. 
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AMA 


Short for "Ask Me Anything.” NFT creators usually host 
these question-and-answer sessions on social media 
platforms such as Twitter, Discord or Reddit. 
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APE IN 


This is when someone heavily invests in a new project, 
usually out of fear of missing out. 
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APEING 


To ‘ape into’ something implies to buy something in an 
irresponsible manner, out of FOMO, with too much money 
compared to the size of your account, and/or without 
having done your required due diligence. This has nothing 
to do with the Bored Ape Yacht Club or any other 
ape-themed 10k ventures. 
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AVATAR PROJECT 


A few thousand NFT ‘avatars,’ such as the CryptoPunks, 
Bored Ape Yacht Club, Cool Cats, Gutter Cat Gang, and so 
on, constitute an avatar project. 
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AXIE 


A playable NFT character in Sky Mavis’ popular 
blockchain-based game "Axie Infinity.” 
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BAYC 


Shorthand for the popular NFT collection "Bored Ape Yacht 
Club” created by Yuga Labs in 2021. Other projects in the 
BAYC ecosystem feature similar abbreviations, including 

Mutant Ape Yacht Club (MAYC) and Bored Ape Kennel Club 

(BAKC). 
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BEEPLE 


Pseudonym for Mike Winkelmann, perhaps the most 
well-known digital artist. Beeple'sEverydays: the First 5000 
Days sold for $69,400,000, the current record for most 
expensive NFT. 
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BINANCE SMART CHAIN 


A blockchain compatible with buying and selling NF Ts. 
While Ethereum Is the most popular blockchain for NFTs, 
prominent competitors include Binance, Flow, and Tron. 


www.cyber-gear.io 


BLOCKCHAIN 


Blockchain Is a digital database type secured by a digital 
infrastructure known as distributed ledger technology (DLT). 


Essentially, it's a way for digital information to be stored and 
distributed, but not copied. The block contains all the 
information about a transaction (amount, date, sender). 

It creates a unique “hash” (like a transaction ID) from this 
data. The chain means that every block has its hash and the 
hash from the last block. Hashing Is automatic, so you don't 
need to know anything about the previous transaction. 

A ledger is a financial database to record transactions. 
Distributed means that all users (referred to as “the 

network") have an updated copy of the database. So yo 

don't rely on a single entity to verify the records. 
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BEARISH 


~~~ When you believe that a market or asset is heading towards 


a downward trajectory. For example, “I'm feeling pretty 
bearish about the P2E gaming space right now.” 
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BITCOIN 


This ts the well-known cryptocurrency that's used 
when you buy/sell NFTs. 
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BLUE-CHIP NFTS 


Blue-chip investments have proven to perform well in the 
long term regardless of market conditions. According to 
public opinion, blue-chip NFTs are stable and consistently 
appreciated over time. Examples of these include the Bored 
Apes Yacht Club, Crypto Punks, or The Sandbox LAND. 
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s ee B OT 
>. Itis an automated program or script created to carry out 
particular tasks. Bots are frequently employed to execute 
trades automatically, start identity verification, snipe cheap 
NFTs after they are listed, and do other tasks. 
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BRIDGE 


lf you want to trade your NFTs but don't have a way (such 
as Shapeshift or Kyber Network), then you can use a bridge 
service like Rarebits. A bridge will move your tokens from 
one blockchain to another for a fee, and you can get back 
your tokens on the new chain. 
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BIC 


This is an abbreviation for Bitcoin. 
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BURN 


To burn an NFT Is to effectively destroy it. In other words, 
it means removing an NFT from circulation by sending it to 
a wallet address that can't be accessed. 
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BURNING 


lf you want to get rid of an NFT, send it to the NFT contract 
address. This will destroy your tokens and they'll no longer 
be transferable. 
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BURST 


These are NFTs you want to buy, also Known as assets on 
the market. 
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BUYERS 


These are people who buy digital collectibles to resell them 
for a higher price. It's like real-world trading where you try 
to get more money than what you paid. 
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CARDANO 


Cardano is a public blockchain platform. It is open-source 
‘and decentralized, with consensus achieved using proof of 
stake. It can facilitate peer-to-peer transactions with its 
internal cryptocurrency, Ada. Cardano was founded in 2015 
by Ethereum co-founder Charles Hoskinson. 
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oF CAT 


This is short for CryptoKitties and stands for 
Cryptocollectible Asset Token. It's one of the most popular 
NFTs on Ethereum. 
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COLLECTIBLE 


Think of this as something that has value or rarity, such as 
mini-figures or special edition sneakers. 
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COMMUNITY DESIGNATED 
SELLERS 


These are people who set up their addresses with specific 
purposes and fees for others looking to sell their assets. 
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CONSENSUS MODELS 


Consensus models are systems designed to guarantee 
reliability and trust. Traditionally, parties delegated 
consensus to neutral third parties (banks, escrow 
companies). Blockchains, however, use computer 
algorithms and peer-to-peer networks to validate 
transactions. 
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CROSS-CHAIN 
INTEROPERABILITY 


Cross-chain interoperability allows you to access all 
independent blockchains. It's the equivalent of “blockchain 
bridges,” except they work for any network. And without 
this feature, the metaverse potential would be quite limited. 
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CROWD SALES 


Companies creating an NFT project sometimes will have a 
pre-sale, allowing allow everyone to use ETH (or their 
altcoins to purchase the new tokens). The tokens 
purchased go to the investors and those who have been 
around from the beginning. 
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CRYPTO 


This ts another name for cryptocurrencies. 
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CRYPTO COLLECTIBLES 


These are blockchain assets that aren't tradable because 
they represent one-of-a-kind digital items such as crypto 
art or crypto kitties (yes, the first NFTs). 


ww.cyber-gear.io 


CRYPTOCURRENCY 


This ts a type of digital currency, like Bitcoin, that uses 
cryptography to secure financial transactions and control 
the origination of new coins. 
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CRYPTOKITTIES 


CryptoKitties is a blockchain game on Ethereum developed 
by Canadian studio Dapper Labs that allows players to pur- 
chase, collect, breed, and sell virtual cats. It is one of the 
earliest attempts to deploy blockchain technology for 
recreation and leisure. 
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CRYPTOPUNK 


A unique collectible avatar stored on Ethereum. There are 
three CryptoPunks listed in the top 10 most expensive NFTs 
ever sold. 
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CURATED NFT MARKETPLACE 


A platform that sells NFTs that have been selected by the 

platform and have undergone extensive screening. A few 

examples of curated NFT markets include SuperRare and 
Nifty Gateway. 
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DAO Z 


The acronym DAO stands for Decentralized Autonomous 
Organizations. Involvement in the project's future and 
voting rights direction are available to all owners of NF Ts 
from a Head DAO-based project. Setting up comparable 
Structures in order to become more community-driven and 
secure continued funding is a common goal for many NFT 
projects. 
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CRYPTO TWITTER (CT) 


Subculture of developers, tech founders, economists, 
influencers and speculators that frequently tweet about 
cryptocurrency, blockchain, decentralization and crypto 

scams. 
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DAPPS 


Think of these as apps that run on decentralized networks 
(and not just Ethereum, but any platform). They're crypto 
projects. 
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DELIST 


This ts an act of removing the listing of an NFT for sale from 
an open market. 
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8 DERIVATIVE 


Projects derived from the original project, first popularized su 
with a wide variety of "alternative" punks collections. 
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DEVS 


Short for “developers.” 
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DIAMOND HANDS A 
-the most widely-used slang term in the English languag 


crypto and NFT communities is “diamond hands.” In fact, 


+ + it's spawned its own emoji, joke, and even a whole NFT pro- 
-+ + ject based on it. An asset-holder with diamond hands is one 


that withstands price volatility, bad news, and the unfavora- 
ble market mood. FUD (Fear, Uncertainty, and Doubt) is an- 
other term we'll examine shortly. 


Sin lik “she diamond-handed" bitcoin through the 2018 
~~ bear market 4 
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ye DECENTRALAND WZ 


Decentraland Is a decentralised 3D virtual reality platform 
that consists of 90,601 parcels land. Virtual estate in 
decentraland are NFTs which can be bought by the 
cryptocurrency MANA, which is based on the Ethereum 
blockchain. It was opened to the public in February 2020 
~ and Is overseen by the nonprofit Decentraland Foundation. 
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DECENTRALIZED EXCHANGES 
(DEX) 


These are exchanges that allow for peer-to-peer 
transactions rather than going through a third party. 
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DEFI 


An acronym for decentralized finance. 
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DEGEN 


Degen (short fordegenerate, and can be a noun or a verb) is 
an Investing style associated with high risk, speculation, 
and betting. Degens may buy NFTs because they expect 
others to believe they will become more valuable. They're 

not trading NFTs but, rather, opinions. 
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DIAMOND HANDS 


You don't sell until you make a profit, even if it takes years. 
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DIGITAL WALLET Ya, 


Digital wallets are money storage systems backed by 
software providers (such as banks, payment processors, 
and trading platforms). You create a digital wallet by 
Signing up with these providers with your personal 
information and password. You then use that information to 
access the wallet and manage your balance. 
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DISCORD 


An instant messaging platform and the go-to place for 
discussing NFTs. 


www.cyber-gear.io 


DOXXED / DOXED 


When the identity of an NFT team member, dev or creator Is 
public, Known or verifiable. In the NFT market, when a NFT 
team Is doxed it's usually sign of confidence and 
transparency for NFT collectors to ensure they won't be 
scammed by an anonymous creator. 
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DROP 


This Is an event where users receive free tokens for holding 
onto certain types of assets. 
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DUTCH AUCTION 


A bidding technique that considers all bids received on a 
given asset before arriving at a ceiling price, which 
gradually drops at specific time intervals. 
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DYOR 7 


DO YOUR OWN RESEARCH! Yes, in uppercase letters, 
because DYOR Is very important.Investing or selling your 
NFTs ts not the get-rich-quick kind of environment, and 
there's a lot of misinformation around the topic. So, like 
Anakin said, "sometimes we must let go of our pride and do 
what is requested of us,” and that is DYOR. It's essential to 
do your research, read, ask, and do whatever you need 
before aping in, to avoid scams. 
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ENS [.ETH] 


- « Stands for Ethereum Name Service, a service that sells .eth 


domains. These domains shorten your long Ethereum 
wallet, making it easier for others to identify and send 
ETH/NFTs to identify your wallet. 
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he ERC-20 


» e « ERC-20 tokens are smart contracts created for simplicity 
and interoperability. This means developers can use smart 
contracts from other apps, which makes development 
easier. 
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ERC-721 


A token standard that allows for the creation of unique, 
non-fungible tokens. It differs from ERC-20, for example, 
which is used to mint fungible tokens. 
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ERC-1155 


; Sometimes called the multi-token standard, ERC-1155 is 

an updated version of the code for ERC-721. It allows for 

batch transfers and can include a combination of fungible, 
non-fungible and semi-fungible tokens. 
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ERC STANDARDS 


Think of ERC as a set of rules and guidelines that tokens in 
the Ethereum blockchain must follow. 
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ETH 


This is the abbreviation for Ethereum, which is the 
blockchain that stores all NFTs. 
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ETHER 


An altcoin with its blockchain, like Bitcoin has with BTC. 


Ether runs on the Ethereum blockchain. It's used as “gas” to 


perform transactions or make Dapps function properly. If 
you want to buy an asset, then you have to pay more ETH 
than the actual cost of the asset. 
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ETHEREUM 


The name of one particular cryptocurrency, also known as 
ETH, and it supports Dapps and smart contracts. 
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ETHERSCAN 


This is the most popular block explorer to check the worth 
of your digital collectibles. You can also use It to verify 
balances and transactions. 
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oe EXCHANGE 


If you want to trade your crypto assets to get other crypto 
assets, then you'll need to go through an exchange like 
Binance. You can buy with credit cards here, too. 
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FARM 


Instead of buying NFTs with money, you can “farm” them by 
using your GPU to mine their tokens. Your computer will 
join with other computers on the blockchain that are also 
mining. 
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FIAT 


This is the name for currencies like USD, Euro, and GBP 
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FLIPPING (OR FLIPPENING) 


~ Similar to day trading, flipping involves buying assets cheap 
and selling them for a higher price weekslater. Flippers 
disregard long-term price potential. 
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a FLOOR K 


Any time an NFT Is offered for sale on the secondary 
market, it will have a “floor” or “floor price” associated with 
it. Over time and in comparison to other projects, it's the 
most used indicator for gauging a given project's progress 
and overall performance. 
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FLOOR PRICE 


© The lowest NFT price in the collection, excluding bid offers, 


is the floor price. When someone buys the lowest NFT, 
it becomes unavailable until the new owner relists it at a 
new price. 
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FRACTIONAL OWNERSHIP 


Partial ownership rights over an NFT. Sellers can sell 
percentages of a work and buyers can buy a portion based 
on what they can afford. 
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FRACTIONALIZED NFTS 


Fractionalized NFTs are NFTs split into smaller pieces by 
their original owner. They can be split into as little as 2 
pieces or even billions! This makes It possible for anyone to 
partially own iconic NF Ts like CryptoPunks. When an NFT 
gets fractionalized, the pieces get locked into a smart 
contract. 
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FREN 


We're on this mission together. "Fren” means friend, pal, 
or buddy. It's just slang, but you'll see NFT degens using It 
a lot! 
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FUD 


For fear, uncertainty, and doubt, the acronym FUD ts used. It 
is used In crypto and NFTs to characterize bad news items, 
tweets, and Discord messages that are either erroneous or 
entirely bogus. FUD Is frequently cited as the cause of steep 
decreases in cryptocurrency and NFT prices. 
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FUNGIBILITY 


Replaceability. The ability of a good or asset to be traded 
with other individual goods or assets of the same type. On 
the contrary, something that is non-fungible, like a piece of 

art, Is one-of-a-kind. 


www.cyber-gear.io 


FUNGIBLE TOKENS {FT} 


These are interchangeable, tradable tokens, such as 
ETH and BIC. 
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GAMEFI 


< « Refers to decentralized applications (dapps) with economic 
><- incentives, which generally involve rewarding tokens or 
NFTs when players perform game-related tasks such as 
winning battles, mining in-game resources or cultivating 
digital crops. This approach is also known as play-to-earn 
(P2E). 
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vs GAS 


. » « An amount required to perform cryptocurrency transactions 
on the blockchain. Every time you buy an asset, send ETH, 
or set up a smart contract, then gas has to be paid in order 

to run the transaction. 


ww.cyber-gear.io 


4 GAS WAR ~ 


Gas warfare, the most dreaded of all human conflicts. For 
beginners to Ethereum, this is a normal experience and 
even a rite of passage. Increasing your gas charge and 

outbidding the other bidders is necessary when a popular 
NFT collection opens with 100,000 individuals vying for 

f 10,000 NFTs. A gas battle is what's going on here. 
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GAS FEE 


Nope, not gas for your car. When talking about NFTs, it’s 4 
analogy, like the gas you need to go somewhere, but in this 


case, to complete a transaction on the Ethereum 
blockchain. You have to pay this fee for the computational 
effort performed by Ethereum miners (computers running 
software). The gas fee is determined by supply and 
demand. It depends on how many people are trying to make 
a transaction, and how much are they willing to pay to 
complete it. When lots of people are using Ethereum, you 
Can pay miners more to do your work first. Gas price Is po L 
a bribe used to jump to the front of the line. r 


www.cyber-gear.io 


GM 


lf you're already entering the NFTs market, then you've 
probably seen different abbreviations and acronyms such 
as "GM," and it means good morning. As easy as that. 
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GMI/WAGMI’ 


Short for "going to make It” and "we're going to make it.” 
Because in the community, we support each other, and 
that's part of what makes NFTs so cool This acronym is 
mostly used when people are trying to be optimistic. 
For example during a sell, or a new collection drop. 
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GENERATIVE ART 


Generative art is a common technology used to create large 

NFT collections. Rather than designing every NFT yourself, 

the creator can use a computer program to randomize trait 
combinations. 
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GPU 


This is a graphics processing unit, which is needed to mine 
certain types of cryptocurrencies, such as Ethereum. 
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HASHMASKS Lo 


Hashmasks are digital paintings made by a 
globally-distributed team of 70 artists managed by Suum 
Cuique Labs that offer consumers control over the art. 
According to the Hashmasks Manifesto, “Each holder has 
the ability to contribute to the completion of the art piece by 
giving a name of their preference to the Hashmasks they 
hold via the Name Change Token (NCT)". 
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HASHRATE 


A measure of the speed at which your GPU can mine crypto 
tokens. 
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HOLDERS 


Owners—people who own an NFT. 
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HODL 


` e» The origin of HODL came from a typo of "hold” but has also 

become an acronym for “Hold on for Dear Life.” It's a term 

of encouragement used among traders to promote holding 
on to NFTs no matter the market conditions. 
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ICO (INITIAL COIN OFFERING) 


Think of this as an event where a company sells digital 
assets to early adopters. 
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INTERPLANETARY FILE SYSTEM 


It is a file-sharing peer-to-peer network for storing NFT 
data in a distributed file system. As opposed to storing on Nu 
an HTTP gateway URL, which is bound to a particular 
provider, it is thought to be superior. 
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IDO 


Acronym for Initial Dex Offering. In IDOs, new NFTs or 
tokens are launched via a decentralized liquidity exchange 
as a fundraising method for upcoming crypto or NFT 
projects. 
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IGO 


Acronym for Initial Game Offering. Similar to an ICO, IGO 
participants get early access to the in-game assets 
(typically NFTs) while supporting the game's early 

development. 
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JPEG 


Short for "Joint photographic experts group.” It's a standard 
format for digital images that is often used for art NFTs. 
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KYC 


It's just something blockchain companies do to comply 
with KYC regulations. It's also Known as Know Your 
Customer. 
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INTERPLANETARY FILE SYSTEM 


A means of storing NFT data that is considered superior to 
Storing on an HTTP gateway URL, since the latter Is tied to a 
specific provider. IPFS addresses allow users to find a piece 
of content as long as someone on the network is hosting it. 
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LAYER 2 


Layer 2s are scaling solutions that operate on top of an 
underlying blockchain protocol (e.g. Ethereum) to improve 
its scalability and efficiency. 
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ae LIQUIDITY POOL 


Crowd-sourced pool of cryptocurrencies or tokens locked in 
a smart contract to facilitate trades between the assets on 
a decentralized exchange (DEX). 
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LFG 


This one can be tricky. If you're into video games, you've 
probably seen it as "looking for a group,” but in the NFT 
space, It's "let's f#cking go.” 
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LIQUIDITY 


How easily an asset can become another asset without 
affecting its price. If your NFT has high liquidity, then you'll 
likely find a buyer. 
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4 METADATA ~ 


In this case, I'll stick to a non-technical explanation: An 
NFT's metadata consists of everything that Is required to 
make the NFT what it is. A work of art or a collectible's 
appearance Is largely determined by its metadata. As a 
result, you may need to reload OpenSea’s metadata in order 
f to see your freshly created NFT. 
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a METAMASK 


A wallet used as a gateway to NFT apps like OpenSea, su 
Rarible, and Axie Infinity. 
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METAVERSE 


Similar to the Internet, the Metaverse is a 3D interactable 
virtual space generated by computers. Users can socialize, 
work, learn, and play just like in online video games. We say 

an app belongs to the metaverse when It has real value 
that's compatible with other (decentralized) apps. 
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MINER 


A person who uses their GPU to mine tokens on a 
blockchain network. 
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MIGRATION 


Migration occurs when a token or NFT Is transferred from 
one blockchain to another during a blockchain changeover. 
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fe MINING 
-« This is the process of solving cryptographic problems. The 
first one to solve it gets to add the current block on the 
blockchain and receive newly minted tokens as a reward. 
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MINT 


There are two different types of minting: Mint-A-Token Is 
when an asset creator chooses who can create 
tokens/NFTs. Burn Minting gives all NFTs another digital 
wallet private key so they become locked forever and no 
longer destroyable or transferrable. 
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MINTING 


Minting is buying an NFT as its very first owner. When 
you're the first to buy directly from the creator, who lists the 
asset and transfers It to you, it often guarantees you the 
lowest purchase price. 
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MINTING INTERVAL 


This is how often you can mint or create tokens. 
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MOONING 


A slang term for when an NFT or crypto asset is quickly 
rising In value. 
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MUSIC NFTS 


A type of NFT linked to an audio file. 


www.cyber-gear.io 


NFT 


Stands for Non-Fungible Token. It's a unique, one-of-a-kind 
digital asset that's stored on a blockchain. No other token 
or cryptocurrency can replace it. 
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NFA 


Similar to DYOR, NFA stands for. Not financial advice. 
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NONCUSTODIAL WALLET 


Think of this as an online wallet that you control using 
private Keys stored in your computer. One example Is 
MetaMask, which Is also a browser extension that lets you 
run Dapps in your regular web browser (instead of a 
centralized app). 
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NON-CURATED NFT 
MARKETPLACE 


Also called "open NFT marketplaces,” these are sites where 
anyone can buy, bid and mint NFTs. A few examples of open 
NFT marketplaces include OpenSea, Rarible and LooksRare. 
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NOOB 


Someone who's new to this whole blockchain thing and 
doesn't understand how it works. 
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NUCLEAR NFTS á 


- Sometimes they're rare collectibles with over 1,000 owners. 


You can't send them to anyone without their permission 
first because you have to ask everyone on the list if It's okay 
before each transaction. If someone forbids the NFT from 
being traded even once, then it'll never leave its original 
wallet again. 
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ONE-OF-ONE (1:1) 


Refers to an NFT that is unique and only offered as a 
single edition. 
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OG 


OG stands for “original,” and it's a common prefix for 
blue-chip NFTs that have many similar collections. 
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OPEN EDITION 


Refers to an NFT that can be minted in unlimited quantities 
within a set timeframe. 
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OS 


OS Is short for OpenSea, one of the biggest Ethereum NFT 
marketplaces. 
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PAPERHANDS 


The NFT-specific word “paper hands" is the reverse of the 
term “diamond hands,” which has become a common term 
in the industry. Someone who sells an NFT or a 
cryptocurrency at a price that is seen by others as being too 
low Is said to be a “price gouger.” 
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PFP PROJECT 


This ts the third and last phase of our already discussed 
subject. “PFP” stands for “profile picture"; therefore, a "PFP 
project” Is practically the same as a 10k project or an avatar 

project because the avatars in these projects are typically 
used as profile images on social media sites like Twitter, 
Discord, etc. 
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f PEER TO PEER (Pe2P} 


~ Ifyou need to make a transaction without going through an 
exchange, then you'll use P2P trading instead. It's also 
known as person-to-person or direct trade. 


ww.cyber-gear.io 


PeE 


In Play-to-Earn games (P2E, also known as game finance, 
or “GameFi"), players get paid based on skill and how long 
they've been in the community. It allows free-to-play 
gamers to get paid and premium ones to leverage their 
money. Unlike traditional games, P2E gives real value to 
in-game currency and tradeable items. 
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PERMANENT RECORDS 


The Ethereum blockchain permanently stores digital 
collectibles, so your crypto collectibles will never disappear 
unless you remove them yourself off the ledger. 
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POLYGON 


An Ethereum-compatible protocol that provides cheaper, 

faster, and more secure payment transactions. Polygon Is 

an attractive platform for NFTs because of cheap minting 
costs and low gas fees. 
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PRIVATE KEY WZ 


- « Think of this as a password that's separate from usernames 


or email addresses. It gives you access to information or 
digital property on blockchains. You can always see your 
public address on Etherscan, but you might need to use a 
private key to access wallets or assets stored on the 
blockchain. 
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PUMP-AND-DUMP 


Pump-and-dump schemes are price manipulations, 
presumably to benefit traders from price spikes. Investors 
Join these pump-and-dump groups hoping to time these 

spikes, buying early and selling before prices go back to 
normal. 
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ee QR CODE 
e. If you're using a mobile wallet that supports scanning OR 
codes, then this is the easiest way to send NFTs or 
Ethereum since all you have to do Is scan a code and 
confirm everything before hitting “send.” 
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7 QUANTITY 


This means is how many of a certain asset are available. 
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RARITY 


It is a measure of an NFT's value. The overall rarity of an 
NFT is usually determined by calculating the scarcity of its 
distinctive traits. 
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RARITIES 


Items with different rarities get assigned with a certain 
number on the Ethereum blockchain. They'll have unique 
IDs and metadata and get labeled as “Legendary” or 
“Mythic.” 
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RE-MINT 


Minting coins or tokens on a blockchain means giving out 
digital wallets’ private keys so they're locked forever, 
meaning no one destroys or transfers them except for the 
Original wallet owner. 
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REVEAL Lo 
Ve 


“e e HOWEVER, an NFT context may not be as clear-cut as the 

> . > word here suggests. Until the NFT is minted, the artwork for 
new generative projects isn't developed, so you have no 

idea what you're getting unless you buy it. In other words, 

art only comes to life when you've paid for it. When and how 
soon the collection is revealed ts entirely up to the 
_ designers, who can choose to unveil it immediately or after 
a delay of up to 24 or 48 hours. 
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RING SIGNATURE 


A type of transaction that only lets the sender know 
someone signed it but not who, which means they can't 
Spend funds unless another signer provides their 
approval as well. 
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ROADMAP 


A document that maps out the goals and next steps for an 
NFT project ts called a roadmap. 
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RUG PULL 2555 


Rug pulls refer to all the ways an NFT creator can scam the 
owners and get away with their funds. Here are three 


common tricks: 


Pre-Minting: Upcoming collections may involve pre-sales 
due to high demand. The user pays for the NFT before the 
mint day to reserve a spot. If it's a scam, the owner will walk 
away without minting. 


Infinite Minting: Users buy cheap NFTs hoping that they 
appreciate due to scarcity. After selling most of the J 
collection, the owner adds hundreds of new NFT copies and - 
prices them below floor prices. NFT buyers can't sell 
without losing money, and they eventually fall to zero 
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ROYALTIES 


. This is funds earned by an NFT creator through the token's 


resale. Some NFTs automatically pay royalties any time an 
NFT ts sold. 
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RARIBLE 


A community-owned NFT marketplace founded in 2020. 
The Moscow-based platform mostly hosts digital art,and Is 
fuelled by its native ERC-20 token RARI. 
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RTFAKT 


Pronounced “artifact,” RTFKT is a London-based studio that 

gained mainstream attention after the sports apparel brand 

Nike bought it in 2021. RTFKT Is best known for its sneaker 
NFTs and its PFP collection Clonex. 
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oF SATOSHI 


It's the smallest unit of Bitcoin (0.00000001 BTC) named ~~ 
after Satoshi Nakamoto, credited with anonymously 
creating Bitcoin and the first blockchain developer. 
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SECONDARY MARKET 


When you buy or sell different assets with other investors or 
traders. Sometimes it's only referred to as "secondary." 
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SEED HASH 


A 32-byte random value that allows you to regenerate 
public and private keys. 
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SER 


To keep it simple, ser = sir. 
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SHILLING 


Shilling is when you encourage others to buy an NFT you 
own for more than you paid — even if that means lying. 
It's not value-selling; it's an exit scam. 
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SMART CONTRACT 


-« An agreement that automatically executes between two or 
more parties under certain conditions. They're enforced on 
the blockchain network, irreversible, and not subject to 
change. 
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J SNAPSHOT ~ 


; « « To decide who is eligible for airdrops like the ones described 
above, It's not uncommon for a group to take a picture at a 
certain moment in time. Anyone who has NFT X tn their 
wallet on November 11 at 4 pm UTC when the snapshot 
was taken will receive a free airdrop of NFT Y the following 
/ week. 
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SNIPING 


A term used to describe methods for finding an NFT that is 
listed below Its actual value. 
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SOULBOUND TOKENS 


A non-transferable NFT linked to an individual's identity. 
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SOLIDITY Ká 


» « ÅA programming language for Ethereum-based crypto token 
E smart contracts. It stands for “Secure Interoperable 
DataMarketplace,” which ts what this language does when 
people design any new NFT on the blockchain, including 
illustrations and 3D models with metadata underneath to 
describe each asset's unique history or story. 


www.cyber-gear.io 


STAKING 


The process of locking up tokens in a wallet for a certain 
amount of time. The more you lock up, the more chances 
you have to win a reward as long as other stakers are also 
taking part. This usually happens on PoS blockchains 
where users stake their tokens and get rewarded every few 
seconds or after processing a certain number of blocks. 
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SUPERRARE 


SuperRare is an NFT marketplace to collect and trade 
unique, single-edition digital artworks. 
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SWEEPING (FLOOR) 


` It means buying up a large quantity of the cheapest NFTs in 
a collection on the secondary market to raise the floor 
prices. 
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as THE SANDBOX 


The Sandbox ts a decentralized, community-driven gaming Nu 
ecosystem where designers and artists can create, share, 
and monetize NFTs and gaming experiences on the 
; blockchain, and is partnered with many industry giants. 
p Its popular virtual real estate, known as LANDs, are taking 
 ——— over the NFT world. 
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TO THE MOON 


Someone who says “token XYZ to the moon” Is confident 
that a coin they have bought will skyrocket in price. Not just 
2X or 10X, but high enough to make life-changing money. 
It's believing the price will go up exponentially if they hold 
for long enough. 
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TOKENOMICS 


The branch of economics that deals with the design, 
issuance, trading, and regulations of crypto tokens. 
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TOKENS 


` These are digital assets that allow people to raise money for 
projects through crowdfunding/ICO protocols, such as 
ERC-20 tokens. 
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TOKENIZE 


Taking a real-world, tangible asset and converting It into 
digital form for trading. Things such as land deeds and 
physical goods can be tokenized via NFTs. 
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TRAITS 


Traits are all the properties that make an NFT unique tn its 
collection. While most traits are visuals (background, color, 
accessories), these could also be stats and scores. 
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TRAITS 


Traits are all the properties that make an NFT unique in its 
collection. While most traits are visuals (background, color, 
accessories), these could also be stats and scores. 
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UTILITY-FOCUSED NFTS 


These are NFTs with real-world use cases, they have utility 
coded into It. For example, NFTs can be used to improve 
event ticketing, and even combat environmental crises. 
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WAGMI 


Short for "We All Gonna Make It,” an optimistic term used in 
the NFT space. Conversely, NGMI is short for “Not Going to 
Make It” and refers to a pessimistic outlook on an NFT 
project. 
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4 WALLET K 


> ©» This is where your tokens live while they're not in use. Think 
©» Of it like a house that you store all your digital collectibles in 
until you want to sell them or send them somewhere else. 
A wallet could be a cold storage wallet, but also any place 
where you can send and receive items from using 
/ something like Metamask with MyEtherWallet. 
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WASH TRADING 


Refers to the buying and selling of an NFT between two 
buyers who are the same or are colluding together in order 
to manipulate trading data. 
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WEBS (OR WEB 3.0) 


Web3 is the third iteration of the Internet, a network of 
decentralized applications (dApps) running on different Nu 
blockchains. It is built using artificial intelligence, machine 
learning, and the semantic web, and uses the blockchain to 
keep your information secure. 
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4 WEARABLE NFTS 


Refers to clothing or accessories sold as NFTs that can be Nu 
worn by playable avatars in blockchain-based games. 
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WHALE 


As the term suggests, a’ whale’ has a large sum of money 
either accessible for investment or already invested ina 
high-value NFT enterprise. It would be the same as If 
someone had 200 Bored Apes in their account and 1,000 
ETH in theirs. Whales are essential because of their ability 
to influence the market, either by purchasing many items 
from a single collection or by selling a large number of 
Items. 
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a WEN MOON 


When will the price or value increase? That's "wen moon.” 
It's a reference to value skyrocketing. 
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WHITELIST 


It is an exclusive list of users who get guaranteed early 
access to mint a new NFT collection at a specified date 
and time. 
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ZED RUN 


A digital platform where users can race, trade, and even 
breed NFT racehorses, which Zed Run's creators call 
“breathing NFTs.” 
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GLOSSARY 
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AML 


Anti-Money Laundering, refers to the set of international 
laws enacted to curtail criminal organizations or individuals 
laundering money through cryptocurrencies into real-world 

cash. 
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ATOMIC SWAP 


Term used to describe the automatic exchange of 
crypto-assets without using centralized intermediaries 
such as exchanges. The “swap” happens on the protocol 
level through smart contracts. 
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AUTOMATED MARKET MAKER 
(AMM) 


AMMs are autonomous order matching systems from 
which the underlying protocol powering all decentralized 
exchanges (DEX) is composed. They are trading 
mechanisms that eliminate centralized exchanges and 
related market-making techniques through the use of smart 
contracts and by incentivizing users to deposit funds into 
liquidity pools for a share of the pool fees generated from 
trading. 


www.cyber-gear.10 


ASSET 


Resource with economic value that an individual, 
corporation, or country owns or controls with the 
expectation that it will provide a future benefit. It can be 
tangible (a house, car, cash, land) or intangible (patents, 
copyrights, branding). 
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BEACONS 


A small broadcasting device that allows other Bluetooth 
enabled devices, such as smartphones, to receive tiny 
amounts of information within a short distance of 
the beacon. 
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BITCOIN 


Cryptocurrency created in 2009 distributed, traded and 
Stored in a blockchain. One of the first digital currencies to 
use peer-to-peer technology to facilitate instant payments. 
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BLOCKCHAIN 


Storage and transmission of information technology, 
shared & immutable ledger that facilitates the process of 
recording transactions and tracking assets in a business 

network. 


www.cyber-gear.10 


CMTA 


Capital Markets and Technology Association, an 
independent association formed by leading actors trom 
Switzerland's financial, technological and legal sectors to 
create common standards around issuing, distributing and 
trading securities in the form of tokens using distributed 
ledger technology. 
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CRYPTO ASSET 
Any digital asset that uses cryptographic technologies to 


maintain Its operation as a currency or decentralized 
application. 
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CRYPTOCURRENCY 


A digital asset usually stored on a network that ts 
distributed across a large number of computers. This 
decentralized structure allows them to exist outside the 
control of governments and central authorities. Bitcoin 
became the first decentralized cryptocurrency in 2009. 
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DIGITAL ACCOUNT NUMBER 


Another name for a token. The digital account number 
replaces the PAN in the tokenisation process. 
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DOGECOIN 


Cryptocurrency introduced in 2013 and quickly developed 
its own fun & light online community. It is based on Litecoin 
and has the same technology behind its proof-of-work. 
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EMV 


Stands for Europay, MasterCard and Visa and Is a joint 
effort to ensure the security and global interoperability of 
chip- based payment cards. 
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ETHER [ETH] 


Cryptocurrency of the ethereum network and world's 
second-largest virtual currency by market capitalization. 
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ETHEREUM 


Launched in 2015, open-source, blockchain-based, 
decentralized software platform used for its own 
cryptocurrency. It enables smart contracts and distributed 
applications to be built and run without any downtime, 
fraud, control, or interference from a third party. 


www.cyber-gear.10 


FINMA 


Swiss Financial Market Supervisory Authority, from German 
Eidgenossische Finanzmarktaufsicht. 
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GATEWAY TOKENISATION 


This describes the kind of tokenisation that is currently 
available in the market. The Visa Token Service elevates 
tokenisation to the ecosystem level making online and 
mobile payments more secure in more places. 


www.cyber-gear.10 


GEOFENCING 


Geofencing Is a feature that uses the global positioning 
system (GPS) or radio frequency identification (RFID) or 
Bluetooth of devices to define geographical boundaries — a 
virtual barrier. It is most commonly used to allow an 
administrator to set up triggers so when a device enters or 
exits the boundaries of the geofence a text message or 
email alert Is sent. 
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HCE 


Stands for Host Card Emulation and is a technology that 
allows the presentation of a virtual and exact 
representation of a payment card using only software, 
by storing It in the cloud. 
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ICO 


Initial Coin Offering, fundraising method using 
cryptocurrencies as a means of raising capital for 
early-stage companies. Blockchain-based utility tokens 
without regulation and investor protection. 
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IPO 


Initial Public Offering, traditional fundraising tactic that 
refers to the process of offering shares of a private 
corporation to the public in a new stock issuance. IPOs 
provide companies with an opportunity to obtain capital by 

offering shares through the primary market. 
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ISSUER 


The corporation/company that issues the shares to be 
tokenized. 
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KYC 


Know Your Customer, standard in the investment industry 
that ensures investment advisors know detailed 
information about their clients’ risk tolerance, investment 
knowledge, and financial position. 
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MINING AND STAKING 


Blockchains such as Bitcoin and Ethereum give out tokens 
to remunerate members for providing validation to 
transactions. This process is known as proof-of-work 
(PoW). Computing power of miners enables them to mine 
new blocks and add them to blockchain. The proof-of-stake 
(PoS) blockchains implemented a staking model for 
validators which rewards them for locking a certain number 
of coins in smart contract. 
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MPOS 


Stands for mobile point of sale and is a smartphone, tablet 

or dedicated wireless device that performs the functions of 

a cash register or electronic point of sale terminal which ts 
not hardwired. 
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NFT 


Non-fungible token, token that we can use to represent 
ownership of unique items (unique properties). They let us 
tokenize things like art, collectibles, even real estate. 
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NFC 


Stands for near field communication and Is a set of 
technologies that enables smartphones or other devices to 
establish a radio communication with each other or 
another device by bringing them into proximity with 
each other. 
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PRIMARY ACCOUNT NUMBER 
[PAN] 


Primary account number (PAN) also referred to as the 
payment card number is the 16 digit number on a payment 
card. 
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PROXIMITY PAYMENTS 


A payment made at a point of sale (POS) terminal, typically 
by a payment card or mobile phone. 
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REMOTE PAYMENTS 


Payment from a remote location such as one made over the 
phone or internet or via a mobile device. 
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RIPPLE 


Technology released in 2012 that acts as both a 
cryptocurrency and a digital payment network for financial 
transactions. The coin for the cryptocurrency Is premined 
and labeled XRP. Third-largest cryptocurrency by market 
cap, following Bitcoin and Ethereum. 
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SECURITY 


Fungible and tradable financial instrument used to raise 
capital in public and private markets. There are primarily 
three types of securities: equity—which provides ownership 
rights to holders; debt—essentially loans repaid with 
periodic payments; and hybrids—which combine aspects of 
debt and equity. 
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SECURE ELEMENT 


A dedicated tamper-resistant platform such as a chip 
capable of securely hosting applications and their 
confidential and cryptographic data in accordance with 
the rules and security requirements set forth by EMV. 
The secure element resides in the handset and holds the 
payment data. 
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SECURITY TOKENS 


Security tokens are similar to digital securities and 
tokenized securities, the only difference is that security 
tokens are the asset itself rather than the representation of 
the asset. They are digital representations of ownership of 
an asset and run natively on blockchain/DLT. They are 
essentially digital, liquid contracts for fractions of any asset 
that already has value, like real estate, a car, or corporate 
stock. 
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SHARE 


Unit of equity ownership interest in a corporation that exists 
as a financial asset providing for an equal distribution in 
any residual profits, if any are declared, in the form of 
dividends. Shareholders may also enjoy capital gains if ihe 

value of the company rises. Qe 
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STABLECOINS 


Stable coins are a type of digital assets issued on 
blockchain that are designed to be less volatile than 
cryptocurrencies such as Bitcoin or Ethereum. They 

maintain a stable value relative to national currencies or 
other reference assets by being fully backed by those 
assets. They are commonly to instantly settle payments 
while eliminating any kind of risk arising from volatile price 
fluctuations. 
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STAKING 


Staking happens when a user decides to lock or hold their 
funds in a crypto wallet to participate in maintaining the 
operations of a proof-of-stake (PoS) based blockchain 
system. The reward of staking comes from helping the 
network achieve consensus. It is to some extent 
comparable to mining on a Proof-of-Work (PoW) platform. 


www.cyber-gear.10 


SMART CONTRACTS 


Smart contracts are a set of predetermined algorithmic 
rules that are designed to automatically execute tasks when 
these conditions are met. They are used in decentralized 
networks to perform actions between participants without 
relying on intermediaries. In blockchain, smart contracts are 
represented by so called tokens that run on the network. 
Create smart contracts In just a few minutes. 
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STO 


Security Token Offering, combines the efficiency of 
blockchain technology, with the legal protections found in 
Standard securities offerings. This form of fundraising 
creates a safer investment climate for potential investors. 
This process is accessible to MPEs and unlisted 
companies. 
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TOKEN 


Digital unit designed with utility in mind, providing access 
and use of a larger crypto economic system. It does not 
have a store of value on its own, but is made so that 
software can be developed around it. 
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TOKENIZATION 


Process of turning various items into digital assets called 
tokens. Tokens typically operate on blockchains and are 
controlled through smart contracts and algorithms. Many 
different types of assets can be tokenized (real estate, 
pieces of art, percentages of ownership in a company, etc.) 
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TOKENIZATION OF ASSETS 


Tokenization of assets or asset tokenization is the process 

of issuing a digital representation of a real tradeable asset 

on blockchain or DLT, in other words it consists of issuing a 
tokenized security (aka security token). 
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TOKENIZED SECURITIES 


Tokenized securities are end-to-end fully digital securities 
issued on the blockchain or so-called DLT. However, 
tokenized securities are different from traditional digital 
securities that we are familiar with. The latter ongo highly 
complex processes. Tokenized securities use encrypted 
end-to-end communication to automatically conduct 
processes such as payment settlement or defining 
ownership. Therefore, bringing significant improvements to 
securitization overall. 
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TOKEN BURNS 


For preventing inflation, cryptocurrency protocols need to 
burn tokens for a permanent removal of them from 
circulation. With the reduction in the volume of tokens, the 
price gets driven up. 
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TOKEN ALLOCATIONS AND 
VESTING PERIODS 


To ensure credibility on the project, one needs to keep a 
vesting period on the tokens allocated to venture capitalists 
and developers. As the vesting period Keeps the developers’ 

tokens locked for a certain period, investors get relieved 

from the disadvantages of ‘pump and dump’ schemes. 
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UTILITY TOKENS 


Different from security tokens, utility tokens are 
blockchain-based digital representations of rights rather 
than ownership. Utility tokens are promotional tools that 

grant holders special access or promotions for future 
product or service launches. 
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USIM 


USIM Stands for universal subscriber identity module, or 
universal SIM card. They are the next generation of mobile 
phone SIM cards with more power and capabilities than 
other SIM cards. USIM allows e-payment, video calling, 
encryption of calls and data exchanges and other benefits. 
In the case of 
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YIELDS 


It allows cryptocurrency holders to earn additional tokens. 
One can lend their funds to anyone in need of a loan 
through smart contracts, earn interest and principal in the 
form of tokens. Yield farming enables pools of yields in 

decentralised exchanges (DEXs). 
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ABI 


ABI is an acronym for Application Binary Interface, and It Is 
an interface between two binary program modules at the 
level of machine code, not source code. Blocknative can 

monitor smart contract ABIs in real-time. 
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AIRDROP 


To send someone free crypto things such as 
NFTs or tokens. 
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ALPHA 


This is another term for "Insider information.” 
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ALTCOIN 


Initially used to refer to any cryptocurrency that wasn't 
Bitcoin, altcoin may now refer to any new cryptocurrency 
with a relatively small market cap. 
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ALTS 


Short for altcoins. 
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AMA 


Short for “Ask me Anything”. Popular in web3 communities. 
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ANON 


Short for "Anonymous". Unkown person. 
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API 


API is an acronym for Application Programming Interface 
which is an interface between computers or programs that 
allows information to pass between them. 

All of Blocknative's mempool monitoring functionality is 
available via APIs. 
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APE IN 


To invest a lot of money into a new cryptocurrency or NFT 
project without doing the proper research first. It comes 
from the "apes together strong” meme. 
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APE 


Someone who invests heavily into a cryptocurrency or 
stock, or the act of doing so. This is sometimes a reaction 
to hype and FOMO, or done without much knowledge of the 
asset. It should be noted, though, that this is generally a 
self-assigned term and does not carry a negative 
connotation. Is it a Planet of the Apes reference? Maybe a 
reference to the sheer physical strength of apes? The 
Origins are a bit blurry, but one thing is certain — apes 
together strong. 
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ARBITRUM 


Arbitrum is an Ethereum layer 2 scaling solution that 
reduces fees and network congestion by computing 
transactions outside of the Ethereum Mainnet. Arbitrum’s 
rollups use multi-round fraud proofs to verify contracts 
were executed correctly. Blocknative currently does not 
support the Arbitrum L2 blockchain. 
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ARCHIVAL NODES 


An archival node Is a full node in the blockchain that keeps 
a complete history of transactions and address state 
changes since the genesis block. Blocknative enables users 
to see archival mempool information on public blockchain 
networks. 
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ATH- ALL TIME HIGH 


The highest price an asset has ever had. 
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ATL- ALL TIME LOW 


The lowest price an asset has ever had. 
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AUGMENTED REALITY {AR} 


A technology that combines elements of virtual reality (VR) 
with physical reality. In its current form, AR can be 
facilitated by devices worn over the eyes — such as glasses 
or goggles — or by a smartphone or computer screen. 
Pokemon Go is one common example of AR, because it 
blends virtual information with one's physical environment. 
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AVATAR 


An avatar is a digital rendering of a human being or other 
entity in VR, a video game, the internet or another virtual 
Space. 
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BASE FEE 


The base fee is an algorithmically determined fee that users 
on the Ethereum blockchain must pay to complete a 
transaction. 


www.cyber-gear.10 


BEAR MARKET 


A prolonged period of decline in a financial market. 
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BEARISH 


Similar to a bear market, this refers to holding a pessimistic 
view of a market or asset's value. If you are bearish on a 
certain cryptocurrency, you believe its value will decrease 
over time. Those who are bearish may be referred toʻas 
bears, sometimes purposely misspelled as beras. 
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BEARISH ~ 


The belief that a project is going to lose value over time. 


BITCOIN 


Created in 2009 by the pseudonymous Satoshi Nakamoto, 
Bitcoin is the world's largest cryptocurrency by market 
capitalization, though it's gone through several cycles of 
booms and busts since its inception. 


BLOCK 


A batch of transactions written to the blockchain. Every 
block contains information about the previous block, thus, 
chaining them together. 
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BLOCK EXPLORER 


A tool for browsing information on a blockchain, such as 
transactions, wallet addresses, market caps, and hash 
rates. 
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BLOCK GAS ESTIMATOR FEED 


The Block Gas Estimator Feed estimates gas prices for the 
next block based upon the in-flight transactions that are 
currently in the mempool (pre-chain transactions). 
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BLOCKCHAIN 


A blockchain Is a distributed database shared across a large 
number of computers comprising a computer network. 
Information Is stored and verified on these shared 
databases In a cryptographically secure way, by Keeping 
data in groups known as blocks that are connected by 
chains of data. This structure chains data together 
irreversibly in chronological order and in a decentralized 
manner, leading some to see It as a more secure and open 
option for information storage and exchange. 
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BLOCKCHAIN ETF 


Exchange-traded funds invest in a specific bundle of 
specific stocks. Therefore, a blockchain ETF invests ina 
specific bundle of exclusively blockchain-based 
companies. 
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BLOCK HEADER 


A block header is used to Identify individual blocks ina 
blockchain. Each contains three sets of block metadata 
along with other individual components. 
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BLOCK HEIGHT 


Block height is the number of confirmed blocks preceding a 
particular block in the blockchain. It's representative of the 
blockchain's current size or time in existence. 
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BLUE CHIP 


High value NFT projects. 
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BOT 


Automated software that performs specific actions like: 
purchase NFTs, answer questions or share random memes. 
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BID 


Short for “Buy the Dip”. It means to purchase an asset after 
the price has dropped. 
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BULLETPROOFS 


Bulletproofs are short, non-interactive zero-knowledge 

proofs that require no trusted setup. Bulletproofs can be 

used to convince a verifier that an encrypted plaintext Is 
well-formed. 
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BULLISH 


The belief that a project is going to gain value over time. 
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BRIDGE 


A protocol allowing separate blockchains to interact with 
one another, enabling the transfer of data, tokens, and other 
information between systems. 
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BUIDL A 


Meaning “build,” a common intentional misspelling used in 
crypto circles in reference to the term HODL. 


BULL MARKET 


A period where market prices are rising. 
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BULLISH 


Similar to a bull market, this refers to holding an optimistic 
view that a market or asset will rise in price. If you are 
bullish on Bitcoin, you believe that tts value will continue to 
rise over time. 
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BURN 


The process of removing tokens from a cryptocurrency's 
circulating supply, usually done by sending them to an 
inaccessible wallet address. Other digital assets, such as 
NF Ts, can also be burned via the same process. 
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CENTRALIZED 


A hierarchical structure in which authority and control are 
concentrated within a small group of decision makers. 
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CENTRALIZED SYSTEM 


This is a system that Is controlled and organized according 
to a rigid hierarchical structure. In such a system, power 
and decision-making authority is concentrated in the hands 
of a relatively small number of individuals at the top of the 
hierarchy. Corporations, for example, are centralized 
systems. 
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CEX- CENTRALIZED EXCHANGE 


Acryptocurrency exchange managed by a centralized 
business or entity. 
i.e. Coinbase, Gemini, Krakentt 
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CEFI- CENTRALIZED FINANCE 


Centralized businesses that participate in crypto. 
|.e. BlockFi, DCG, Grayscale 
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COIN 


A cryptocurrency built on its own native blockchain, 
intended to be used as a store of value and medium of 
exchange within that ecosystem. 
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COLLATERAL 


Any asset accepted as security for a loan, such as a 
physical asset like real estate, or a digital asset like an NFT. 
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COLD WALLET 


An offline device used to store cryptocurrencies. Cold — 
wallets can be hardware devices or simply sheets of paper 
containing a user's private Keys. Because cold wallets are 

not connected to the internet, they are generally a safer 
method of storing cryptocurrencies. 


CONSENSUS 


The state of agreement amongst the nodes on a 
blockchain. Reaching consensus Is necessary for new 
transactions to be verified and new blocks to be added to 
the blockchain. 
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CONSENSUS MECHANISM 


A consensus mechanism Is used in computer and 
blockchain systems to validate single data or single states 


of a distributed computer network. It encompasses any 
methodology that is used to achieve agreement, trust and 
security across a decentralized computer network. The two 
most common in the crypto world right now are proof of 
work and proof of stake. 


CROSS-CHAIN 


The ability to transfer assets or data between different 
blockchain networks or protocols, enabling interoperability 
and expanding the capabilities of decentralized 
applications. 
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CROSS-CHAIN BRIDGE 


A protocol or mechanism that enables the transfer of assets 
between different blockchain networks, facilitating 
interoperability and asset portability. 
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CROSS-CHAIN COMMUNICATION 


Protocols and technologies that facilitate communication 
and information exchange between different blockchain 
networks, enabling interoperability and cross-chain 
transactions. 
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CRYPTOCURRENCY 


Cryptocurrencies are a form of digital currency that is 
secured via cryptography, most typically through 
decentralized networks on blockchain technology. 
That means that it's distributed across a large number of 
computers outside of any central authority control. 
Cryptocurrency Is often lauded for its decentralization, as It 
makes it impossible to counterfeit or double-spend 
transactions and has faster and cheaper money transfers. 
However, it has so far come with extreme price volatility, 
high energy consumption and use for criminal activities. 
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CRYPTOGRAPHY 


A word derived from the Greek ‘kryptos' meaning 
‘hidden’ — this is the process of using mathematics to 
encode and protect sensitive information from malicious 
actors. 
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CRYPTOGRAPHIC HASHING/ 
HASH FUNCTION 


It is a process of mapping data of arbitrary size to a 
fixed-size value using a hash function. 


A hash function Is a deterministic mathematical one-way 
function. Some examples of commonly used hash 
functions are RipeMD and SHA. 


The hashing operation produces a consistent result, and Is 
easy to perform but is difficult to reverse. 
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CRYPTO WALLET 


A software or system that enables the storage of your 
Public keys and your Private keys. These keys allow you 
to send, receive and monitor your assets on the 
blockchain. 


Public key is different than the Wallet Address. 


Never share your Private keys, seed phrase or password 
of your wallet with anyone. 
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CRYPTO WINTER 
~~ o o 


A crypto winter is a period of steep decline within the 
cryptocurrency market, resulting in the loss of huge sums 
of money for some investors. 


DAO 


A Decentralized Autonomous Organization, colloquially 
referred to as a ‘DAO,’ Is an organization that is controlled 
by its members and not subject to the authority of any 
single individual or entity. Unlike a traditional corporation or 
government, they are completely free of hierarchical, 
top-down structures. Its codes of conduct are recorded on 
a blockchain to ensure transparency and decentralization. 
Participation in a DAO Is usually accessed through the 
acquisition of a digital token. 


www.cyber-gear.10 


€ e O> O O> © 


3 & a | 


x) © © ® e 


DAO- DECENTRALIZED 
AUTONOMOUS ORGANIZATION 


An organization based on open-source code and governed 
by its users. DAOs typically focus on a specific project or 
mission and trade the traditional hierarchical systems of 

legacy corporations for guidelines written on the 
blockchain. 


www.cyber-gear.10 


DATA 


In the context of the internet, data refers to a user's 
personal information, such as name, age, location, interests, 
browsing history, device usage, purchasing habits, etc. 
Web3 aims to protect this personal data and give ownership 
of it back to the user. 
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DAPP 


A decentralized application, colloquially called a dapp, Is an 
application constructed on the blockchain. Dapps function 
autonomously, according to the stipulations in smart 
contracts. Like any other application on your phone, dapps 
come with a user interface and are designed to provide 
some kind of practical utility. 
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DD- DUE DILIGENCE 


The process of conducting your own research on a 
cryptocurrency, stock, or other asset before investing. 
Doing your own DD Is essential, as opposed to making an 
investment based on what someone else says or does. 
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DECENTRALIZED 


A system that operates without the control of a central 
figure or authority, and replaces it with a distributed 
peer-to-peer network. 
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DECENTRALIZED NETWORK 


It is anetwork of computers (nodes) that is not owned and 
controlled by a single entity/ organization. 


A blockchain Is maintained by a peer-to-peer decentralized 
network. 
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DEGEN 


Initially short for “degenerate gambler.” While this still refers 
to individuals involved with risky bets, degen may also refer 
more broadly to anyone involved in crypto and financial 
spaces. Like with “ape,” this is generally a self-assigned 
term and does not carry a negative connotation. Degens are 
a proud people who enjoy ridiculous call options on GME, 
buying the dip before paying their rent, and occasionally 
aping into shitcoins. 
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DEX- DECENTRALIZED - 


A peer-to-peer cryptocurrency exchange built on the 
blockchain. A DEX ts run by its users and smart contracts 
instead of an intermediary figure or centralized institution. 

i.e. Uniswap, linch, Sushiswap 


DECENTRALIZED 


Power Is spread across many people or computers instead 
of a through a single person. 
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DECENTRALIZED APPLICATIONS 
(DAPPS) 


dApps are digital applications that operate on a blockchain 
network of computers rather than on one computer alone. 
Examples of dApps are BitTorrent, Tor and more that allow 
for participants to consume, feed and seed content, or do all 
at the same time. Their decentralized nature makes them 
free from the control of a single authority, thereby 
increasing user privacy and offering flexible development. 
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DEFI 


Short for "decentralized finance.” Banking but without the 
fees/approvals for transactions and loans. You can lend, 
trade, and borrow crypto through public code that 
automatically stores/verifies transactions. 
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DEGEN 


Short of “degenerate”. People who made risky bets on the 
NFT space without due diligence. (Seeing today as a badge 
of pride) 
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DECENTRALIZED AUTONOMOUS 
ORGANIZATIONS (DAOS) 


Simply put, a DAO Is an organization built with blockchain 
technology, though they've been described as “crypto 
co-ops,” “financial flash mobs" and “group chats with a 
bank account.” Essentially, it's an organization that forms 
with a specific end goal, most commonly to make big 
investments or purchases. Because of the involvement of 
blockchain technology, members of a DAO use crypto 
tokens to manage member rights, a common treasury and 
voting on certain decisions within the group. All of the 
important decisions from the group will appear on a 
permanent blockchain ledger shared by all members, 
making DAOs more democratic than traditional non-crypto 
organizations. 
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DECENTRALIZED FINANC 
(DEFI) “a 


Decentralized finance, or DeFi, is an evolving realm of the 
crypto world that aims to use blockchain: technology to 
replace traditional intermediaries and trust or permission — 
mechanisms with an internet-native financial system — 
essentially a crypto Wild West version of Wall Street. It's 
been valued at around $77 billion, with trading activity 
that's grown by over 550% in the last year. Overall, DeFi is 
still a very much emerging part of the crypto world, and it 
remains largely unregulated at this point. 
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DIAMOND HANDS 


A term implying that you are extremely bullish on a certain 
asset, and have no plans to sell regardless of market 
volatility, FUD, or extreme drops in price. Someone who 
holds onto a cryptocurrency or stock as It drops 40% in a 
day Is said to have diamond hands. 
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DIFFICULTY 


The level of computing power needed to verify transactions 
and mine blocks on a proof-of-work blockchain. 
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DIFFICULTY BOMB 


The process of increasing the difficulty of a proof-of-work 
blockchain in order to motivate the transition to another 
consensus algorithm (such as proof-of-stake in the case of 
Ethereum). 
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DIGITAL TWIN 


This is a virtual rendering of a physical object. 

But a digital twin is more than a mere three-dimensional 
simulacrum — they're designed, ideally, to be as dynamic 
and environment-dependent as the objects they're 
imitating. For example, let's say a team of engineers Is 
making structural improvements to a bridge. They could 
design a simulation of that bridge, a simple 3D model, 
which would allow them to make basic measurements and 
study the overall structure. But that simulation wouldn't be 
able to tell them much about how the wind, the traffic or 
any other number of more subtle environmental factors 
have been impacting the integrity of the bridge. To study 
those processes, they might distribute sensors over the 
bridge in order to create a digital twin. This would allow the 
team to create a much more informative model. 
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DISTRIBUTED LEDGER 
TECHNOLOGY 


Another term for blockchain technology, distributed ledger 
technology describes a method for securely and accurately 
Storing information using cryptography. 
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DYOR- DO YOUR OWN RESEARCH 


Similar to DD, this phrase Is used to remind people to 
conduct their own investigation into an asset before 
Investing In It. 


www.cyber-gear.10 


EIP- ETHEREUM IMPROVEMENT 
PROPOSAL 


A standard format for presenting a new feature or process 
to the Ethereum community. 
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EOS 


EOS Is a blockchain-based platform launched in 2018 that 
allows for the development of dApps. Specifically, it has 
capabilities to support authentication, permissioning, data 
hosting, usage management and communication between 
dApps built on its platform and the internet. EOS also has 
its own cryptocurrency, the EOS token. Ethereum is its main 
competitor. 
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ERC- ETHEREUM REQUEST FOR 
COMMENTS 


The standard smart contract outline on which 
Ethereum-based smart contracts are built: 
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ERC-20 


The Ethereum token standard, providing a standardized 
smart contract structure for fungible tokens. 
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ERC-721 


An Ethereum token standard that allows for the formation 
of unique tokens, otherwise known as NFTs, or 
non-fungible tokens. Unlike the ERC-20 standard, ERC-721 
tokens have specific properties that allow each to be 
uniquely identified and valued independently of one 
another. 
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ERC-1155 


An Ethereum token standard which allows for fungible, 
non-fungible, and semi-fungible tokens to be managed by a 
single smart contract simultaneously. These are commonly 

used In gaming and collectible trading to reduce the 
number of necessary transactions. 
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ETHEREUM 


Known best for its cryptocurrency ETH, Ethereum is a 
ockchain-based platform that allows for public creation 
and maintenance of secure digital ledgers. Its — 
cryptocurrency is the second largest in the world by market 
capitalization, only behind that of Bitcoin. While known for 
its cryptocurrency, Ethereum is notably different from 
Bitcoin in its long-term goals of using blockchain 
technology for a diverse range of applications. Notably, 
both Bitcoin and Ethereum operate on proof of work 
protocols, but Ethereum Is working to transition to a proof 
of stake protocol. 


ETHEREUM 2.0 (OR "ETH2"}) 


The upgraded Ethereum blockchain that was created after 
the platform switched from a a Proof-of-Work to a 
Proof-of-Stake consensus mechanism — a transition that 
was known as “the Merge” — in September 2022. 
According to Ethereum, the term Eth2 “is being phased out 
in favor of more precise terminology” — namely 
“consensus layer.” 
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EVM (ETHEREUM VIRTUAL 
MACHINE] 


A runtime environment that executes smart contracts on 
the Ethereum blockchain. It provides a sandboxed 
environment for secure code execution. 
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EXTENDED REALITY 


Also commonly referred to as ‘XR,’ extended reality is a 
category of multiple technologies — including VR, AR and 
mixed reality (MR) — which, in various ways, blend virtual 

worlds with physical reality. 
i.e. Matic, Dal 
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FEW 


Short for “Few understand”. A rallying cry that crypto folks 
are still early in this space and will make a lot of money 
when mass adoption comes. 
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FIAT 


A currency established as legal tender, often backed and 
regulated by a government, such as the US Dollar. 
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FIAT MONEY 


Not to be confused with the car brand, fiat money is a term 

used to refer to any kind of currency that has been declared 

legal tender by a government body. (The declaration itself is 

often called a fiat.) Fiat money isn't backed by any 

intrinsically valuable commodity, such as precious metals 
like gold and silver. Instead, the value of fiat money Is 
determined by the fluctuations of supply and demand. 

Paper money, like the US dollar, is flat money. 
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FLIPPENING 


A reference to the possible event of Ethereum becoming 
more valuable than Bitcoin, in terms of market cap. 
DISCLAIMER: Please do not mention the flippening to 
Bitcoin maxis. They will not think it is funny, and they will 
proceed to explain why Ethereum Is a shitcoin. 
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FLOOR PRICE 


“Floor price” refers to the lowest price for which a product 
or service can sell at an auction. This is acommon phrase 
to encounter on NFT auction platforms, such as OpenSea: 
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FOMO-FEAR OF MISSING OUT 


A feeling of anxiety, stemming from missing out on an 
opportunity. In investing, this usually coincides with 
investors buying an asset after it has already seen a 

considerable increase in price, hoping to get in and out 

before a pullback occurs. This is Known as “FOMOing in” or 
"aping in.” 
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FORK 


A change to a blockchain's protocol. When these changes 

are minor, this results in a soft fork. When the changes are 

more fundamental, this may result in a hard fork, leading to 
the formation of a separate chain with different rules. 
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FRACTIONALIZE 


The process of locking an NFT into a smart contract, and = 
then dividing it into smaller parts which are issued as 
fungible tokens. This lowers the price of ownership and 
allows artwork and other digital assets to be owned by a 
community. 


FUD- FEAR, UNCERTAINTY, 
AND DOUBT 


News around an asset that seems negative, but turns out to 
be false or blown out of proportion. 
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FUNGIBILITY 


A term used in economics to refer to a commodity that is 
precisely equal in value and therefore exchangeable with 
other identical versions of that same commodity. A $1 bill, 
for example, is fungible, because it can be exchanged for 
any other $1 bill — they have the same value and therefore, 
for all intents and purposes, are identical. 
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= FUNGIBLE ASSET VS. — 
NON-FUNGIBLE ASSET 


A Fungible asset is an asset that can be exchanged 
other assets of its type. For example, a penny can be ex- 
changed with any other penny. Both pennies do not have 
any differentiating features. 


A Non-fungible asset Is an asset that holds a unique value 
and it cannot be exchanged to be replaced by another 
asset. For example, the original Mona Lisa painting cannot 
be equated to and replaced by a printed-out copy of the 


same. 


FREN(S] A 


Intentional misspelling of the word friend(s) used in 
web3 circles. 


FULL NODE 


A blockchain node which stores the blockchain's complete 
history, as well as verifies and relays transactions. 


www.cyber-gear.10 


FUNGIBLE 


Interchangeable; exchangeable with something else of the 
same kind. 
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GAS 


A fee paid by a user to conduct a transaction or execute a 
smart contract on the Ethereum blockchain. This fee is 
dependent upon the transaction’s complexity as well as the 
current demand on the network. 
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GAS LIMIT 


The maximum price a customer is willing to spend in order 
to execute a transaction or engage with a smart contract 
using the Ethereum blockchain. 
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GASLESS TRANSACTIONS 


A mechanism that allows users to execute transactions on 
the blockchain without the need to hold the native 
cryptocurrency, eliminating the need for upfront gas fees. 
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GENESIS BLOCK 


The very first block of a blockchain network. 
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GM/GN 


Short for good morning/ good night. The acronym is widely 
used as a greeting In web3 communities, as members are 
often scattered around the globe and in different timezones. 
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GMI 


Short for “gonna make it.” This term is frequently thrown 
around on Twitter to voice support for a project or person. 


www.cyber-gear.10 


GWEI 


A denomination of ether used as the unit of measure for 
Ethereum gas prices. 10^9 gwel = 1 ether. 
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GOERLI 


Goerli is a cross-client, community-based, proof-of- 
authority (PoA) Ethereum testnet where Web3 developers 
can test smart contracts in a sandbox. Blocknative's suite 

of Ethereum testnet developer tools and APIs support 
tracking Gorli transaction status changes, decode smart 
contracts, and replace and trace transactions. 
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GOVERNANCE TOKEN ~ 


A token that grants holders the right to participate in the 
governance and decision-making processes of a 
decentralized organization or protocol. 


HARD FORK 


A fundamental change to a blockchain that ts not 
compatible with the existing protocol, requiring the 
formation of a new chain. 

i.e. Bitcoin vs. Bitcoin Cash, Ethereum vs. Ethereum Classic 
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HASHING 


The process of taking an input of any size and producing a 
corresponding fingerprint of a fixed-length. Hashing allows 
a set of data to be secured, stored, and recalled using a 
unique identifier code. This is the backbone of blockchain 
technology, allowing data and transactions to be verified 
and stored in a secure manner. 
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HASH RATE 


Also referred to as hash power, this is the rate at which a 
computer can generate guesses to a cryptographic puzzle. 
Hash rate can also refer to the overall power being used by 

the entire network on a proof of work blockchain. 
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HFSP- HAVE FUN STAYING POOR 


A phrase commonly aimed at individuals who do not own 
any cryptocurrencies, or don't believe in the value of a 
certain asset. 


“Did you buy some ETH yet?” 


“No, crypto Is a ponzi-scheme that will crash any day now.” 
“LOL okay HFSP” 
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HODL 


An expression meaning “hold” and frequently taken to be an 
acronym for Hold On for Dear Life. This term actually began 
its life as a typo on an old forum, Bitcointalk.org, where user 
GameKyuuby explained that he was “HODLING" his bitcoin 
as the price dropped. The misspelling quickly caught on and 
Is still used today. 
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HOLDING THE BAG 


This is the unfortunate position you find yourself in whet 
asset you own quickly drops in value but you do not sell. 
You are thus left holding a bag of worthless coins or stocks. 
Those who end up in this position are referred to, 
unsurprisingly, as bagholders. 


“I'm not holding the bag. l'm HODLING. The bull market 
isn't over.” 


HOSTEDCUSTODY =» 


Refers assets held at a marketplace or coin exchange. 


HARD FORK 


A hard fork is an overhaul of a network's protocol that can 
validate previously invalid blocks and transactions in a 
blockchain, or vice versa. Notable examples have occurred 
with Bitcoin to create Bitcoin Cash and Bitcoin SV, for 
instance. For a hard fork to succeed, all nodes must 
upgrade and agree on the new version. 
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HASH 


A hash is a function that solves for a blockchain 
computation by converting an input of arbitrary length into 
an encrypted output of a fixed length. Hash functions are 
one-way, making it impossible to reverse-engineer the input 
from the output. They are considered a backbone of the 
blockchain network as their fixed length makes It 
impossible to guess and crack the blockchain. 
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HASHGRAPH CONSENSUS 
MECHANISM 


The hashgraph consensus mechanism is based on the use 
of information about information, called “gossip,” and 
virtual voting to create consensus in verifying new blocks. 
The crypto community has yet to widely adopt tt. 
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HFSP 


Have fun staying poor”. A phrase aimed at individuals who 
do not own any web3 assets and don't believe in their value. 
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HYPERLEDGER FABRIC 


Launched by Linux in 2015, Hyperledger Fabric is an 
Open-source enterprise-grade private permissioned 
blockchain. It was designed by IBM for industrial enterprise 
use and has features for faster transactions, smart contract 
technology and streamlined data sharing, in particular. 
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HYPERLEDGER IROHA 


Hyperledger Iroha is a platform of business blockchain 
frameworks intended to support infrastructure projects that 
require blockchain technology. Notably, its capabilities 
include the potential to build an identity management 
system, as well as software apps that can help unbanked 
people have access to financial services. 
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ICO- INITIAL COIN OFFERING 


The selling of tokens to the public in order to raise capital 
for a crypto-based project . ICOs are a crowdfunding 
approach, similar to a traditional company’s IPO. 
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IEO- INITIAL EXCHANGE 
OFFERING 


Similar to an initial coin offering, or ICO, an initial exchange 
offering is a method of selling tokens to raise capital, but 
with increased regulation. Unlike an ICO, which sells new 

tokens directly to the public, an IEO is managed by an 
existing cryptocurrency exchange. By working with a known 
and trusted exchange, IEOs seek to make the ICO process 
more secure. 
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IMMUTABLE LEDGER 


A ledger or database that cannot be modified or tampered 
with once data has been recorded, providing a permanent 
and auditable record of transactions. 
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INTEROPERABILITY 


In web3-speak, refers to the ability of multiple blockchains 
to cooperate and exchange information with one another, 
enabling virtual assets (such as non-fungible tokens 
[NFTs]), avatars and other pieces of code to move 
seamlessly from one platform to another. 


IPFS (INTERPLANETARY FILE 
SYSTEM.) 


Is a decentralized, distributed, peer-to-peer file-sharing 
network. Modeled on BitTorrent, a peer-to-peer file sharing 
network popular with gamers, it uses content-based rout- 

ing instead of URLs to locate a Web resource. 
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IRL 


Shorthand for ‘in real life,’ IRL is an acronym commonly 
used in the web3 space to describe a person, place, thing or 
event in physical — as opposed to virtual — reality. 
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JIT ARBITRAGE 


Standing for “Just in Time” Arbitrage, JIT arbitrage occurs 
when a searcher sees a large swap in the mempool and 
then sandwiches the trade with liquidity in the underlying 
pool. In practice, this can look like approving DAI, 
depositing liquidity, swapping a large amount, and then 
removing the liquidity afterward. 
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KECCAK-256 


It is a cryptographic hash function used in the Ethereum 
blockchain. 


The SHA-3 family of hash functions is a subset of the 
broader cryptographic primitive family Keccak. 
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KEY 


See public key, private key 
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L1- LAYER 1 


This ts the blockchain platform itself, also referred to as the 
base layer, mainchain, or mainnet. 
i.e. Bitcoin, Ethereum, Cardano, Litecoin, Solana, Polkadot 
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Le- LAYER 2 


Protocols, also referred to as solutions, built on top of a 
layer 1 blockchain and commonly used to improve 
scalability, privacy, and add cross-chain communication. 

Unlike sidechains, which use their own consensus 
mechanisms, layer 2 solutions are secured by their 
underlying mainchain. 

i.e. Lightning Network, Optimism, Arbitrum 
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LAMBO 


Short for Lamborghini. The ability to purchase Lambo Is a 
goalpost for success, used in a myriad of phrases in the 
crypto and degen spaces. For instance “wen Lambo?” 
roughly translates to “I just purchased $43 worth of 
Dogecoin. When will the value of said investment increase 
enough to enable the purchase of a Lamborghini?” 
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LIGHT NODE 


A blockchain node that downloads just enough data from 
the blockchain in order to process and verify transactions. 
Unlike full or master nodes, light nodes do not store a 
blockchain's complete history. 
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LIQUIDITY 


A measure of how easily an asset can be bought, sold, or 
traded in a given market or on an exchange. 
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LIQUIDITY POOL 


A collection of user-provided funds locked into a smart 
contract to facilitate trading on a DeFi platform. On 
decentralized exchanges and lending protocols liquidity 
must be provided by the users, as there is no central bank 
or figure to do so. 


LFG 


Short for "let's f**king go. An encouragement used in 
web3 circles. 
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MAINNET 


Short for main network, this is a main layer 1 blockchain, as 
opposed to a testnet or layer 2 solution. 
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MARKET CAP 


The total value of an asset based on its current market 
price. A cryptocurrency's market cap Is found by multiplying 
the price of a single coin by its circulating supply. 
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MASTER NODE 


A blockchain node that verifies and relays transactions, 
Stores the blockchain's complete history, and may 
participate in voting, governance of the blockchain, and 
other special operations. Master nodes generally operate on 
a collateral based system, similar to a Proof-of-Stake 
protocol. 
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MAXI 


Is an individual who believes that his particular crypto is the 
only one to invest in. 
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META 


Facebook Inc changed its name to Meta (officially Meta 
Platforms Inc) as part of the company's pivot toward the 
metaverse. There are many who mistakenly believe that the 
metaverse Is a technology owned by Meta. 
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METAMASK 


MetaMask Is a software built for the Ethereum blockchain 
that functions as a crypto wallet. 
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METAVERSE 


A theoretical or emergent networked online space with 
digitally persistent environments that people inhabit, as 
avatars, for synchronous interactions and experiences, 
accessing the shared virtual space through virtual reality, 
augmented reality, game consoles, mobile devices, 
or conventional computers. 
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MEATSPACE 


Meatspace refers to the physical world, ie the tangible 
counterpart to the virtual world of the metaverse. It may not 
be the most elegant of terms, but it's been catching on 
among tech circles. 
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MINING 


In a Proof of Work system, this is the process of verifying 
transactions, organizing them into blocks, and then adding 
blocks to the blockchain. Participants who perform this 
process are called miners. 
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MINTING A 


The process of validating information, such as domain 
ownership, and registering that onto the blockchain. 


MIXED REALITY OR MR 


Mixed reality, or MR, is a technology that, like AR, blends 
virtual and physical components. Unlike AR, however, MR 
allows the user to interact with virtual elements in more or 

less the same way that they would in the real world. 
Looking through an MR headset at your real, actual dining 
room table, for example, you might see a virtual potted 
plant sitting on top of it, which you can then pick up and put 
down, just as you could with a physical, tangible 
houseplant. 
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MOON / TO THE MOON! 


This phrase implies that the value of an asset will go so 
high that it will reach the literal moon. This is used by shills, 
bulls, and during a bull market, essentially everyone. 
Another form of this Is “wen moon?” This Is used to express 
one's Impatience with an asset which Is not increasing In 
value as quickly as they had hoped. 
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MOONBOY 


A term for social media “financial experts” and YouTubers 
who are overly optimistic and constantly explaining how a 
given asset Is “about to go to the moon!” 
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NFT 


A non-fungible token, or NFT, is a collection of data stored 
on a blockchain that is non-interchangeable — in other 
words, it can't be replicated into multiple copies of equal 
value in the same way that, say, US quarters can be 
replicated and exchanged with one another. 
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NFT DOMAINS 


Domain names minted on the blockchain which allow 
people to govern their own data, set their Web3 username, 
take control of their digital worlds, and harness the power of 
the internet. 
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NGMI 


Short for “not gonna make tt.” This is used to imply that a 
certain project or asset has a low chance of becoming 
valuable. This can also be directed at an individual, usually 
someone who had made a poor trade or investment. 
“Everyone who sold their ETH during that dip ngmi:” 
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NLU (NATURAL LANGUAGE 
UNDERSTANDING) 


Is an application of Artificial Intelligence to discern a user's 
intention given a spoken utterance. 
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NO-COINER 


No-coiner Is a word used to describe someone who 
does not own any cryptocurrencies or Is inexperienced 
with cryptocurrency in general. 
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NODE 


Any device connected to a blockchain network. Different 
nodes have varying levels of responsibility, and may help 
validate transactions, store the blockchain's history, relay 
data, and perform other functions. Because blockchains are 
distributed peer-to-peer networks, nodes come together to 
create the network's infrastructure. 
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NON-FUNGIBLE 


Unique; not interchangeable. 
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NONCE 


An abbreviation for “number used only once,” a nonce is the 
first number a blockchain miner needs to find before it can 
solve for a block in the blockchain. They are notoriously 
difficult to find and miners are rewarded with 
cryptocurrency after identifying them. Examples of nonces 
outside of crypto include two-factor authentication, 
purchase authentication and other form of account 
recovery and identification. 
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easiest to understand this concept by breaking | 

in two parts. “Nonfungible” describes something that is not 
easy to exchange or mix with other similar goods or asse 

per the Cambridge Dictionary. Meanwhile, a “token” isa 

thing serving as a visible or tangible representation of a 
fact, quality or feeling, according to Oxford Languages. By 

those definitions, a nonfungible token Is a visible or tangible 

representation of something that cannot be easily 
exchanged for something similar. And that's actually kind of 
how NFTs really work. 
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nat can't be replicated Unlike cryptoc Ure A whicl 
fungible tokens, NFTs can't be traded or exchanged at 


equivalency. They're most commonly represented 
by artwork or real estate at present, but they have the 
potential to represent any real-world asset that would 
benefit from a more efficient buying, selling and trading 
process (with a reduced probability of fraud for identities, 
property rights and more). 


o 8 6 6 kd 
> e > Ọ> © œœ 


E a ee es) 


OFF-CHAIN TRANSACTIONS 


Off-chain transactions do not take place on a blockchain 
network, but they can subsequently be incorporated into a 
blockchain. The parties to off-chain transactions must 
consent to use an intermediary third-party to validate the 
transaction. (Note: “Off-chain” can also refer to data that 
exists separately from the blockchain.) 
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ON-CHAIN TRANSACTIONS 


On-chain transactions are executed, verified and recorded 
on a blockchain network. Once completed, the record of 
these transactions Is viewable for all members of the 
associated blockchain network. (Note: “On-chain" can also 
refer to data that exists on the blockchain.} 
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ORACLE 


A service supplying smart contracts with data from the 
outside world. Smart contracts are unable to access data 
that exists off-chain, so they rely on oracles to retrieve, 
verify, and provide external information. 

i.e. Chainlink, Band Protocol 
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P2P- PEER-TO-PEER 


A distributed network of two or more computers which 
interact directly without a central server or entity. 
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PAOP 


A Proof of Attendance Protocol, or POAP is a virtual token 
that serves as evidence — also commonly called a 
‘badge’ — that an individual attended, either virtually or IRL, 
a particular event. 


PAPER HANDS 


A term used to describe someone who sold a 
cryptocurrency or stock as its price was falling, usually for a 
loss. Someone with paper hands Is said to be weak and 
unable to stomach market volatility. 
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PERMISSIONLESS 


Is a property describing blockchains where no single entity 
can control who uses tt. 
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PRIVATE KEY 


An alphanumeric passcode required to withdraw assets 
from a blockchain wallet and authorize digital transactions. 
Because these private keys are long and difficult to 
memorize, wallets will generally associate them with a seed 
or recovery phrase that is easier to remember. 
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POTENTIALLY PROMISING 


First used by Elon Musk to refer to planned upgrades to 
Dogecoin. Referring to something as being potentially 
promising quickly caught on, being used both sarcastically 
and in a serious manner, albeit tongue-in-cheek. 
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POS- PROOF OF STAKE 


A consensus mechanism that requires nodes, called 
validators, to stake a set amount of cryptocurrency on the 
blockchain in order to verify transactions and mint blocks. If 
a validator approves fraudulent transactions, then a portion 
of their stake will be slashed. 
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POW-PROOF OF WORK 


A consensus mechanism that requires miners to com 
complex mathematical puzzles in order to verify 
transactions and mint blocks. When a miner correctly 
solves a puzzle, they gain access to mint the next block and 
receive the corresponding block reward and transaction 
fees. 


lete 


PROTOCOL 


The foundational software layer of a program. Protocol has 
become a general term used to refer to both layer 1 
blockchain networks and the layer 2 applications built on 
top of them — Bitcoin, Ethereum, Uniswap, and Lightning 
Network can all be considered protocols. 
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PUBLIC KEY 


Uses to point to your wallet address, this Is an 
alphanumeric code that serves as the address for a 
blockchain wallet, similar to a bank account number. Other 
users can send digital assets to your wallet via your public 
key, but only you can access your wallet's contents 
by using the corresponding private key. 
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PUMP AND DUMP 


A scheme where a cryptocurrency or other asset Is hyped 
up, leading many to buy into it, raising its price. Those who 
did the hyping then sell their holdings of the asset as the 
price rises for a short period of time. This then leads to a 
sharp selloff where anyone who did not sell suffers a loss: 
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PFP 


"Profile picture” refers to an NFT representing a head of an 
avatar. 
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PERMISSIONED BLOCKCHAIN 


A permissioned blockchain ts a blockchain that Is not 
publicly accessible and can only be accessed by users that 
have permission to do so. This access control offers 
increased security of blockchain systems like Bitcoin, as 
users are only able to take actions that blockchain 
administrators allow and must identify themselves digitally. 
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PLASMA 


A Layer 2 scaling solution for Ethereum that creates 
child chains (side chains) to process transactions and 
periodically commit them to the Ethereum main-chain. 
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PROOF OF STAKE 


Proof of stake is a decentralized consensus mechanism 
that requires coin owners to offer their own coins up as 
collateral (in other words, staking their coins) for a chance 
to validate blocks in a blockchain. Validators are selected 
randomly, instead of via the competition mechanism used 
in proof of work. To have the chance to be a validator, coin 
owners must stake a certain amount of their coins 
(i.e. Ethereum's requirement of 32 ETH). Multiple validators 
must verify the new block before it can be finalized and 
closed. Proof of stake is Known for being far less 

energy-consuming than proof of work. 
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PROOF OF WORK 


Proof of work is a decentralized consensus mechanism that 
requires all members of a network (i.e. computer nodes ina 
blockchain) to complete a significant but feasible amount 
of work to solve an arbitrary mathematical puzzle. 

It's widely used to validate transactions and mine new 
tokens In cryptocurrency mining, as it doesn't require the 
need for a trusted third party. However, despite its benefits, 
proof of work Is notorious for requiring huge amounts of 
energy. 


www.cyber-gear.10 


REDPILLED 


Redpilled is a slang term used to describe a situation in 
which someone's worldview — or their perspective on a 
Specific issue — has undergone a sudden and dramatic 
shift. The phrase refers to the famous red pill from The 
Matrix film franchise, which basically symbolizes the 
decision to swallow a hard and uncomfortable truth about 
oneself or about the nature of reality. 


www.cyber-gear.10 


REKT A 


Misspelling of the word wrecked, used to express suffering 
a huge loss. 


ROLLUP 


A scaling solution that aims to improve transaction 
throughput and decrease fees by batching multiple 
transactions off-chain and then submitting them to the 
main chain as a single transaction. 

i.e. Optimism, ZK, Arbitrum 
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ROE - RETURN ON ENGAGEMENT 


Coined by Sharad Agarwal to explain the importance of 
community building in Web3 to succeed in the virtual world. 
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RUG PULL 


A rug pull is a scam where software developers raise a huge 
sum of money in order to fund a crypto project, then take 
advantage of the nature of DeFi by using the lack of 
financial gatekeepers or verified third parties to disappear 
with that money. 
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SATOSHIS/SATS 


The smallest denomination of BTC, equal to 0.00000001 
bitcoin. Satoshis are named after Bitcoin’s pseudonymous 
creator, Satoshi Nakamoto. 
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SCALABILITY 


A protocol's capacity to handle higher demand and increase 
transaction throughput as the network grows. 
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SEED PHRASE 


A string of words used as a master password to access a 
crypto wallet. Because a single wallet can contain multiple 
accounts, all with their own private keys, a seed phrase 
makes It easy to access them all with the same password. 
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SER 


Meaning “str,” a common intentional misspelling used in 
crypto circles 
"GM ser’ 


www.cyber-gear.10 


SHA 
(SECURE HASH ALGORITHM) 


These are a family of popular hash functions published by 
the National Institute of Standards and Technology (NIST), 
United States. 


The SHA-2 family of hash functions (e.g. SHA-256) is 
popularly used in the Bitcoin blockchain. 
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SHA-2596 


SHA stands for Secure Hashing Algorithm, a set of 
cryptographic hashing functions designed by the NSA. 
Essentially, SHA-256 takes an input of data and generates a 
long sequence of letters and numbers, called a hash. This 
hash is then used as a secure placeholder for the data it 
represents. 
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SHARDING 


A method of separating a network's nodes out into smaller = 
groups (shards) in an attempt to increase scalability. These 
shards are then able to reach consensus on behalf of the 
entire network, removing the need for every node to process 
every transaction. 


SHRILL 


The act of heavily promoting a cryptocurrency, stock, or 
other asset in an effort to increase adoption and, in turn, 
raise its price. This is usually done via spamming on social 
media, and generally carries a negative connotation. A 
person who performs the act of shilling may also be 
referred to as a shill. 
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SHITCOIN 


A cryptocurrency with weak fundamentals and little to no 
use Case. 
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SIDECHAIN 


A parallel blockchain used to offload transactions from the 
main chain in order to increase scalability or add other 
functionality. Sidechains are connected to their main chain, 
or parent chain, via a two-way link which allows data and 
assets to be seamlessly transferred. 
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SLASHING 


The process of burning or redistributing a validator's staked 
cryptocurrency as punishment for approving fraudulent 
charges or otherwise endangering the network. 


www.cyber-gear.10 


SLIPPAGE 


The price of a cryptocurrency may change between the time 
an order is placed and the time that order is ultimately filled. 
Slippage Is the difference between a cryptocurrency's 
quoted price and the price that a trade actually executes at. 
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SMART CONTRACT 


Self-executing code deployed on a blockchain. Smart 
contracts allow transactions to be made without an 
intermediary figure and without the parties involved having 
to trust one another. 
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SOFT FORK 


A backwards compatible update to a blockchain. Unlike a 
hard fork, these changes do not require the creation of a 
separate chain. 


SOLIDITY 


The native programming language of Ethereum, mainly 
used to write smart contracts. 
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SMART CONTRACTS 


A smart contract involves the use of self-executing lines of 
code to outline the terms of agreement in the contract, 
which exists on a decentralized and distributed blockchain 
network. Smart contracts allow for agreements between 
two separate and even anonymous parties, without the 
need for any third party authority or system. Smart 
contracts are trackable and irreversible. 
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SOFT FORK 


A soft fork is a change in software protocol for blockchain 
technology that only makes previously valid transactions 
invalid. For a soft fork to succeed, only a majority of nodes 
need to upgrade and agree on the new version. 
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STABLECOINS 


Stablecoins are a type of cryptocurrency that is tied toa — 
reserve asset, like the dollar. They're an attempt to create a 
more stable option, akin to fiat currencies, while also taking 

advantages of instant processing and privacy offered by 

cryptocurrency. 
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STABLECOIN 


A token with Its value pegged to another asset. Stablecoins 
are usually backed by a fiat currency, like the US dollar, but 
can also be pegged to physical assets like precious metals, 
or even other cryptocurrencies like Bitcoin: 
i.e. USDT, Dal, USDC 
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STAKING 


The process of locking up and holding cryptocurrencies in a 
wallet to support the operations of a blockchain network. 
Stakers earn rewards for their contribution: 
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STATE CHANNELS 


Off-chain protocols that enable direct and fast transactions 
between participants, reducing the need for on-chain 
interactions and increasing scalability. 
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TESTNET 


A software environment that mimics a mainnet blockchain, 
used to test network upgrades and smart contracts before 
deploying them to the mainnet. 
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TLD-TOP LEVEL DOMAIN 


The last segment of a domain name, or the part that follows 
immediately after the "dot" symbol. 
i.e. .crypto, .nft, .x 
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TOKEN 


Unlike a coin, a token Is a digital asset created on an exist- 
ing blockchain. Tokens can be used to represent digital and 
physical assets, or used to interact with dapps. 

i.e. LINK, UNI, AAVE 
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TOKENOMICS 


A blending of the words ‘token’ and economics, Is an 
umbrella term that refers to all of the various qualities of a 
virtual currency that can cause its market value to fluctuate. 
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TPS- TRANSACTIONS PER 
SECOND 


The number of transactions that a blockchain can handle 
per second, used as a benchmark to measure Its 
computational power. 
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TRANSACTION 


Data written to a blockchain. New transactions are verified 
by nodes on the network and then broadcasted to other 
nodes. Once enough nodes have verified the transaction, It 
is considered valid and added to a block. 


TRADFI 


TradFi is tongue-in-cheek shorthand that some in the 
crypto community use to refer to ‘traditional finance’ — 
basically the pre-DeFi paradigm of centralized financial 

authority, in which governments, banks and other 
institutions control and regulate currency. 
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TRON 


Tron Is a blockchain-based digital platform founded in 
2017 with the goal of hosting a global entertainment 
system digital content sharing. As of August 2021, 
it had over 50 million accounts. Tron also has its own 
cryptocurrency, Tronix, and was founded by BitTorrent 
CEO Justin Sun. 
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TVL- TOTAL VALUE LOCKED 


A measure of the assets locked into an dapp's smart 
contract, usually expressed in USD. 
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TXN HASH 


Short for transaction hash, or transaction ID. This is a 
unique identifier used to represent a specific transaction, 
written as a long string of letters and numbers. By pasting a 
txn hash into a block explorer like Etherscan, you can find 
the details of the transaction it represents: 


www.cyber-gear.10 


ULTRASOUND MONEY 


A rebuttal against the argument that Bitcoin is “sound 
money” or the “hardest form of currency” by saying that 
Ethereum post-EIP 1559 and post-ETH2 merge will be 
more sound than Bitcoin. 
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UP ONLY 


A tongue-in-cheek saying, implying that a cryptocurrency 
or other asset can only increase in value. This is used to 
voice one's bullish stance on an asset, although It may also 
be used sarcastically. 
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VAPORWARE 


A product or project that is announced and marketed but 
never actually materializes. 
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VIRTUAL REALITY [VR] 


Virtual reality (VR) is a technology that creates 
three-dimensional, immersive digital environments, wherein 
visitors can interact with other people (or rather, their 
avatars) and other elements of the environment. VR 
technology, though still in its infancy, has been advancing 
rapidly. Meta's Oculus Quest headset Is an example of a 
piece of hardware that can transport the wearer to 
VR worlds. 
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WAGMI 


"We're All Gonna Make It,” a common saying in crypto and 
trading circles signaling camaraderie and a positive 
outlook. 
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WALLET 


A software application or hardware device used to store the 
private keys to blockchain assets and accounts. Unlike a 
traditional wallet, a blockchain wallet does not actually 
Store the coins or tokens themselves. Instead, they store 
the private key that proves ownership of a given digital 
asset. 

i.e. Metamask, Coinbase Wallet, Ledger, Trezor 
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WALLET ADDRESS 


Also known as a public key, this Is an me c code 
that serves as the address for a blockchain wallet, similar to 
a bank account number. Other users can send digital assets 
to your wallet via your public key, but only you can access 
your wallet's contents by using the corresponding private 
key. 


WEBT 


This describes the earliest iteration of the internet. Most 
internet users were consumers, rather than content 
creators, and most available websites were static 
informational pages such as Britannica Online, mp3.com 
and personal websites. 
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WEBe 


This describes the current state of the internet. The shift 
from Web1, which first began at the turn of the 21st 
century, indicated an increase In users creating content and 
more actively engaging with the internet, as opposed to 
simply consuming information on it. The move from Web] 
to Web2 was not signified by any specific technical 
advancement, but rather a change In internet usage that 
demonstrated an increase in user information-sharing and 
interconnectedness. 
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This describes an idea of a future state of the internet. A 
marked advancement in usage style from | Veb2, 
“the internet owned by the builders and users, orchi | 
with tokens,” according to investor Packy McCormick. At 
the core of Web3 predictions is the idea of a decentralized 
and open internet with greater user utility. Though the 
definition of what this will actually look like is still taking 
shape, experts agree that Web3 willbe marked by = 
decentralization, trustless and permissionless interactions, _ 
wider use of artificial intelligence and machine learning and, 
finally, increased connectivity and ubiquity across 
applications and devices. 
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WEBS ADOPTION 


The process of increasing the use and 
acceptance of Web3 technologies, applications, and 
concepts by individuals, businesses, and industries. 
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WEBS ANALYTICS 


Tools and platforms that provide insights and analytics for 
blockchain networks and decentralized applications, 
helping users understand network activity and trends. 
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WEB3 BROWSER 


A web browser that integrates with Web3 technologies and 
allows users to access and interact with decentralized 
applications directly. 


WEBS BROWSER EXTENSION 


A browser extension that integrates with Web3 
technologies and allows users to interact with decentralized 
applications and manage therr digital assets. 
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WEBS GOVERNANCE 


The processes and mechanisms for making decisions and 
governing decentralized networks or organizations. This 
can include voting systems, consensus models, and 
community governance. 
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WEBS IDENTITY 


A decentralized identity system that allows users to have 
control over their digital identities, enabling secure and 
privacy-enhanced online interactions. 
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WEBS INFRASTRUCTURE 


The underlying technologies, protocols, and networks that 
power Web3 applications and enable decentralized 
services, including blockchain nodes, infrastructure 

providers, and hosting solutions. 
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WEBS PRIVACY 


Tools and techniques that enhance the privacy and 
anonymity of users in Web3 applications, allowing them to 
control their personal information and data. 
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WEB3 SCALING 


Solutions and techniques aimed at increasing the 
scalability of blockchain networks to handle a larger volume 
of transactions, such as sharding, layer 2, and state 
channels. 
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WEB3 SECURITY 


Measures and practices designed to enhance the security 

and integrity of blockchain networks and decentralized 

applications, including secure coding, audits, and bug 
bounties. 


WEBS STACK 


The collection of technologies, protocols, and frameworks 
used to build and develop Web3 applications, including 
blockchain platforms, wallets, and development 
tools. 
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WEBS STANDARDS 


Technical specifications and protocols that define the 
interoperability, security, and functionality of Web3 
applications, tokens, and smart contracts. Examples 
include ERC-20 and ERC- 721. 
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WEBS WALLET 


A digital wallet that allows users to securely store, manage, 
and interact with their cryptocurrencies, tokens, and digital 
assets. 
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WEBS ANALYTICS 


Tools and platforms that provide insights and analytics for 
blockchain networks and decentralized applications, 
helping users understand network activity and 
trends. 
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WEI 


Wel is the smallest denomination of ETH that is equivalent 
to 1/1,000,000,000,000,000,000 of 1 ETH (1 ETH 
=1,000,000,000,000,000,000 Wei). 
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xDAI CHAIN 


xDai Chain (xDai or Gnosis Chain) is a proof-of-stake (PoS) 
Ethereum sidechain that offers faster and cheaper 
transactions compared to Ethereum. The native token of 
xDai Chain is DAI which is pegged to the U.S. dollar and was 
created by MakerDAO. Blocknative offers xDai developers 
and traders access to Mempool Explorer, Onboard, and 
Notify APIs. 
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ZERO-KNOWLEDGE PROOF 


A zero-knowledge proof is a method of verification in which 
a prover” shows possession of secretive knowledge to a 
"verifier" without revealing the sensitive information itself. 

This encryption scheme can ensure data privacy and 
confidentiality on a public blockchain. 
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ZK-ROLLUP 


A ZK or "zero-knowledge" rollup is an Ethereum layer 2 
scaling solution that bundles transactions off-chain into a 
single cryptographic proof. This transaction Is then 
submitted back to the main chain for validation. ZK-rollups 
utilize validity proofs to confirm transaction legitimacy. 
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ZK-SNARK 


Zero-Knowledge Succinct Non-interactive Arguments of 
Knowledge (zk-SNARKs) are a form of cryptographic proof 
that maintains the privacy of a transaction while validating 

it on a blockchain’s consensus algorithm. 
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ZKSYNC wa 


zkSync Is an Ethereum layer 2 scaling solution. It utilizes ZK 
rollups to offer lower gas fees and faster transaction finality 
without making security compromises. 


YOLO- YOU ONLY LIVE ONCE 


Investing too much money into a single asset; making a 
generally risky bet. 
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YIELD FARMING 


A practice in DeFi where users provide liquidity to 
decentralized protocols and earn rewards or fees 
In return. 
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OX PROTOCOL 


The Ox protocol allows for peer-to-peer exchanges of 
assets on Ethereum's blockchain. It was launched in 201 7 
by Ox Labs and is intended to create the infrastructure for 

new financial applications using blockchain technology. 
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91% ATTACK 


An attack in which a single entity or organization gains 
control of over half of the nodes or mining power ona 
network. This then allows the entity to disrupt the network 
by excluding certain transactions, double spending 
cryptocurrency, and performing other malicious acts. 
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Cyber IEM 
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